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Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

FEY Z 3

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.
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Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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H #114
You have a Microsoft 365 subscription that contains the devices shown in the following table.

From which devices can Microsoft Purview Insider Risk Management capture forensic evidence?

A. Devicel, Device2 and Device3
B. Device2 and Device3 only

C. Device2 only

D. Device only

E. Devicel and Device2 only

EfE: C
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Forensic evidence in Microsoft Purview Insider Risk Management allows capturing screenshots/clips of user activity on endpoints.
Requirements for forensic evidence capture:

The device nust be onboarded to Microsoft Purview (via Defender for Endpoint).

The Microsoft Purview client must be installed.

Supported platforms: Windows 10 and Windows 11 (macOS is not supported for forensic evidence).
Now check each device:

Devicel (Windows 11) # Client installed, but not onboarded # # Not eligble.

Device2 (Windows 10) # Onboarded and client installed # # Eligible.

Device3 (macOS) # Onboarded, but client not installed and macOS is not supported # # Not eligble.
Therefore, only Device2 qualifies.

Reference:

Microsoft Learn: Forensic evidence in insider risk management

Microsoft Learn: Onboard devices for insider risk management forensic evidence
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You have a Microsoft 365 E5 subscription.

You have a file named Customer.csv that contains a list of 1,000 customer names.

You plan to use Customer.csv to classify documents stored in a Microsoft SharePoint Online library.

‘What should you create in the Microsoft Purview portal, and which type of element should you select? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:
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Explanation:

Create: # A sensitive info type

Element: # Keyword dictionary

You want to classify documents in SharePoint Online based on a list of customer names stored in Customer.
csv (1,000 entries).

In Microsoft Purview, there are several options for custom classification:

Sensitive info type (SIT):

Designed to detect predefined or custom patterns such as credit cards, IDs, or custom lists.

You can build a custom SIT using elements like keyword dictionary, regular expressions, and functions.

In this case, since you have a large CSV with 1,000 customer names, you upload that list as a keyword dictionary element.


https://www.passtest.jp/SC-401-exam.html

Tramnable classifier:

Used when you want Al to classify documents by training on examples of positive/negative samples (like contracts, resumes).
Not relevant here because you already have a structured list of customer names rather than needing machine learming classification.
Adaptive scope:

Determines where (users, groups, sites) policies apply, not what content is classified.

Not relevant here.

Correct pairing;

Create: A sensitive info type (SIT).

Element: Keyword dictionary (upload the Customer.csv file).

Reference:

Microsoft Learn: Create a custom sensitive information type

Microsoft Learn: Keyword dictionary for SITs

# Final Answer:

Create # A sensitive info type

Element # Keyword dictionary
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You have a Microsoft 365 ES subscription that uses Microsoft Purview.

You need to performa content search for email messages that meet the following requirements:

* Are delivered to both user] @contoso.com and user2(@contoso.com

* Are sent froma user account that has a name that starts with the word Compliance How should you conplete the query in the
KQL editor? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

L
Explanation:
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Drag and Drop Question

You have a Microsoft 365 ES subscription that contains two users named Userl and User2.

You need to implement insider risk management. The solution must meet the following requirements:

- Ensure that User1 can create insider risk management policies.

- Ensure that User2 can use content captured by using nsider risk

management policies.

- Follow the principle of least privilege.

To which role group should you add each user? To answer, drag the appropriate role groups to the correct users. Each role group
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

AR :

Explanation:

Box 1: Insider Risk Management Admins

Ensure that User1 can create insider risk management policies.

Use this role group to mitially configure insider risk management and later to segregate insider risk administrators into a defined
group. Users in this role group can create, read, update, and delete insider risk management policies, global settings, and role group
assignments.

Box 2: Insider Risk Management Investigators

Investigators can access & view forensic evidence captures and Content Explorer.

Reference:

https7//learn.microsoft.conven-us/purview/insider-risk-management-permissions
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You have a Microsoft J65 E5 subscription that contains a user named Userl1.

All users are assigned Microsoft 365 Copilot licenses.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

You need to ensure that User] can analyze prompts and responses for Al interaction events. The solution must follow the principle
of least privilege.

To which two role groups should you add User1? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

A. Content Explorer list Viewer

B. Information Protection Analysts

C. Security Reader

D. Insider Risk Management Investigators
E. Content Explorer Content Viewer

_EE%: A\ B

A -

The requirement is that User] must be able to analyze prompts and responses for Al interaction events in Microsoft Purview DSPM
for Al, while following the principle of least privilege.

Information Protection Analysts role group:

Members can review and analyze sensitive data activity, including Al interaction events collected by Purview DSPM. This role is
specifically mtended for analysts monitoring sensitive nformation and is therefore necessary for Userl.

Content Explorer List Viewer role group:

Members can see metadata about items with sensitive information, such as file names, locations, sensitivity labels, and policy
matches, without accessing the actual file content. This provides the required visibility for Al-related data classification and
nteraction analysis while adhering to the least privilege principle.

Roles not required:

Content Explorer Content Viewer would give the ability to view the actual content of files, which is more access than needed.
Security Reader is intended for reviewing alerts and incidents but not for analyzing Al prompts and responses.

Insider Risk Management Investigators focus on insider risk mnvestigations, not Al event analysis.

References:

Microsoft Learn: Microsoft Purview compliance portal permissions

Microsoft Learn: Use Content Explorer in data classification
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