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Cisco 300-445 考試大綱：

主題 簡介

主題 1

Data Collection Implementation: This domain focuses on deploying enterprise and endpoint agents across
infrastructure and end-user devices. It covers configuring network, DNS, voice, web, and endpoint tests
using ThousandEyes and Meraki Insights, along with implementing synthetic web tests and authentication
methods.

主題 2
Insights and Alerts: This domain addresses configuring alert rules based on network conditions and end-
user experience factors. It covers selecting metrics for stakeholders, validating alerts, and recommending
network optimization for capacity planning.

主題 3

Platforms and Architecture: This domain covers understanding monitoring agent types and placement,
active versus passive monitoring, and ThousandEyes WAN Insights. It addresses Cisco platform
integrations, metric baselines, and selecting appropriate integration methods and assurance platforms based
on business requirements.

主題 4
Data Analysis: This domain encompasses diagnosing network issues like packet loss, congestion, routing,
and jitter, plus end-device problems. It includes analyzing web application performance and identifying
security threats such as DDoS attacks, DNS hijacking, and BGP hijacking.
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問題  #64 
What is the primary purpose of configuring synthetic web tests in network assurance?

A. Encrypt data transmissions
B. Identify network vulnerabilities
C. Monitor server uptime
D. Simulate user interactions

答案：D

解題說明：
The primary purpose of configuring synthetic web tests is to simulate user interactions with web applications, such as browsing, form
submissions, and transactions, to assess application performance, functionality, and responsiveness from an end-user perspective.

問題  #65 
Refer to the exhibit.

Which setting should be enabled for this network Agent to Server test to avoid test traffic being detected by firewalls as malicious?

A. Protocol: TCP
B. Path Trace Mode: In Session
C. Probing Mode: Force SYN
D. Port: 5000

答案：B

解題說明：
In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)architecture, a critical challenge in active
synthetic monitoring is ensuring that test probes accurately reflect user traffic without being dropped by intermediate security
appliances. Standard network tests often utilize separate connections for measuring performance metrics (latency/loss) and for path
discovery (hop-by-hop visualization). This behavior can be flagged by stateful firewalls or Intrusion Prevention Systems (IPS) as
suspicious or malicious scanning activity.
To mitigate this, the engineer should enablePath Trace Mode: In Session(Option A). When this mode is active, ThousandEyes
performs path discovery using the exact same TCP session established for the performance measurement. By embedding path
discovery probes within an active, established session, the traffic appears to firewalls as part of a legitimate, ongoing communication
stream rather than an independent series of probes with varying TTL values that might trigger "anti-spoofing" or "scanning" alerts.
Reviewing the alternative options:
* Protocol: TCP (Option B):While using TCP is generally more firewall-friendly than ICMP, the exhibit shows TCP is already



selected. The issue is not the protocol itself, but how the path discovery probes are handled relative to the session.
* Port: 5000 (Option C):Changing the port to a non-standard value like 5000 often makes trafficmore likely to be scrutinized or
blocked by default firewall policies compared to standard web ports like 80.
* Probing Mode: Force SYN (Option D):Forcing SYN packets is a technique used to bypass certain types of load balancers but
does not address the fundamental issue of path discovery probes being seen as a separate, malicious scan by stateful inspection
engines.
Therefore, enablingIn Sessionpath trace mode is the most effective way to ensure consistent visibility through security-hardened
environments.

問題  #66 
How does the integration between Cisco technologies benefit network management?

A. Increases hardware complexity
B. Limits scalability options
C. Centralizes management tasks
D. Reduces software compatibility

答案：C

解題說明：
Integration of Cisco technologies centralizes management tasks, streamlining network operations and improving efficiency.

問題  #67 
What is a key consideration when configuring network tests using Thousand Eyes and Meraki Insights?

A. Minimizing latency
B. Analyzing server logs
C. Ensuring data encryption
D. Maximizing server uptime

答案：A

解題說明：
A key consideration when configuring network tests is minimizing latency to ensure accurate performance measurement and analysis
in network assurance.

問題  #68 
According to RFC 7276, which monitoring approach is more likely to be used for compliance auditing in real-time environments?

A. Both active and passive monitoring
B. Active monitoring
C. Neither, as RFC 7276 does not discuss compliance auditing
D. Passive monitoring

答案：B

問題  #69
......
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