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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q72-Q77):
NEW QUESTION # 72 
A network engineer is working on a large migration effort from an on-premises data center to an AWS Control Tower based multi-
account environment. The environment has a transit gateway that is deployed to a central network services account. The central
network services account has been shared with an organization in AWS Organizations through AWS Resource Access Manager
(AWS RAM).
A shared services account also exists in the environment. The shared services account hosts workloads that need to be shared with
the entire organization.
The network engineer needs to create a solution to automate the deployment of common network components across the
environment. The solution must provision a VPC for application workloads to each new and existing member account. The VPCs
must be connected to the transit gateway in the central network services account.
Which combination of steps will meet these requirements with the LEAST operational overhead? (Select THREE.)

A. Deploy an Amazon EventBridge rule on a default event bus in the shared services account. Configure the EventBridge rule
to react to AWS Control Tower CreateManagedAccount lifecycle events and to invoke the AWS Lambda function.
B. Create an AWS CloudFormation template that describes the infrastructure that needs to be created in each account.
Upload the template as an AWS Service Catalog product to the shared services account.
C. Create an AWSControlTowerBlueprintAccess role in each member account.
D. Deploy an AWS Lambda function to the shared services account. Program the Lambda function to assume a role in the
new and existing member accounts to provision the necessary network infrastructure.
E. Update the existing accounts with an Account Factory Customization (AFC). Select the same AFC when provisioning new
accounts.
F. Create an AWSControlTowerBlueprintAccess role in the shared services account.

Answer: A,B,D

Explanation:
The correct answer is A, C, and D. These steps will meet the requirements with the least operational overhead because:
*Step A will deploy an AWS Lambda function to the shared services account that can automate the network infrastructure
provisioning in each member account by assuming a role with the necessary permissions.
*Step C will create an AWS CloudFormation template that describes the VPC and the transit gateway attachment for each account.
This template can be uploaded as an AWS Service Catalog product to the shared services account, which can be used by the AWS
Lambda function to create the network resources in each member account.
*Step D will deploy an Amazon EventBridge rule on a default event bus in the shared services account that can react to AWS
Control Tower lifecycle events, such as creating a new managed account. This rule can invoke the AWS Lambda function to
provision the network infrastructure in the new account.
The other steps are incorrect because:
*Step B will update the existing accounts with an Account Factory Customization (AFC), which is a feature of AWS Control Tower
that allows you to customize the account creation process with AWS CloudFormation templates. However, this step will not
automate the network infrastructure provisioning for the existing accounts, as it only applies to the new accounts created through the
Account Factory. Moreover, this step will require additional operational overhead to maintain the AFC templates and products.
*Step E will create an AWSControlTowerBlueprintAccess role in the shared services account, which is a role that allows AWS
Control Tower to access the AWS Service Catalog products in the shared services account.
However, this step is not necessary for the automation solution, as the AWS Lambda function can access the AWS Service Catalog
products directly without using this role.
*Step F will create an AWSControlTowerBlueprintAccess role in each member account, which is a role that allows AWS Control
Tower to access the AWS Service Catalog products in the member accounts. However, this step is not necessary for the
automation solution, as the AWS Lambda function can access the AWS Service Catalog products in the shared services account
without using this role.

NEW QUESTION # 73 
A company is creating new features for its ecommerce website. These features will use several microservices that are accessed
through different paths. The microservices will run on Amazon Elastic Container Service (Amazon ECS). The company requires the
use of HTTPS for all of its public websites. The application requires the customer's source IP addresses.
A network engineer must implement a load balancing strategy that meets these requirements.
Which combination of actions should the network engineer take to accomplish this goal? (Choose two.)



A. Retrieve client IP addresses by using the X-IP-Source header
B. Retrieve client IP addresses by using the X-Forwarded-For header
C. Use a Network Load Balancer
D. Use an Application Load Balancer.
E. Use AWS App Mesh load balancing

Answer: B,D

NEW QUESTION # 74 
Amazon Route 53 cannot route queries to which AWS resources?
Response:

A. Amazon Elastic Compute Cloud (Amazon EC2) instance
B. AWS CloudFormation
C. Elastic Load Balancing load balancer
D. Amazon CloudFront distribution

Answer: B

NEW QUESTION # 75 
A company uses a hybrid architecture and has an AWS Direct Connect connection between its on-premises data center and AWS.
The company has production applications that run in the on-premises data center. The company also has production applications
that run in a VPC. The applications that run in the on-premises data center need to communicate with the applications that run in the
VPC. The company is using corp.example.com as the domain name for the on-premises resources and is using an Amazon Route 53
private hosted zone for aws.example.com to host the VPC resources.
The company is using an open-source recursive DNS resolver in a VPC subnet and is using a DNS resolver in the on-premises data
center. The company's on-premises DNS resolver has a forwarder that directs requests for the aws.example.com domain name to
the DNS resolver in the VPC. The DNS resolver in the VPC has a forwarder that directs requests for the corp.example.com
domain name to the DNS resolver in the on-premises data center. The company has deckled to replace the open-source recursive
DNS resolver with Amazon Route 53 Resolver endpoints.
Which combination of steps should a network engineer take to make this replacement? (Choose three.)

A. Create a Route 53 Resolver inbound endpoint and a Route 53 Resolver outbound endpoint.
B. Create a Route 53 Resolver rule to forward corp.example.com domain queries to the IP address of the on-premises DNS
resolver.
C. Configure the on-premises DNS resolver to forward aws.example.com domain queries to the IP addresses of the inbound
endpoint.
D. Configure the on-premises DNS resolver to forward aws.example.com queries to the IP addresses of the outbound
endpoint.
E. Create a Route 53 Resolver rule to forward aws.example.com domain queries to the IP addresses of the inbound
endpoint.
F. Create a Route 53 Resolver rule to forward aws.example.com domain queries to the IP addresses of the outbound
endpoint.

Answer: A,B,C

Explanation:
To replace the open-source recursive DNS resolver with Amazon Route 53 Resolver endpoints in a hybrid architecture where on-
premises applications need to communicate with applications running in a VPC, a network engineer should take the following steps:
Create a Route 53 Resolver inbound endpoint and a Route 53 Resolver outbound endpoint. (Option C) Configure the on-premises
DNS resolver to forward aws.example.com domain queries to the IP addresses of the inbound endpoint. (Option B) Create a Route
53 Resolver rule to forward corp.example.com domain queries to the IP address of the on-premises DNS resolver. (Option E)
These steps will allow for seamless replacement of the open-source recursive DNS resolver with Amazon Route 53 Resolver
endpoints and enable communication between on-premises and VPC applications.

NEW QUESTION # 76 
A company's development team has created a new product recommendation web service. The web service is hosted in a VPC with



a CIDR block of 192.168.224.0/19. The company has deployed the web service on Amazon EC2 instances and has configured an
Auto Scaling group as the target of a Network Load Balancer (NLB).
The company wants to perform testing to determine whether users who receive product recommendations spend more money than
users who do not receive product recommendations. The company has a big sales event in 5 days and needs to integrate its existing
production environment with the recommendation engine by then. The existing production environment is hosted in a VPC with a
CIDR block of 192.168.128 0/17.
A network engineer must integrate the systems by designing a solution that results in the least possible disruption to the existing
environments.
Which solution will meet these requirements?

A. Ask the development team of the web service to redeploy the web service into the production VPC and integrate the
systems there.
B. Create a VPC peering connection between the web service VPC and the existing production VPC. Add a routing rule to
the appropriate route table to allow data to flow to 192.168.224.0/19 from the existing production environment and to flow
to 192.168.128.0/17 from the web service environment. Configure the relevant security groups and ACLs to allow the
systems to communicate.
C. Create a VPC endpoint service. Associate the VPC endpoint service with the NLB for the web service. Create an
interface VPC endpoint for the web service in the existing production VPC.
D. Create a transit gateway in the existing production environment. Create attachments to the production VPC and the web
service VPC. Configure appropriate routing rules in the transit gateway and VPC route tables for 192.168.224.0/19 and
192.168.128.0/17. Configure the relevant security groups and ACLs to allow the systems to communicate.

Answer: C

NEW QUESTION # 77
......

The exam outline will be changed according to the new policy every year, and the ANS-C01 questions torrent and other teaching
software, after the new exam outline, we will change according to the syllabus and the latest developments in theory and practice and
revision of the corresponding changes, highly agree with outline. The ANS-C01 Exam Questions are the perfect form of a complete
set of teaching material, teaching outline will outline all the knowledge points covered, comprehensive and no dead angle for the
ANS-C01 candidates presents the proposition scope and trend of each year.
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