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93. Frage
(Refer to the exhibits.

TTTFEREETRTHIEE

config system sdwan
Set status enable

Extract from Branch-B configuration

config system sdwan

config zone
edit "virtual-wan-link®
nextc
edit "overlay"
2et advpn-select enable
set advpn-health-check "HUB1 HC®

set status enable
config zone
edit "virtual-wan-link®™
nNEXET
edit "overlay"
set advpn-select enable
set advpn-health-check "HUB1_HC"

next mExE
end end
config members config members
edic 1 edit 1
set incerface "T1" set Ainverface "TA"
set zone “overlay"” set zone "overlay”
set source 10.200.99.1 i set source 10.200.99.1
Set transport-group™l set transport-group 1
next nexc
edic 2 edic 2
set incterface "T2" set interface "IB"
set zone "overlay" set zone "overlay"
set source 10.200.99.1 set source 10.200.99.1
set transport-group 1 set transport-group 2
nexc next
edit 3 edic 3
set interface "Ta= set interface "IC"

set zone "overlay”

set source 10.200.99.1

SeT Transport-group 3
nextc

set zone "overlay"
set source 10.200.99.1
Set transport-group 2

next
end end

The SD-WAN zones and members configuration of two branch devices are shown. The two branch devices are part of the same
hub-and-spoke topology and connect to the same hub. The devices are configured to allow Auto-Discovery VPN (ADVPN). The

configuration on the hub allows the initial commumnication between the two spokes.
When traffic flows require it, between which interfaces can the devices establish shortcuts? Choose one answer. )

A. Interface connected to HUB only
B. Between T2 on Branch-A and TA on Branch-B
C. Any interface in the overlay zones
D. Between T3 on Branch-A and TC on Branch-B

Antwort: B

Begrindung;

From the exhibit, both branches have an SD-WAN zone named overlay with set advpn-select enable, and each SD-WAN member
in that zone is assigned a transport-group value.

Branch-A members:

T1 — transport-group 1

T2 — transport-group 1
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T3 — transport-group 2

Branch-B members:

TA — transport-group 1

TB — transport-group 2

TC — transport-group 3

In FCSS SD-WAN 7.6 ADVPN design, transport-group is used to constrain which underlays are allowed to form ADVPN
shortcuts with each other. A spoke can establish an ADVPN shortcut only between interfaces that belong to the same transport-
group on both sides. This prevents building shortcuts across dissimilar transports.

Evaluating the options:

Option D (T2 on Branch-A with transport-group 1 and TA on Branch-B with transport-group 1) is a valid shortcut pairing.
Option C is not valid because T3 is transport-group 2 while TC is transport-group 3, so they are not permitted to forma shortcut.
Option A is incorrect because not all overlay-zone interfaces are eligible; eligibility is restricted by transport-group matching,
Option B is incorrect because ADVPN shortcuts are spoke-to-spoke tunnels (facilitated by the hub), not limited to "interfaces
connected to hub only." Therefore, the valid shortcut pairing listed is between T2 on Branch-A and TA on Branch-B, which
corresponds to Option D.

94. Frage
You have configured the performance SLA with the probe mode as Prefer Passive.
‘What are two observable impacts of this configuration? (Choose two.)

A. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
B. FortiGate passively monitors the member if ICMP traffic is passing through the member.

C. FortiGate passively monitors the member if TCP traffic is passing through the member.

D. During passive monitoring, the SLA performance rule cannot detect dead members.

E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Antwort: C,D

Begrindung;

In FortiOS 7.6, when a Performance SLA probe mode is set to Prefer Passive, FortiGate attempts to measure link performance
using passive monitoring first, based on real user traffic. Only when passive monitoring is not possible does FortiGate temporarily fall
back to active probing,

With Prefer Passive, FortiGate passively monitors TCP traffic flowing through the SD-WAN menber to calculate SLA metrics such
as latency, jitter, and packet loss. This behavior directly matches option A.

During passive monitoring, FortiGate relies on observed traffic to infer link health. Because no synthetic probes are sent, a
completely dead link (with no traffic passing) cannot be detected by the SLA during passive mode. As a result, dead members may
not be immediately detected, which makes option D correct.

Option B is incorrect because there is no fixed 3-minute timer defined in FortiOS 7.6 that forces a return from active probing back
to passive monitoring,

Option C is incorrect because passive SLA monitoring is based on TCP traffic, not ICMP traffic. ICMP is used for active probing,
not passive monitoring,

Option E is incorrect because traffic subject to passive SLA monitoring cannot be offloaded to hardware. Passive SLA
measurement requires software inspection of packets, which prevents NPU offloading,

Therefore, the two correct observable impacts of configuring the probe mode as Prefer Passive are A and D.

95. Frage
Which staterment about SD-WAN zones is true?

A. You can configure up to 32 SD-WAN zones per VDOM.

B. An SD-WAN zone can contain only one type of interface.

C. You cannot use an SD-WAN zone in static route definitions.
D. An SD-WAN zone can contain between 0 and 512 members.

Antwort: D

Begrindung;

SD-WAN zones logically group SD-WAN members (interfaces) often for purposes like overlay and underlay interfaces.

One SD-WAN zone can have up to 512 member interfaces, but large numbers may impact route processing and performance.
SD-WAN members cannot be shared between different zones.



96. Frage
Refer to the exhibit. Which two conclusions can you draw from the output shown? (Choose two.)
Diagnose output

spoke_A # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc Oxfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 port=src(0->65535) :dst (0->65535)
iif=0(any)

path(1l): oif=0(any) gwy=10.0.1.253

destination(1l): 10.22.0.0-10.22.0.255

source wildcard(l): 0.0.0.0/255.255.255.0

hit_count=5 rule_last_used=2024-12-19 07:53:31

fpd=2130 1_service=1(Critical-DIA) vwl_mbr_seq=2 1 dscp_tag=0xfc Oxfc flags=0x0 tos=0x00
O S=lAs tofdimp port=src(0->0) :dst (0->0) iif=0(any)

path(2): oif=4(port2), oif=3(portl)

source(1l): 10.0.1.0-10.0.1.255

destination wildcard(i) : 0.0.0.0/0.0.0.0

application control(2): Microsoft.Portal (41469,0) Storage.Backup(0,22)
hit_count=8597 rule_last_used=2024-12-19 07:31:00

1d=2130968578 (0x7£040002) vwl_service=2 (Non-Critical-DIA) \wvwl mbr seg=2 dscp_tag=0xfc Oxfc flags=0x0 tos=
0x00 tos_mask=0x00 protocol=0 port=src (0->0)gdst (0->0) iif=0(any)

path(1l): oif=4(port2)

source(1l): 10.0.1.0-3104051.255

destination wildcaxd(1),:#0.9.0.0/0.0.0.0

application control(2): Operational.Technology(0,26) Social.Media(0,23)

hit_count=36589 rule_last_used=2024-12-19 07:31:00

id=2130968580(0x7£040004) vwl_service=4 (Critical-Web-Server) vwl _mbr_seg=3 dscp_tag=0xfc flags=0x0 tos=
0x00

tos_mask=0x00 protocol=0 port=src(0->0) iif=0(any)

path(1l): oif=6(port4)

source(1): 10.0.1.0-10.0.1.255

destination(l): 128.66.0.1-128.66.0.1

hit_count=12587 rule last_ used=2024-12-19 07:31:00

id=2130968579(0x7£040003) vwl_service=3 (VOIP) vwl_mbr_seg=1l dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00
protocol=17 port=src(1->65535) :dst (1->65535) iif=0(any)

path(1l): oif=3(portl) path_last_used=2024-12-19 08:09:00

source(l): 10.0.1.0-10.0.1.255

destination(l): 0.0.0.0-255.255.255.255

hit_count=13 rule_last_used=2024-12-19 08:09:00

A. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.

B. One SD-WAN rule allows traffic load balancing.

C. One SD-WAN rule is defined with application categories as the destination.

D. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.

Antwort: A,B

The output shows SD-WAN rules with multiple member sequences (vwl mbr_seq), indicating load balancing is configured for at
least one SD-WAN rule (supporting C).

There is a policy route (id=0) that explicitly matches UDP protocol traffic (protocol=17) destined to

10.22.0.0/24 with a next-hop gateway, confirming D.

97. Frage
(Which two features must you configure before FortiGate can steer traffic according to SD-WAN rules? Choose two answers. )

A. Firewall policies
B. Traffic shaping
C. Overlay links

D. Underlay links
E. Security profiles

Antwort: A,D



Begrindung;

For FortiGate to steer traffic using SD-WAN rules, two foundational elements must be in place: available WAN paths (underlay
links) and firewall policies that allow traffic to reach the SD-WAN interface.

Underlay links (Option B) are mandatory because SD-WAN operates by selecting among multiple WAN transports (for exanple,
broadband, MPLS, LTE, or IPsec tunnels). These links are configured as SD-WAN members and form the physical or logical paths
over which traffic can be steered. Without underlay links, SD-WAN has no paths to evaluate or select.

Firewall policies (Option E) are also mandatory because FortiGate only processes and forwards traffic that is explicitty permitted by
a firewall policy. When SD-WAN is enabled, firewall policies must reference the SD-WAN interface or SD-WAN zone as the
outgoing interface. If no such policy exists, traffic will not be forwarded and SD-WAN rules will never be evaluated.

Why the other options are incorrect:

Security profiles (Option A) are optional and relate to inspection, not SD-WAN steering.

Overlay links (Option C) are used in specific designs such as ADVPN or hub-and-spoke overlays, but SD-WAN can steer traffic
without overlays (for example, DIA-only designs).

Traffic shaping (Option D) is not required for SD-WAN decision-making; it is an optional optimization feature.

Therefore, the two required features that must be configured before FortiGate can steer traffic according to SD-WAN rules are
underlay links and firewall policies, which correspond to B and E.
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