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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing

Topic 1
o branch configurations and utilizing overlay templates to streamline network management.
¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
Topic 2 performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.
¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
Topic 3 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
Topic 4 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.
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learning materials and add prediction of market trend happened in this exam.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q12-Q17):

NEW QUESTION # 12

Refer to the exhibits.
IPsec template for Branch_IPsec_1

IPsec Template - Branch_IPsec_1
MName
Description
> ‘a W

# Create New | | [ = L Mo« v

0 e EEERATIAET

e 49 |
O HuB1-VPN1 Staic $ISP1)
IPsec template for Branch_IPsec_2
IPsec Temolgtity, Branet 1Psec_2
Pearmne
Description
& Create New | [ Edr | & § Morcw .

O  Names Type = Qutgoing Interface £
O HUB1-VPN2 Stat $(15P2)

Error message in FortiManager

The exhibits show two [Psec templates to define Branch IPsec 1 and Branch [Psec 2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.

Which statement best describes the cause of the issue?

A. You can assign only one [Psec template to each FortiGate device.

B. You should review the branchl _fgt configuration for configured tunnels in the rootVDOM.
C. You should use the same outgoing interface of both templates.

D. You can assign only one template with a tunnel type of static to each FortiGate device.

Answer: A

Explanation:

The FortiManager SD-WAN overlay system allows only one IPsec template to be assigned to each device per overlay operation.
The guide clarifies:

"If you attenpt to assign more than one [Psec template to a FortiGate device for the same overlay type, FortiManager will display an
error, preventing duplicate or conflicting tunnel configurations. This limitation ensures a one-to-one mapping between device and
overlay template per operation, maintaining configuration integrity and preventing routing issues." This prevents complex



troubleshooting scenarios and enforces best practices for overlay design.

NEW QUESTION # 13
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.

SD-WAN rule

branch fgt (3) # show
config service
edit 3
set name “Corp”
set mode sla
set dst “LAN-net”
set src “LAN-net”™
F::RTINEdonfig sla
edit “HUB1l HC”

set id 1
next
edit “HUB1l_HTTP”
set id 1
next
end
set priority-members 4 5 6

next

end




SD-WAN rule status and routing table

branchl fgt # diagnose sys sdwan service4 3

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut

Tie break: cfg
Shortcut priority: 2

Gen(3), TOS(0x0/0x0), Protocol (0): src(1->65535):dst (1->65535),
Mode (sla), sla-compare-order

Members (3):

1: Seg_num(6 HUB1-VPN3 HUBl), alive, sla(0x3), gid(0), cfg order(2),
local cost (0), selected

2: Seq num(5 HUB1-VPN2 HUB1l), alive, sla(0x2), gid(0), cfg order
(1), local cost (0), selected

3: Seq num(4 HUB1-VPN1 HUB1l), alive, sl@(Px0), gid(0), cfg order
(0), local cost (0), selected

Src address (1) :

10.0.1.0-10.0.1.258 F'i HTInE

Dst address qiid) :
1 O0giily, OO W@ S . 255

branchl_ fgt,# getifrouter info routing-table all | grep HUB1
B 10.1.0.0/24 [200/0] wia 18%2.168.1.61 (recursive is directly connected,
HUB1-VPN1l), 00:20:06, [1/0]
[200/0] wvia 192.168.1.125 (recursive is directly connected,
HUB1-VPN2), 00:20:06, [1/0]

B 10.2.0.0/24 [200/0] wvia 192.168.1.189 (recursive is directly connected,
HUB1-VPN3), 00:20:06, [1/0]

192.168.1.0/26 is directly connected, HUB1-VPN1

192.168.1.1/32 is directly connected, HUB1l-VPN1

192.168.1.64/26 is directly connected, HUB1-VPN2

192.168.1.65/32 is directly connected, HUB1-VPN2

192.168.1.128/26 is directly connected, HUB1l-VPN3

192.168.1.129/32 is directly connected, HUB1-VPN3

The admmistrator wants to understand the expected behavior for traffic matching the SD-WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be routed over HUB1-VPN3.
B. The traffic will be routed over HUB1-VPNI1.
C. The traffic will be routed over HUB1-VPN2
D. The traffic will be load balanced across all three overlays

Answer: C

Explanation:

The rule is in SLA mode with two SLAs. From the status, HUB1-VPN2 and HUBI-VPN3 neet the SLA (sla(0x2) and sla(0x3)),
while HUB1-VPNI does not (sla(0x0)). Among members that meet SLA, FortiGate uses the configured order (priority-members 4
5 6) to pick the first eligible one- HUBI1-VPN2-so traffic is routed over HUB1-VPN2.

NEW QUESTION # 14

Refer to the exhibits. The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for
onboarding FortiGate devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and
connects it to the network.

The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to connect to
FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?



Device blueprint

Edit Device Blueprint - Stores x
Name Stores
Device Model FortiGate-51G v
Automatically Link to Real Device

O

Enforce Firmware Version @
Enforce Device Configuration @ ‘3Q *
o ]

Add to Device Group 0

Add to Folder ( F:=RTINET
Fabric Authorization Ti Q @

Pre-Run CLI Te 0 ©  5Ginks -
Assign Policy Package @ | B default X v
Provisioning Templates @ corp_st ® '

LAN-interface
+

HA (e ]



CLI script LAN-interface F==RTITIE]

Edit CLI Template — LAN interface

Name LAN-interface
Type cu
Comments

Script details

1 config system interface

2 ed@t portl

3 EEet mode dhcp

4 S8t allowances ping ht
5 next

6 edit port2

' set mode dhcp

8! next

S edit portS

10 set ip 10.0.$ (bxran

x [ | set allowaccess ping
12 end

13 end

|

nterfaces with fgfim access.

manually.
Answer: A

Explanation:

A. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new [P addresses.
B. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.
C. FortiManager does not update the port1 configuration because FortiManager does not change the configuration of

D. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates.
The LAN-interface script sets portl and port2 to DHCP and assigns a static IP to port5 (using the branch id variable). Therefore,
when FortiManager pushes the blueprint, it updates the configurations of portl, port2, and port5 - and their [P addresses may

change accordingly.

NEW QUESTION # 15

You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What should you do to

implement ADVPN 2.0 in this scenario?

A. Update the IPsec tunnel configurations on the hub.

B. Update the IPsec tunnel configuration on the branches.
C. Update the SD-WAN configuration on the branches.
D. Delete the existing ADVPN configuration and configure ADVPN 2.0.

Answer: A

Explanation:



To mmplement ADVPN 2.0 on an existing ADVPN topology, you only need to update the IPsec tunnel configuration on the hub to
support the enhanced capabilities. Branch configurations remain unchanged.

NEW QUESTION # 16
What are three key routing principles of SD-WAN? (Choose three.)

A. Policy routes have precedence over SD-WAN rules.

B. Directly connected routes have precedence over SD-WAN rules.

C. SD-WAN menbers are skipped if they do not have a valid route to the destination.

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
E. SD-WAN rules are skipped if the best route to the destination is a static route

Answer: A,C,D

NEW QUESTION # 17
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