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‘What happens if an application uses predictable password reset tokens?

A. XML External Entity injection
B. Privilege escalation

C. Drirectory traversal

D. Account takeover

Answer: D

NEW QUESTION # 55
What is the role of fuzzing in web application security testing?

A. To optimize database performance

B. To establish secure HTTPS connections

C. To encrypt application data

D. To generate random inputs for identifying vulnerabilities

Answer: D

NEW QUESTION # 56
Which actions help secure configuration settings in web applications? (Choose two)

A. Using secure default settings

B. Disabling directory listing

C. Allowing all file uploads

D. Enabling verbose logging for all users

Answer: A,B

NEW QUESTION # 57
Which methods help prevent session fixation attacks? (Choose two)

A. Setting cookies with the Secure flag
B. Allowing password reuse

C. Enabling directory listing

D. Regenerating session IDs after login

Answer: A,D

NEW QUESTION # 58
During an assessiment, you discover that a web application does not compress large files before sending them to the client. What is
the best recommendation to improve performance?

A. Implement HTTPS encryption for all file transfers
B. Enable Gzip compression on the web server

C. Block large file requests

D. Store the files in a database

Answer: B

NEW QUESTION # 59
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