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HMA #10
Inanil assessment a Control Reference score of 62 would yield which result?

e A. A HITRUST certification

¢ B. A Control Reference gap

e C. Arequired CAP for all gaps within the associated Requirement Statements
¢ D. Anoptional CAP for all gaps within the associated Requirement Statements

EfE: C

R -

In anil assessment, scoring follows a pass/fail logic tied to CAP requirements. If aControl Referencescores below the defined
threshold (typically83for il assessments), any gaps within its requirerment statements must be addressed with arequired Corrective
Action Plan (CAP). A score ofb2is below the threshold, meaning it cannot be accepted without remediation. This ensures
organizations remediate key cybersecurity hygiene gaps, even in a moderate assurance assessment. Optional CAPs are not used in
il assessments, as the assurance program emphasizes mandatory remediation for below-threshold controls. Certification cannot be
granted with unresolved required CAPs. Therefore, the correct outcome for a score of 62 inan il Control Reference is arequired
CAP.

References:HITRUST CSF Assurance Program - "il Assessment Scoring Rules"; CCSFP Practitioner Guide

- "CAP Requirements in il Assessments."

B #11

How many domains are there in an assessment?
Ef#:

fi .-

19

Explanation:

The HITRUST CSF is structured nto 19 domains that provide comprehensive coverage of information security and privacy
practices.

These domains represent major categories of controls such as Information Security Management, Endpoint Protection, Network
Security, Access Control, Configuration Management, Incident Management, and Data Protection.

Each domain contains multiple control references mapped to requirement statements, which are tailored to organizational and
regulatory factors. This domain structure ensures that assessments address administrative, technical, and organizational safeguards
consistently across industries. All assessment types-whether el, il, or r2-utilize these 19 domains, although the number of
requirement statements varies depending on the scope. The domain-based structure also supports HITRUST's mapping to
authoritative sources like NIST, HIPAA, and ISO, ensuring consistency across compliance obligations.

References: HITRUST CSF Framework Overview - "Domain Structure'; CCSFP Study Guide - "The 19 Domains of the
HITRUST CSEF."

B #12
‘When an implementation gap is remediated, what is the minimum number of days the control must operate before retesting? [0130]

A. 60 Days
B. 30 Days
C. 90 Days
D. Immediately



EfE: A

fEE N -

For Implemented domain remediations, HITRUST requires 60 days of operation before retesting.

This ensures the control is not only deployed, but also finctioning effectively over time.

A 30-day threshold applies to Policy/Process, while Implemented requires longer to validate consistent application.
Extract Reference (HITRUST CSF Scoring & CAP Guidance [0130]):

Implementation gaps must show at least 60 days of operating effectiveness before retesting can validate remediation.

HR#13
Which Al models can be evaluated using the Al Security Assessment?

A. Back Propagation
B. Generative

C. Hodgkin-Huxley
D. Predictive

E. Rule-Based

Eﬁ: B\ D\ E

R -

TheAl Security Assessmentmodule evaluates the security, governance, and risk management ofartificial intelligence models.
HITRUST specifies coverage for widely used model types, including;

* Predictive models, which forecast outcomes based on historical data (e.g., fraud detection, patient risk scoring).

* Generative models, which create new data outputs (e.g., Al image or text generators).

* Rule-based models, which use defined logic for decision-making,

The goal of the A1 assessment is to ensure that these Al models are developed, implemented, and monitored securely, with
appropriate safeguards around data integrity, bias management, and model explamnability.

Options likeHodgkin-Huxley(a neuroscience model) andBack Propagation(a training algorithm) are not types of Al models scoped
by the Al assessment. Instead, the Al factor focuses on applied model categories used in operational environments.
References:HITRUST Al Security Assessment Guide - "Applicable Al Models"; CCSFP Practitioner Traning - "Al Risk and
Model Categories."

HM #14
An 12 Requirement Staterment that scores at a 37 would yield which result?

A. Function Gap

B. Gap with possible required CAP
C. Risk Acceptance

D. No Gap

E. HITRUST Certification

IEf#: B

AR

HITRUST uses a scoring scale from 0 to 100, with categories for Fully Compliant, Mostly Compliant, Partially Compliant,
Somewhat Compliant, and Non-Compliant. A score of37falls into the "Somewhat Conpliant” category. This reflects significant
weaknesses i Policy, Procedure, or Inplementation maturity levels. Such a low score indicates agapthat must be addressed.
Depending on whether the control is required for certification, HITRUST may require aCorrective Action Plan (CAP). CAPs are
required when certification-critical controls score below thresholds (e.g., Implementation not at 100% where required).

Therefore, a Requirement Statement score of 37 would be treated as agap with a possible required CAP, depending on its criticality
within the certification process.

References:HITRUST CSF Scoring Rubric - "Compliance Categories and CAP Triggers"; CCSFP Study Guide - "Requirement
Scoring Outcomes."

B #15
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