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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q34-Q39):

NEW QUESTION # 34
Refer to the exhibit.

09:12:11 © 10.10.10.10 | Failed Logon Ryan |

09:1256  10.10.10.11  Failed Logon | John
1 09:15:56 | 10.10.10.10  Failed Logon | ®jan
09:20:01 10.10.10.10  Faild Logon | Paul

104043 | 10427011 | Faiedlogon | Ryan | 1.1

104503 10 101011 Failed
11:23:33 ] 10.101010 ailed

12:05:52 10.10.10.10 Fal-dLopn | Rysn | 1124 ]
Ifevents are grouped by Repomng IP, Event Type, and user attributes in FortiSIEM, how ,many results will be displayed?

A. There results will be displayed.

B. Seven results will be displayed.

C. Unique attribute cannot be grouped.
D. Five results will be displayed.

Answer: B

Explanation:

Grouping Events: Grouping events by specific attributes allows for the aggregation of similar events.

Grouping Criteria: For this question, events are grouped by "Reporting IP," "Event Type," and "User." Unique Combinations
Analysis:

*10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App

*10.10.10.11, Failed Logon, John, 5.5.5.5, DB

*10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App(duplicate, counted as one unique result)

*10.10.10.10, Failed Logon, Paul, 3.3.2.1, Web App

*10.10.10.11, Failed Logon, Ryan, 1.1.1.15, DB

*10.10.10.11, Failed Logon, Wendy, 1.1.1.6, DB

*10.10.10.10, Failed Logon, Ryan, 1.1.1.15, DB

Result Calculation: There are seven unique combinations based on the specified grouping attributes.

References: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, explaining how events are grouped and
reported based on selected attributes.

NEW QUESTION # 35
How is a subpattern for a rule defined?

A. Filters, Aggregation, Group by definitions

B. Filters, Group By definitions, Threshold

C. Filters, Threshold, Time Window definitions
D. Filters, Aggregation, Time Window definitions

Answer: C
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NEW QUESTION # 36
Which statement about global thresholds and per device thresholds is true?

A. FortiSIEM uses fixed hardcoded thresholds for all performance metrics.

B. FortiSIEM uses global thresholds for all security metrics.

C. FortiSIEM uses global and per device thresholds tor all performance metrics.
D. FortiSIEM uses global thresholds for all performance metrics.

Answer: C

Explanation:

* Threshold Management: FortiSIEM uses thresholds to generate alerts and incidents based on performance and security metrics.

* Global Thresholds: These are default thresholds applied to all devices and metrics across the system, providing a baseline for
alerts.

* Per Device Thresholds: These thresholds can be customized for individual devices, allowing for more granular control and tailored
monitoring based on specific device characteristics and requirements.

* Usage in Performance Metrics: Both global and per device thresholds are used for performance metrics to ensure comprehensive
and precise monitoring.

* Reference: FortiSIEM 6.3 User Guide, Thresholds and Alerts section, details the application of global and per device thresholds
for performance and security metrics.

NEW QUESTION # 37
In FortiSIEM enterprise licensing mode, if the link between the collector and data center FortiSIEM cluster a down what happens?

A. The collector buffers events

B. The collector processes stop, and events are dropped

C. The collector drops incoming events like syslog, but slops performance collection

D. The collector continues performance collection of devices, but stops receiving syslog

Answer: A

NEW QUESTION # 38
Which FortiSIEM components are capable of performing device discovery?

A. Worker

B. FortiSIEM Windows agent
C. Collector

D. FortiSIEM Linux agent

Answer: C

NEW QUESTION # 39
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