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HEE #57

The compliance officer requests that all evasive applications need to be blocked on all perimeter firewalls out to the internet. The
firewall is configured with two zones:

1. trust for mternal networks

2. untrust to the internet

Based on the capabilities of the Palo Alto Networks NGFW, what are two ways to configure a security policy using App-1D to
comply with this request? (Choose two )

¢ A Create a deny rule at the top of the policy from trust to untrust over any service and select evasive as the application

¢ B. Create a deny rule at the top of the policy from trust to untrust with service application-default and add an application filter
with the evasive characteristic

e (. Create a deny rule at the top of'the policy from trust to untrust over any service and add an application filter with the
evasive characteristic.

e D. Create a deny rule at the top of the policy from trust to untrust with service application-default and select evasive as the
application.

4. B,C

EHE #58
An internal host needs to connect through the firewall using source NAT to servers of the internet.
Which policy is required to enable source NAT on the firewall?

A. NAT policy with no internal or internet zone selected

B. post-NAT policy with external source and any destination address
C. pre-NAT policy with external source and any destination address
D. NAT policy with internal zone and internet zone specified

X
m

: D

HE#59
An administrator has configured a Security policy where the matching condition includes a single application and the action is deny.
Ifthe application s default deny action is reset-both what action does the firewall take*?

A. Tt silently drops the traffic and sends an ICMP unreachable code
B. It silently drops the traffic

C. It sends a TCP reset to the server-side device

D. It sends a TCP reset to the client-side and server-side devices

o2
m

: D

EE #60
Which two configuration settings shown are not the default? (Choose two.)


https://www.exampassdump.com/PCNSA_valid-braindumps.html

Palo Alto Networks User-ID Agent Setup

Enable-Security Log
Server Log MonitorFrequency (sec) 15
Enable Session
Server Session Kead Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout
User Identification Timeout (min) 45
Allow matching usemames without domains
Enable NTLM
NTLM Domain
User-ID Collector Name

A. Enable Probing

B. Enable Session

C. Server Log Monitor Frequency (sec)
D. Enable Security Log

He: BC

Y.

Explanation/Reference:

Reference: https://docs.paloaltonetworks.conypan-os/8-0/pan-os-web-interface- help/user-identification/ device-user-identification-
user-mapping/enable-server-monitoring

EE #61
In which two Security Profiles can an action equal to the block IP feature be configured? (Choose two.)

A. URL Filtering

B. Vulnerability Protection
C. Antivirus b

D. Anti-spyware

dY: BD

MY

The block IP feature can be configured in two Security Profiles: Vulnerability Protection and Anti-spyware.

The block IP feature allows the firewall to block traffic froma source IP address for a specified period of time after detecting a
threat. This feature can help prevent further attacks from the same source and reduce the load on the firewalll. The block IP feature
can be enabled in the following Security Profiles:

Vulnerability Protection: A Vulnerability Protection profile defines the actions that the firewall takes to protect against exploits and
vulnerabilities in applications and protocols. You can configure a rule in the Vulnerability Protection profile to block IP connections
for a specific threat or a group of threats2.

Anti-spyware: An Anti-spyware profile defines the actions that the firewall takes to protect against spyware and command-and-
control (C2) traffic. You can configure a rule in the Anti-spyware profile to block IP addresses for a specific spyware or C2
signature.

References: Monitor Blocked IP Addresses, Block IP Addresses, Vulnerability Protection Profile,

[Anti-Spyware Profile], Certifications - Palo Alto Networks, [Palo Alto Networks Certified Network Security Admmistrator
(PAN-OS 10.0)] or [Palo Alto Networks Certified Network Security Admmistrator (PAN-OS

10.0)].
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