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Introduction to Docker Certified Associate Exam

Docker Certified Associate (DCA) certification serves as a foundational benchmark for real-world container technology expertise
with Docker Enterprise Edition. Candidates for DCA Exam are seeking to prove fundamental Docker containerization technology
knowledge and skills. Before taking this exam, exam aspirants ought to have a solid findamental information of the concepts shared
in the preparation guide as well as on containerization.

It is suggested that professionals accustomed to the ideas and also the technologies represented here by taking relevant training
courses. Candidates are expected to have a strong understanding of core docker services, docker images, docker container, and
their cdlets. After passing this exam, candidates get a certificate from Docker that helps them to demonstrate their proficiency in
Docker containerization technology to their clients and employers.

Docker Certified Associate (DCA) Exam Sample Questions (Q143-Q148):

NEW QUESTION # 143
Is this staterment correct?
Solution: A Dockerfile provides instructions for building a Docker image

o A Yes
e B. No

Answer: A

Explanation:

A Dockerfile is a text file that contains all the commands a user could run on the command line to create an imagel. A Dockerfile is
composed of instructions that specify the parent image, the packages to install, the files to copy, the ports to expose, and the
commands to run2. A Dockerfile can be used to build a Docker image with the docker build command3. Reference:

Dockerfile reference | Docker Docs

What is a Dockerfile? A Step-by-Step Guide [2023 Updated] - Simplilearn How to Build Docker Images with Dockerfile | Linuxize

NEW QUESTION # 144
Will this command ensure that overlay traffic between service tasks is encrypted?
Solution.docker network create -d overlay --secure <network-name>

e A No
e B. Yes

Answer: A

Explanation:

Explanation

= The command docker network create -d overlay --secure <network-name> will not ensure that overlay traffic between service
tasks is encrypted. The --secure option is not a valid flag for the docker network create command]1. To enable encryption for an
overlay network, you need to use the --opt encrypted flag instead23. This will create IPSEC tunnels between the nodes where the
service tasks are scheduled, using the AES algorithm in GCM mode2. You can verify if an overlay network is encrypted by
checking if the IPSEC tunnels were created using tools like netstat4. References:

* 1: docker network create | Docker Docs

* 2: Encrypt traffic on an overlay network | Docker Docs

* 3: Overlay network driver | Docker Docs

* 4: Docker: How to verify if an overlay network is encrypted - Stack Overflow

NEW QUESTION # 145
Wil this command display a list of volumes for a specific container?
Solution. 'docker container logs nginx -volumes'

e A No



e B. Yes
Answer: A

Explanation:

The command docker container logs nginx -volumes will not display a list of volumes for a specific container. The docker container
logs command shows the logs of a container, which are usually the standard output and standard error of the main process running in
thecontainer1. The -volumes flag is not a valid option for this command, and will result in an error message2. To display a list of
volumes for a specific container, you can use the docker inspect command with a filter option, such as docker inspect -f"{{ .Mounts
}+}' ngnx3. This will show the source, destination, mode, type, and propagation of each volumemounted in the container4.
Reference: docker container logs, docker container logs nginx -volumes, docker inspect, docker nspect -f'{{ .Mounts } }' nginx

NEW QUESTION # 146
Will this command ensure that overlay traffic between service tasks is encrypted?
Solution.docker network create -d overlay --secure <network-name>

e A No
e B. Yes

Answer: A

Explanation:

= The command docker network create -d overlay --secure <network-name> will not ensure that overlay traffic between service
tasks is encrypted. The --secure option is not a valid flag for the docker network create command1. To enable encryption for an
overlay network, you need to use the --opt encrypted flag instead23. This will create IPSEC tunnels between the nodes where the
service tasks are scheduled, using the AESalgorithm in GCM mode2. You can verify if an overlay network is encrypted by checking
if the IPSEC tunnels were created using tools like netstat4. Reference:

1: docker network create | Docker Docs

2: Encrypt traffic on an overlay network | Docker Docs

3: Overlay network driver | Docker Docs

4: Docker: How to verify if an overlay network is encrypted - Stack Overflow

NEW QUESTION # 147
Does this describe the role of Control Groups (cgroups) when used with a Docker container?
Solution: isolation between resources used by containers

o A Yes
e B. No

Answer: A

Explanation:

Control Groups (cgroups) are a Linux kernel feature that allow you to limit, modify, or allocate resources as needed1. Docker uses
cgroups to isolate the resources used bycontainers, such as CPU, memory, disk 1/0, network, etc2. This means that each container
can have its own set of resource limits and constraints, and that the containers cannot interfere with each other or with the host
system2. This improves the security, performance, and reliability of the containers and the system as a whole. Reference:

Lab: Control Groups (cgroups) | dockerlabs

Docker run reference | Docker Docs

NEW QUESTION # 148
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