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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

o This section of the exam measures the skills of System Administrators and focuses on resolving problemns at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

Topic 1 nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system

problens effectively.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to

Topic 4
ope install changes through scripts and diagnose issues using the revision history.
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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q34-
Q39):

NEW QUESTION # 34

Refer to the exhibit. What percent of the available RAM is being used by the process in charge of downloading the web and email
filter databases from the public FortiGuard servers?

FortiManager CLI output

FortiManager # execute top
top = 13:08:23 up 1 day, 1:01, 0 users, load average: 2.40, 3.19%, 3.34

Taska: 188 total, 2 running, 18& =leeping, 0 stopped, 0 zombie
¥Cpu(s): 15.4 us, 1.7 ay, 0.0 ni, 76.9 id, 0.0 wa, 0.0 hi, 0.0 31, 0.0 st
F Mom H;'.iﬂEFZBS,E free, 2895.6 used, 28247 Buff/gache
MiB Swap: 2048.0 total, 2048.0 free, @ doed. g T11.0 avail Mem
PID USER PR NI VIRT RES RCRU™ RMEM TIME+ S5 COMMAND
1163 root 20 1] W Em pen 7.1 0.1 0:00.05 R top
20 08 E0R.2mW14.5m 0.0 0.7 0:11.67 5 /bin/initXX0NKNK
20 i 0.0m 0.0m 0.0 0.0 0:00.00 & [kthreadd]
20 0 303.2m 248.0m 0.0 3.1 0:14.72 8 fwmavrd
20 0 288.2m 232.3m 0.0 2.5 0:16.47 5 fgdlinkd
20 0 383.7m 328.0m 0.0 .1 0:15.26 § fgdavr
20 i} B4.0m 23.6m 0.0 0.3 0:00.06 8 /bin/fgdhttpd
20 1} 63.%m 13.lm 0.0 0.2 0:13.00 8 fgdupd
20 o 63.5m 12.6m 0.0 0.2 0:00.07 5 fmtr avrd
20 ] 6.3m 3.5m 0.0 0.0 0:00.09 5 /bin/webconaocled
20 0 996.4m 850.6m 0.0 10.7 0:00.01 § srchd
20 0 99%¢.4m 120.&6m 0.0 1.5 0:00.00 5 fclinkd

Explanation:
The fgdlinkd process on FortiManager is responsible for downloading web-filter and email-filter databases from public FortiGuard
servers, providing up-to-date security threat protection.

NEW QUESTION # 35

An admmnistrator is copying a system template profile between ADOMs by running the following command:

execute fimprofile export-profile ADOM 3547 /tmp/Backup _File output dump to file: [/tmp/Backup File] Where does this
command export the system template profile from?

A. FortiManager /tmp/Backup _File folder
B. FortiManager configuration backup file
C. ADOM device database

D. FortiManager ADOM policy database

Answer: D

Explanation:
The command exports the system template profile from the FortiManager ADOM policy database, which stores the configuration
templates for devices within that ADOM.

NEW QUESTION # 36
Refer to the exhibit. An administrator assigned a new policy package to FortiGate HQ-NGFW-1.
In the installation preview, they noticed some settings they did not modify and are unsure about the changes.
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Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

¢ A FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.

¢ B. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

¢ C. FortiManager will install the CA certificate named root CA3 to authenticate FortiGate-to- FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.

e D. FortiGate HQ-NGFW-1 will use the root CA3 certificate in firewall address objects or policies.

Answer: A,C

Explanation:

The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ-NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.

The installation includes a root CA3 certificate, which FortiManager will install on FortiGate HQ- NGFW-1 to authenticate FGFM
tunnel connections between the devices.

NEW QUESTION # 37
Refer to the exhibit.
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An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings
they did not modify and are unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

¢ A FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download
FortiGuard updates.

¢ B. FortiManager will install the CA certificate named root CA3 to authenticate FortiGate-to-FortiManager communication
protocol (FGFM) tunnel connections with FortiGate HQ- NGFW-1.

¢ C. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

¢ D. FortiGate HQ-NGFW-1 will use the root CA3 certificate in firewall address objects or policies.

Answer: A.B

Explanation:

The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact
FortiManager as a FortiGuard Distribution Server (FDS) for FortiGuard updates.

The mstallation includes a root CA3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM
tunnel connections between the devices.

NEW QUESTION # 38

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an
IPsec VPN. However, when running the script, the administrator receives the following error:

config vpn ipsec phase2-interface [parameter(s) invalid. detail: object mismatch] What must the administrator do to resolve the script
error and successfully apply the [Psec configuration?

¢ A. Add the end command after finishing the IPsec phase 1-interface configuration block.
¢ B. Add a second config vpn ipsec phase2-interface block without linking it to phasel.

e C. Use IPsec templates to deploy provisioning templates.

¢ D. Run the script using the policy package or ADOM database method.



Answer: D

Explanation:

Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object
relationships and dependencies in the IPsec configuration, preventing object mismatch errors when pushing complex VPN settings
directly via CLL

NEW QUESTION # 39
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