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Which two statements are true about Juniper ATP Cloud? (Choose two.)
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A. Dynamic analysis is not always necessary to determine if a file contains malware.
B. Dynamic analysis is always performed to determine if a file contains malware.
C. If the cache lookup determines that a file contains malware, performed to verify the results.
D. If the cache lookup determines that a file contains malware, static analysis is not performed to verify the results.

Answer: A,D

Explanation:
Dynamic analysis is not always necessary to determine if a file contains malware, as the ATP Cloud uses a cache lookup to quickly
identify known malicious files. If the cache lookup determines that a file contains malware, static analysis is not performed to verify
the results. This information can be found on the Juniper website here: https://www.juniper.net/documentation/en_US/release-
independent/security/jnpr-security-srx-series/inform

NEW QUESTION # 50 
While working on an SRX firewall, you execute the show security policies policy-name <name> detail command.
Which function does this command accomplish?

A. It shows policy counters for a configured policy.
B. It displays details about the default security policy.
C. It identifies the different custom policies enabled.
D. It shows the system log files for the local SRX Series device.

Answer: A

Explanation:
The function that the show security policies policy-name <name> detail command accomplishes is showing policy counters for a
configured policy. Policy counters are statistics that indicate how many times a policy has been matched by traffic and what actions
have been taken by the policy. Policy counters can help you monitor and troubleshoot the performance and effectiveness of your
security policies. The show security policies policy-name <name> detail command displays detailed information about a specific
policy, such as its source zone, destination zone, description, state, hit count, byte count, packet count, action count, and session
count.
Reference: = show security policies, show security policies information, [SRX] How to troubleshoot a security policy that is not
passing data

NEW QUESTION # 51 
You administer a JSA host and want to include a rule that sets a threshold for excessive firewall denies and sends an SNMP trap
after receiving related syslog messages from an SRX Series firewall.
Which JSA rule type satisfies this requirement?

A. flow
B. offense
C. common
D. event

Answer: B

Explanation:
An offense rule in JSA is designed to aggregate multiple events or log entries based on specified criteria into a single offense, which
can then trigger responses such as notifications or actions like sending an SNMP trap. This type of rule is well-suited for scenarios
where you need to monitor for patterns or rates of events, such as excessive firewall denies, and take action when these exceed
defined thresholds.
Offense rules can analyze both event and flow data, making them highly versatile for comprehensive security monitoring.

NEW QUESTION # 52 
Click the Exhibit button.



You are asked to create a security policy that will automatically add infected hosts to the infected hosts feed and block further
communication through the SRX Series device.
What needs to be added to this configuration to complete this task?

A. Add an action to the permit portion of the security policy.
B. Add a match rule to the security policy with an appropriate threat level.
C. Add a security intelligence policy to the permit portion of the security policy.
D. Add logging to the permit portion of the security policy.

Answer: C

Explanation:
To create a security policy that will automatically add infected hosts to the infected hosts feed and block further communication
through the SRX Series device, you need to add a security intelligence policy to the permit portion of the security policy. A security
intelligence policy is a policy that allows you to block or monitor traffic from malicious sources based on threat intelligence feeds
from Juniper ATP Cloud or other providers. One of the feeds that you can use is the Infected-Hosts feed, which contains IP
addresses of hosts that are infected with malware and communicate with command-and-control servers.
You can create a profile and a rule for the Infected-Hosts feed and specify the threat level and the action to take for the infected
hosts. Then, you can link the security intelligence policy with the firewall policy and apply it to the traffic that you want to protect.
Reference: = Security Intelligence Overview, Configuring Security Intelligence Policy, Configure the Security Intelligence Policy on
the SRX Series Device

NEW QUESTION # 53 
Which two statements are true about application identification? (Choose two.)

A. Application identification cannot identify nested applications that are within Layer 7.
B. Application signatures are the same as IDP signatures.
C. Application signatures are not the same as IDP signatures.
D. Application identification can identity nested applications that are within Layer 7.

Answer: C,D

Explanation:



Application identification is a feature that enables SRX Series devices to identify and classify network traffic based on application
signatures or custom rules. Application identification can enhance security, visibility, and control over network applications.
Two statements that are true about application identification are:
Application identification can identify nested applications that are within Layer 7: Nested applications are applications that run within
another application protocol, such as HTTP or SSL. For example, Facebook or YouTube are nested applications within HTTP.
Application identification can identify nested applications by inspecting the application payload and matching it against predefined or
custom signatures.
Application signatures are not the same as IDP signatures: Application signatures are patterns of bytes or strings that uniquely identify
an application protocol or a nested application. IDP signatures are patterns of bytes or strings that indicate an attack or an exploit
against a vulnerability. Application signatures are used for application identification and classification, while IDP signatures are used
for intrusion detection and prevention.
Reference: = [Application Identification Overview], [Application Identification Concepts], [Understanding Signature Rules and
Protocol Anomaly Rules]
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