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A 274

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying

=A 1 the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and

designing enterprise networks utilizmg VLANs and VDOM technologies to meet specific organizational

requirerments.

¢ (Central Management: This section of the exam measures the skills of a Security Operations Manager and
=2 covers the implementation of centralized management systers for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.
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¢ Routing; This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes

FH 3 configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across

complex organizational networks.

¢ VPN: This section of the exam measures the skills ofa VPN Solutions Engineer and covers the

implementation of various virtual private network technologies. It includes configuring IPsec VPN using
=M 4 IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

=A s ¢ SSH inspection, combining web filtering and application control mechanisims, integrating intrusion

prevention systens, and utilizing the Internet Service Database to create layered security protections for

organizational networks.
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AR #13

An administrator is checking an enterprise network and sees a suspicious packet with the MAC address €0:23:
{££c:00:86.

What two conclusions can the administrator draw? (Choose two.)

A. The suspicious packet is related to a cluster with a group-id value lower than 255.
B. The network includes FortiGate devices configured with the FGSP protocol.

C. The suspicious packet corresponds to port 7 on a FortiGate device.

D. The suspicious packet is related to a cluster that has VDOMs enabled.

HE. AD

M.

The MAC address e0:23:f£fc:00:86 follows the format used in FortiGate High Availability (HA) clusters.

When FortiGate devices are in an HA configuration, they use virtual MAC addresses for failover and redundancy purposes.

The suspicious packet is related to a cluster that has VDOMs enabled:

FortiGate devices with Virtual Domains (VDOMSs) enabled use specific MAC address ranges to differentiate HA-related traffic.
This MAC address is likely part of that mechanism.

The suspicious packet is related to a cluster with a group-id value lower than 255:

FortiGate HA clusters assign virtual MAC addresses based on the group ID. The last octet (00:86) corresponds to a group ID that
is below 255, confirming this option.

AEE#14
How will configuring set tcp-nmss-sender and set tep-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

e A. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.

B. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

C. The TCP packet modifies the packet size only if the size of the packet is less than the one the admmistrator configured in
the firewall policy.

D. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

He:. B

Y.
The set tcp-mss-sender and set tcp-mss-receiver commands in a firewall policy allow an administrator to adjust the Maximum



Segment Size (MSS) of TCP packets.

This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.

# set tcp-nss-sender adjusts the MSS value for outgoing TCP traffic.

# set tcp-nss-receiver adjusts the MSS value for incoming TCP traffic.

This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

EE#15
Refer to the exhibit, which shows the ADVPN IPsec interface representing the VPN IPsec phase 1 from Hub A to Spoke 1 and
Spoke 2, and from Hub # to Spoke 3 and Spoke 4.
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An administrator rmust configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What must the administrator configure in the phase 1 VPN IPsec configuration of the ADVPN tunnels?

A. set auto-discovery-crossover enable and set enforce-multihop enable
B. set auto-discovery-receiver enable and set npu-offload enable

C. set auto-discovery-forwarder enable and set remote-as x

D. set auto-discovery-sender enable and set network-id x

e A

M.

When configuring ADVPN (Auto-Discovery VPN) to connect overlay networks across different hubs using IBGP and EBGP,
special configurations are required to allow spokes from different overlay networks to dynamically establish tunnels.

# set auto-discovery-crossover enable

# This allows cross-hub tunnel discovery in an ADVPN deployment where muiltiple hubs are used.

# Since Hub A and Hub B belong to different overlays, enabling crossover discovery ensures that spokes from one overlay can
dynamically create direct tunnels to spokes in the other overlay when needed.

# set enforce-multihop enable

# This setting ensures that BGP peers using loopback interfaces can establish connectivity even if they are not directly connected.
# Multihop BGP sessions are required when using loopback addresses as BGP peer sources because the connection might need to
traverse multiple routers before reaching the BGP neighbor.

# This is especially useful in ADVPN deployments with multiple hubs, where routes might need to cross from one hub to another.

EE#16
Refer to the exhibit, which shows a network diagram.



FortiGate_1

MED 204

" FortiGate_2
An administrator would like to modify the MED value advertised from FortiGate 1 to a BGP neighbor in the autonomous system
30.

‘What must the administrator configure on FortiGate 1 to implement this?

A. distribute-list-out

B. route-map-out

C. network-import-check
D. prefix-list-out

b

m

: B

M.

The Multi- Exit Discriminator (MED) is a BGP attribute used to influence the preferred path for incoming traffic from an external
autonomous system (AS). The diagram shows that FortiGate 1 advertises MED 200, while FortiGate 2 advertises MED 300,
meaning the ISP will prefer the route through FortiGate 1 because a lower MED is preferred in BGP.

To modify the MED value on FortiGate 1 for routes advertised to AS 30, the administrator must configure a route-map-out. A
route map can match specific routes and set the MED value before sending them to the BGP neighbor.

A2 #17

An admmnistrator applied a block-all IPS profile for client and server targets to secure the server, but the database team reported the
application stopped working immediately after.

How can an administrator apply IPS in a way that ensures it does not disrupt existing applications in the network?

A. Select flow mode in the IPS profile to accurately analyze application patterns.

B. Set the IPS profile signature action to default to discard all possible false positives.

C. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

D. Limit the IPS profile to server targets only to avoid blocking connections from the server to clients.

HE. C

MY

Applying an aggressive IPS profile without prior testing can disrupt legitimate applications by incorrectly identifying normal traffic as
malicious. To prevent disruptions while still monitoring for threats:

# Enable IPS in "Monitor Mode" first:

# This allows FortiGate to log and analyze potential threats without actively blocking traffic.

# Administrators can review logs and fine-tune IPS signatures to minimize false positives before switching to blocking mode.

# Verify and adjust signature patterns:

# Some signatures might trigger unnecessary blocks for legitimate application traffic.

# By analyzing logs, administrators can disable or modify specific rules causing false positives.

HEE #18
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