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A 54
How can you determine if & feld in the message mapping in SAP Cloud Platform Integration s an
axtension feld?

« A, By the WSDL paming convention
« B. By the mapping functions

= (. By the used namsspace

= [ By the mapping beon

AgC

PS5

Which transaction codes do you use to reqister and activate the 1Doc service on SAP ERP?

= A, SICF and IDoG, respectively

= B, IDoc and REDMIDOC, respectively
« C. SRTIDGC and SICF, respectivaly

» . SICF and REDMIDOC, respectively

oo

UE#56
Which of the following business lunctions are sipportid by SAP SMHANA Settlenient Management?
Note: There are 3 correct Answers to this question

= C. Advanoe paym
= [ Business-volume-related rebates
« E. Acvcrual conditions

AHOABC

Ay es7
Which of the following views can be maintained for a material with material type SERY {Service
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Z| &l Cyber Security GICSP FEMEEAN (Q62-Q67):

HEE #62
During a plant upgrade an architect needs to connect legacy IEDs to a new TCP/IP instrumentation LAN. The I[EDs only have RS-
232 commumnication interfaces available. What would best be used to connect the [EDs?

A. Engineering workstation
B. Data diode

C. Communications Gateway
D. Industrial switch

HE: C

MY

Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.

A data diode (A) is a unidirectional security device, not a protocol translator.

An engineering workstation (B) is a computer, not a protocol conversion device.

An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.

GICSP emphasizes gateways as essential for integrating legacy ICS devices into moderm IP networks while maintaining protocol
integrity.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)

GICSP Training on ICS Network Architecture and Protocols

EE #63
For application-aware firewalls filtering traffic between trust zones, which of the following policies should be applied to a packet that
doesn't match an existing rule?

A. Application deny list
B. Default deny
C. Default alert
D. Application allow list

He:. B

HE:

Comprehensive and Detailed Explanation From Exact Extract:

In the context oflndustrial Control Systens (ICS)andOT network security, the principle of least privilege and explicit access control
is findamental for protecting critical infrastructure assets. According to the GICSP framework, when usingapplication-aware
firewallsbetween different trust zones (e.g., corporate network to OT network), any traffic that doesnot explicitly match a defined
ruleshould be blocked by default. This is referred to as the''default deny" policy.

* Default denymeans that unless traffic is explicitly allowed by firewall rules, it should be denied. This ensures that no unknown or
unauthorized packets traverse trust boundaries, reducing the attack surface significantly.

* Thedefault alertoption (A) is useful for monitoring but does not prevent unauthorized access, so it's insufficient as a security control.
* Application deny list(C) andapplication allow list(D) refer to sets of permitted or denied applications, but the firewall still needs an
overarching policy to handle unmatched packets; that policy must be deny for safety.

This approach is enphasized i thelCS Security Architecture and Network Segmentationdomain of GICSP, reinforcing that all
unknown or unexpected network traffic should be blocked unless explicitly permitted by policy. This aligns withNIST SP 800-82
Rev 2guidance on ICS security, which GICSP incorporates.

Reference:

Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domain: ICS Security Architecture & Design NIST
SP 800-82 Rev 2: Guide to Industrial Control Systens (ICS) Security, Section 5.5 (Network Architecture) GICSP Training
Materials, Firewall & Network Segmentation Best Practices Module

HEE #64
What is a recommended practice for securing historians and databases whose purpose is to feed data back into the control



processes?

A. Use reliable network protocols like HTTP for remote management

B. Facilitate auditing by placing historians and databases in the same DMZ
C. Use a dedicated domain admin user account to manage databases

D. Audit both successful and failed login attempts to databases

.|

o2
m

: D

MY

For systems such as historians and databases critical to control processes, it is important to maintain comprehensive security
monitoring, including:

Auditing both successful and failed login attempts (A) to detect unauthorized access attempts and provide accountability.

Placing systens in the same DMZ (B) may increase exposure; segmentation is usually preferred.

Using domain admin accounts (C) increases risk by providing excessive privileges; least privilege is recommended.

HTTP (D) is not recommended for management due to lack of encryption; secure protocols like HTTPS or SSH should be used.
GICSP emphasizes rigorous auditing and monitoring as essential for detecting and preventing insider threats and unauthorized access
to critical ICS data.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-82 Rev 2, Section 6.3
(Database Security) GICSP Training on Database and Historian Security

EE #65
Which of the followingis a team of incident responders that often coordinate with organizations and law enforcement to reduce risks
and advise on security threats?

A CVSS
B.CVE
C. CERT
D. COBIT

e C

MH.

CERT (Computer Emergency Response Team) (C) is a designated group of cybersecurity experts who provide incident response,
threat intelligence, and coordination with organizations and law enforcement to manage and reduce cybersecurity risks.

CVE (A) is a list of publicly disclosed vulnerabilities.

COBIT (B) is a framework for IT governance and management.

CVSS (D) is a scoring system for vulnerabilities.

GICSP highlights CERTs as critical entities in incident handling and collaborative cyber defense.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response CERT Coordination Center (Carnegie Mellon
University) GICSP Training on Incident Response and Coordination

A2 #66
What kind of data could be found on a historian?

A. Runtime libraries that software programs use

B. Information for supervising lower-level controllers in real-time
C. Diagrams depicting an overview of the process

D. Information needed for billing customers

He:. D

Y.

An industrial historian is a specialized database system designed to collect, store, and retrieve time-series data from industrial control
systens. It primarily stores process data, event logs, and measurements over time, which are essential for trend analysis, reporting,
and regulatory compliance.

Historian data is often used for billing purposes (A), especially in utilities and process industries, where consunption data is recorded



and later used to generate customer bills.

Option (B), real-time supervision of lower-level controllers, is typically handled by SCADA or control system software, not the
historian itself.

(C) Diagrans are stored in engineering tools or documentation repositories, not historians.

(D) Runtine libraries are software components and not stored on historians.

The GICSP curriculum clarifies that historians are central to operational analytics and long-term data storage but are not real-time
control systems themselves.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 6.3 (Data Historians and Data Acquisition) GICSP Training Materials on ICS Data Management
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