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Fortinet NSE 6 - FortiSOAR 7.3 Administrator Sample Questions (Q11-Q16):
NEW QUESTION # 11 
What are two different services that you can configure for monitoring system and cluster health statuses on FortiSOAR?
(Choose two.)

A. SMTP
B. POP
C. Exchange
D. IMAP

Answer: A,C

NEW QUESTION # 12 
Which service on FortiSOAR is the playbook scheduler?

A. uwsgi
B. colcrybeatd
C. celeryd
D. cyops-torccat

Answer: B

Explanation:
In FortiSOAR, the service responsible for the playbook scheduling functionality is colcrybeatd. This service manages the timing and
execution of scheduled playbooks, allowing for the automation of various tasks at specified intervals. It ensures that playbooks
execute according to their configured schedules, which can include tasks such as data ingestion, threat detection, or incident
response actions. Proper functioning of this service is essential for the reliable automation of time-dependent processes within
FortiSOAR.

NEW QUESTION # 13 
An administrator wants to collect and review all FortiSOAR log tiles to troubleshoot an issue. Which two methods can they use to
accomplish this? (Choose two.)

A. Download the logs from the GUI.
B. Review the contents of /var/log/messages.
C. Enter the caacta log -collect directory command.
D. Enter the csacta services -status command, and then copy the output.

Answer: A,C

Explanation:
Administrators can collect and review FortiSOAR logs for troubleshooting in two primary ways. First, they can download logs
directly from the GUI, which provides access to various logs through an intuitive interface.
Secondly, using the command-line interface, the csacta log --collect command can be used to gather all logs within a specified
directory, enabling more detailed offline analysis. Both methods offer comprehensive log collection to aid in diagnosing and resolving
issues.

NEW QUESTION # 14 
Refer to the exhibit.
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The former primary node was relegated to the secondary rote but is stuck in the Faulted state.
Which two steps must you take to restore operation in the high availability (HA) cluster? (Choose two.)

A. On the node that is in the Faulted state, enter the csadm ha leave-cluster command.
B. Restart the node that is in the Faulted state to trigger another election.
C. Perform a fire drill to test the database integrity of the node that is in the Faulted state.
D. Enter the csadm ha join-cluster command to have the node that is in the Faulted state rejoin the HA cluster as a secondary
node.

Answer: A,D

Explanation:
In a FortiSOAR HA cluster, if the former primary node is relegated to a secondary role but is stuck in a Faulted state, it indicates
that the node has lost sync or faced a failure during a role change. To restore its functionality, first, you should remove it from the
cluster using the csadm ha leave-cluster command. Once it has left the cluster, you can use the csadm ha join-cluster command to
re-add the node as a secondary node. This process will allow it to sync back up with the cluster and resume its role as intended.

NEW QUESTION # 15 
Which two statements about upgrading a FortiSOAR HA cluster are true7 (Choose two.)

A. It is recommended that the passive secondary node be upgraded first, and then the active primary node.
B. Nodes can be upgraded while the primary node or secondary node are in the HA cluster.
C. Upgrading a FortiSOAR HA cluster requires no downtime.
D. The upgrade procedure for an active-active cluster and an active-passive cluster are the same.

Answer: A,D

Explanation:
Upgrading a FortiSOAR HA cluster follows the same procedure regardless of whether it is configured in an active-active or active-
passive setup. The process generally involves upgrading one node at a time to minimize service disruption. Best practices
recommend upgrading the passive secondary node first before moving to the active primary node. This sequence helps maintain
cluster stability and ensures that at least one node remains operational during the upgrade.

NEW QUESTION # 16
......

In today's society, there are increasingly thousands of people put a priority to acquire certificates to enhance their abilities. With a
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