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R #331
You are developing an application that will store and access sensitive unstructured data objects in a Cloud Storage bucket. To
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comply with regulatory requirements, you need to ensure that all data objects are available for at least 7 years after their mitial
creation. Objects created more than 3 years ago are accessed very infrequently (less than once a year). You need to configure
object storage while ensuring that storage cost is optimized. What should you do? (Choose two.)

¢ A Implement a Cloud Function that checks the age of each object in the bucket and moves the objects older than 3 years to
a second bucket with the Archive Storage class. Use Cloud Scheduler to trigger the Cloud Function on a daily schedule.

B. Use IAM Conditions to provide access to objects 7 years after the object creation date.

C. Enable Object Versioning to prevent objects from being accidentally deleted for 7 years after object creation.

D. Create an object lifecycle policy on the bucket that moves objects from Standard Storage to Archive Storage after 3
years.

¢ E. Set a retention policy on the bucket with a period of 7 years.
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Explanation

https/cloud.google.convstorage/docs/bucket-lock

This page discusses the Bucket Lock feature, which allows you to configure a data retention policy for a Cloud Storage bucket that
governs how long objects in the bucket must be retained. The feature also allows you to lock the data retention policy, permanently
preventing the policy from being reduced or removed.

https/cloud.google.convstorage/docs/storage-classes#archive

Archive storage is the lowest-cost, highly durable storage service for data archiving, online backup, and disaster recovery. Unlike the
"coldest" storage services offered by other Cloud providers, your data is available within milliseconds, not hours or days.

Archive storage is the best choice for data that you plan to access less than once a year.

FRE #332

You are developing an internal application that will allow employees to organize community events within your company. You
deployed your application on a single Compute Engine instance. Your company uses Google Workspace (formerly G Suite), and
youneed to ensure that the company employees can authenticate to the application from anywhere. What should you do?

¢ A. Add a public IP address to your instance, and allow traffic from the internet. Generate a random hash, and create a
subdomain that includes this hash and points to your instance. Distribute this DNS address to your company's employees.

¢ B. Add a public IP address to your instance, and restrict access to the instance using firewall rules. Allow your company's
proxy as the only source IP address.

e C. Setup a VPN tunnel between your company network and your instance's VPC location on Google Cloud. Configure the
required firewall rules and routing information to both the on-premises and Google Cloud networks.

e D. Add an HTTP(S) load balancer in front of the instance, and set up Identity- Aware Proxy (IAP).
Configure the IAP settings to allow your company domain to access the website.
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Explanation
https//cloud. google.com/blog/topics/developers-practitioners/control-access-your-web-sites-identity-aware-prox

R #333

You are developing an application that will allow users to read and post comments on news articles. You want to configure your
application to store and display user-submitted comments using Firestore. How should you design the schema to support an
unknown number of comments and articles?

A. Store each comment in a subcollection of the article.

B. Store each comment in a document, and add the comment's key to an array property on the article.

C. Store each comment in a document, and add the comment's key to an array property on the user profile.
D. Add each comment to an array property on the article.
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https/firebase.google.convdocs/firestore/data-model



PR #334

You plan to make a simple HTML application available on the internet. This site keeps information about FAQs for your application.
The application is static and contains images, HIML, CSS, and Javascript. You want to make this application available on the
internet with as few steps as possible.

‘What should you do?

¢ A. Containerize your application first. Deploy this container to Google Kubernetes Engine (GKE) and assign an external [P
address to the GKE pod hosting the application.

¢ B. Upload your application to Cloud Storage.

¢ (. Create a Compute Engine instance with Apache web server installed. Configure Apache web server to host the
application.

¢ D. Upload your application to an App Engine environment.

EX: B

78 #335

You have written a Cloud Function that accesses other Google Cloud resources. You want to secure the environment using the
principle of least privilege. What should you do?

¢ A Create a new service account that has Editor authority to access the resources. The deployer is given permission to act as
the new service account.

¢ B. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to act
as the new service account.

¢ C. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to get
the access token.

e D. Create a new service account that has Editor authority to access the resources. The deployer is given permission to get the
access token.

EX: B
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