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NEW QUESTION # 18 
You are investigating an alert in Google Security Operations (SecOps). You want to view previous enrichment attributes and
relevant historical cases for an entity using the fewest number of steps. What should you do?

A. Initiate a SIEM Search to query the entity.
B. Initiate a SOAR Search to query the entity.
C. Select the entity identifier in the Entity Highlights widget to open Entity Explorer.
D. Select View Details for the entity in the Entity Highlights widget.

Answer: C

NEW QUESTION # 19 
You work for a large international company that has several Compute Engine instances running in production. You need to configure
monitoring and alerting for Compute Engine instances tagged with compliance-pci that have an external IP address assigned. What
should you do?

A. Create a custom Event Threat Detection module that alerts when a Compute Engine instance with the compliance-pci tag
is assigned an external IP address.
B. Create a custom Security Health Analytics (SHA) module. Configure the detection logic to scan Cloud Asset Inventory
data for compute.googleapis.com/Instance assets, and Search for the compliance-pci tag.
C. Use the PUBLIC_IP_ADDRESS Security Health Analytics (SHA) detector to identify Compute Engine instances with
external IP addresses. Determine whether the compliance-pci tag exists on the instances.
D. Deploy the compute.vmExternallpAccess organization policy constraint to prevent specific projects or folders with the
compliance-pci tag from creating Compute Engine instances with external IP addresses.

Answer: C

NEW QUESTION # 20 
Your organization is a Google Security Operations (SecOps) customer. The compliance team requires a weekly export of case
resolutions and SLA metrics of high and critical severity cases over the past week. The compliance team's post- processing scripts
require this data to be formatted as tabular data in CSV files, zipped, and delivered to their email each Monday morning.
What should you do?

A. Generate a report in SOAR Reports, and schedule delivery of the report.
B. Use statistics in search, and configure a Google SecOps SOAR job to format and send the report.
C. Build an Advanced Report in SOAR Reports, and schedule delivery of the report.
D. Build a detection rule with outcomes, and configure a Google SecOps SOAR job to format and send the report.

Answer: B

NEW QUESTION # 21 
Your organization uses Google Security Operations (SecOps) for security analysis and investigation. Your organization has decided
that all security cases related to Data Loss Prevention (DLP) events must be categorized with a defined root cause specific to one of
five DLP event types when the case is closed in Google SecOps. How should you achieve this?

A. Customize the Close Case dialog and add the five DLP event types as root cause options.
B. Create case tags in Google SecOps SOAR where each tag contains a unique definition of each of the five DLP event
types, and have analysts assign them to cases manually.
C. Customize the Case Name format to include the DLP event type.
D. Create a Google SecOps SOAR playbook that automatically assigns case tags where each tag contains the unique
definition of one of the five DLP event types.

Answer: A

NEW QUESTION # 22 
Your organization recently implemented Google Security Operations (SecOps) with Applied Threat Intelligence enabled. You were



notified by the networking team about potentially anomalous communications to external domains in the last 30 days. You plan to
start your threat hunting by looking at communications to external domains. You are ingesting the following logs into Google SecOps:
- Firewall logs
- Proxy logs
- DNS logs
- DHCP logs
What should you do? (Choose two.)

A. Perform a UDM search across the logs for domains with low prevalence that were first seen in the last 30 days.
B. Perform a UDM search across the logs for domains with geolocations that were first seen in the last 30 days.
C. Navigate to the IOC Matches page and filter based on domain type over the last 30 days. Look for the first seen and last
seen timestamps for the reported domains. Investigate these domains using the IOC drilldown link.
D. Identify the domains with the higher normalized risk in Risk Analytics. Drill down into those entities to determine their
prevalence and if they were first seen in the last 30 days.
E. Perform a raw log search across the logs for domains with low prevalence that were first seen in the last 30 days.

Answer: A,D
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