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hEY 2 Hh R B
¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
heEY 71 and covers the setup and use of FIDO2 standards for passwordless authentication.
¢ FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
FEw 22 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

¢ Admnistrative Users and High Availability: This section of the exam measures the skills of a System
FEY 23 Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
NEy 2 4 (IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

e Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
FEy 25 Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
hEY 76 configuration and management of self-service portals for guest and local user access.
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¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including

=
7 mitial deployment steps and system preparation for identity management services.
¢ This section of the exam measures the skills of a Network Security Engineer and covers the configuration
hEY 78 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.
¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
FEw 29 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting

ComMmoN iSsues.

¢ Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
FEY Z 10 methods.

¢ Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
ey 7 11 the admmnistration of digital certificates, including issuance, renewal, and revocation processes.

e Admmnistering and Authenticating Users: This section of the exam measures the skills of a Security
Admmnistrator and covers the processes for creating, managing, and authenticating user accounts within the

FEY 712
7 FortiAuthenticator system
¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
FEY 2 13 covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

(PKI).
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HM #18
‘When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the primary

FortiAuthenticator?

A. Standalone primary

B. Load balancing primary
C. Active-passive primary
D. Cluster member

H
R

: D

HE#19
You are the administrator of a large network that includes a large local user datadabase on the current Fortiauthenticatior. You want
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to import all the local users into a new Fortiauthenticator device.
‘Which method should you use to migrate the local users?

A. Tmport users from RADUIS.

B. Import users using a CSV file.

C. Import users using RADIUS accounting updates.
D. Import the current directory structure.

F
=

: B

HM #20

When a local root CA is created on FortiAuthenticator, the option to export the key and certificate is not available, however the
option to export the certificate is.

Why is this the case?

¢ A There should never be a need to export the private key.

¢ B. A private key is not generated for a local root certificate.

e C. For security reasons, a local root certificate includes OCSP responder information for automatic key retrieval.
e D. The certificate includes the private key for a local root certificate.

Ef: A

AR -
For security reasons, FortiAuthenticator does not allow exporting the private key of a local root CA, as the root private key must
remain protected to maintain the ntegrity and trust of the entire PKI hierarchy.

HRE#21
Which two statements about asymmetric cryptography are true? (Choose two.)

A. The public key can be openly distributed

B. It distributes key pairs to both the client and the server

C. It uses a mathematically linked public and private key pair
D. Private keys are distributed in the server's digital certificates

Ef#: AL C

fi .-
In asymmetric cryptography, the public key can be openly shared without compromising security.
It relies on a mathematically linked public and private key pair, where one key encrypts and the other decrypts.

R #22
You want to monitor FortiAuthenticator system information and receive FortiAuthenticator traps through SNMP.
Which two configurations must be performed after enabling SNMP access on the FortiAuthenticator interface? (Choose two)

A. Set the tresholds to trigger SNMP traps

B. Associate an ASN, 1 mapping rule to the receiving host

C. Upload management information base (MIB) files to SNMP server
D. Enable logging services

EME: AL C
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