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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q26-Q31):
NEW QUESTION # 26 
Which audit activity related to ISO/IEC 27001 may be carried out by a practitioner?

A. Conduct an internal audit of the organization
B. Conduct a surveillance audit of their own area of the organization
C. Conduct an audit of a Certification Body
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D. Conduct an audit of an Accredited Training Organization

Answer: A

Explanation:
ISO/IEC 27001 requires internal audits and sets out how they must be conducted: "The organization shall conduct internal audits at
planned intervals..." (9.2.1) and "plan, establish, implement and maintain an audit programme(s)... [and] select auditors and conduct
audits that ensure objectivity and the impartiality of the audit process" (9.2.2). These extracts confirm that practitioners (internal to
the organization) can conduct internal audits provided objectivity and impartiality are ensured (e.g., they do not audit their own
work). Surveillance audits (option A) and audits of Accredited Training Organizations or Certification Bodies (options C, D) are
third-party activities outside the remit of an internal practitioner under ISO/IEC 27001; the standard's audit requirement is focused
on the organization's own internal audit programme. Therefore, conducting an internal audit (B) is the correct practitioner activity per
Clause 9.2.

NEW QUESTION # 27 
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be separate from the organization's overall management structure
B. The ISMS will encompass all controls specified within ISO/IEC 27001
C. The ISMS will be scaled to the controls according to the needs of the organization
D. The ISMS will be operated as an independent process within the organization

Answer: C

Explanation:
ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirements set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
information security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 28 
Which action is an organization required to take to ensure that personnel are competent to perform their assigned tasks within the
ISMS?

A. Identify products which could be used in the organization to improve ISMS performance and effectiveness
B. Ensure that the controls for compliance with legal and contractual requirements are implemented
C. Ensure all personnel are trained to ISO/IEC 27001 Foundation level
D. Hold up-to-date records on training, skills, experience and qualifications

Answer: D

Explanation:
Clause 7.2 (Competence) requires the organization to:
* "determine the necessary competence of person(s) doing work under its control that affects its information security performance;"
* "ensure that these persons are competent on the basis of appropriate education, training, or experience;"
* "retain appropriate documented information as evidence of competence." This makesholding up-to-date records on training, skills,
experience, and qualifications(D) the correct answer. Option A is irrelevant to competence. Option B is incorrect since ISO does
not require Foundation- level training - competence is context-based. Option C is related to compliance but does not ensure
individual competence.
Thus, the verified correct answer isD.

NEW QUESTION # 29 
Which item is required to be defined when planning the organization's risk assessment process?



A. How the effectiveness of the method will be measured
B. The criteria for acceptable levels of risk
C. There are NO specific information requirements
D. The parts of the ISMS scope which are excluded from the risk assessment

Answer: B

Explanation:
Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need further treatment or can be tolerated.
Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning.
Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.
Thus, the correct answer isC: The criteria for acceptable levels of risk.

NEW QUESTION # 30 
Which of the following is required to be considered when selecting appropriate information security risk treatment options?

A. Only risk controls in Annex A of ISO/IEC 27001
B. Criteria for performing risk assessments
C. Criteria for accepting identified risks
D. Only risk controls in ISO/IEC 27002

Answer: C

Explanation:
Clause 6.1.3 (c) requires organizations to:
"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a fundamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk
treatment.
Thus, the correct requirement isA: Criteria for accepting identified risks.

NEW QUESTION # 31
......
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