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EAE #332

Your company is migrating its on-premises data center into the cloud. As part of the migration, you want to integrate Kubernetes
Engine for workload orchestration. Parts of your architecture must also be PCI DSScompliant.

Which of the following is most accurate?

A. All Google Cloud services are usable because Google Cloud Platformis certified PCI-compliant.

B. Kubernetes Engine cannot be used under PCI DSS because it is considered shared hosting,

C. Kubernetes Engine and GCP provide the tools you need to build a PCI DSS-compliant environment.
D. App Engine is the only compute platform on GCP that is certified for PCI DSS hosting.
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Explanation
It is important to note that customers are still responsible for ensuring that their applications are PCI DSS compliant.

ZE #333

You work as an architect in a company that develops statistical studies on big data and produces reports for its customers. Analysts
often allocate VM to process data with ad hoc development procedures. You have been called by the administrative department
because they have been billed for a very large number of Compute Engine instances, which you also consider excessive in relation to
operational needs. How can you check, without controlling them one by one, which of these systems can be accidentally left active
by junior technicians?

A. Use Cloud Billing Reports

B. Use Security Command Center Reports
C. Use Idle Systens Report in GCP Console
D. Use the Recommender CLI Command

HE. D

ME:

This command:

gcloud recommender recommendations list

-recommender = google.compute.instance.IdleResourceRecommender

gives to all the idle VM based on Cloud Monitoring metrics of the previous 14 days.

There is no equivalent in the Console.

B is wrong because Cloud Billing Reports don't give details about activities.

C is wrong because there is no Idle Systens Report in the GCP Console.

D is wrong because the Security Command Center is used for Security threats, not for ordinary technical operations.

HEE #334

For this question, refer to the TerramEarth case study.

TerramEarth's CTO wants to use the raw data from connected vehicles to help identify approximately when a vehicle in the
development team to focus their failure. You want to allow analysts to centrally query the vehicle dat a. Which architecture should
you recommend?

A)

B)

&)

D)
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A. OptionD
B. Option C
C. Option A
D. Option B
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https/cloud.google.convsolutions/iot/

https/cloud.google.convsolutions/designing-connected- vehicle-platform
https/cloud.google.comvsolutions/designing-connected- vehicle-platforn#data_ingestion
http//www.eweek.com/big-data-and-analytics/google-touts-value-of-cloud-iot-core- for-analyzing-connected-car-data
https/cloud.google.convsolutions/iot/

The push endpoint can be a load balancer.

A container cluster can be used.

Cloud Pub/Sub for Stream Analytics

Reference:

https/cloud.google.convsolutions/iot/

https/cloud.google.convsolutions/designing-connected- vehicle-platform
https/cloud.google.convsolutions/designing-connected- vehicle-platfornédata_ingestion
http//www.eweek.com/big-data-and-analytics/google-touts-value-of-cloud-iot-core- for-analyzing-connected-car-data
https/cloud.google.convsolutions/iot/

HE #335

Your company has a Google Workspace account and Google Cloud Organization Some developers in the company have created
Google Cloud projects outside of the Google Cloud Organization You want to create an Organization structure that allows
developers to create projects, but prevents them from modifying production projects You want to manage policies for all projects
centrally and be able to set more restrictive policies for production projects You want to minimize disruption to users and developers
when business needs change in the future You want to follow Google-recommended practices How should you design the
Organization structure?

¢ A. 1 Create folders under the Organization resource named "Development" and Production'
2 Grant all developers the Project Creator [AM role on the ""Development] folder 3. Move the developer projects into the
"Development folder
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the "Production” folder
¢ B. 1 Create a second Google Workspace account and Organization
2 Grant all developers the Project Creator [AM role on the new Organization
3 Move the developer projects into the new Organization
4 Set the policies for all projects on both Organizations.
5 Additionally set the production policies on the original Organization
e C. 1 Create a folder under the Organization resource named "Production '
2 Grant all developers the Project Creator [AM role on the Organization 3. Move the developer projects into the
Organization
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the 'Production” folder
e D. 1 Designate the Organization for production projects only
2 Ensure that developers do not have the Project Creator IAM role on the Organization
3 Create development projects outside of the Organization using the developer Google Workspace accounts
4 Set the policies for all projects on the Organization
5 Additionally set the production policies on the individual production projects

HE: A

Y.

This option can help create an organization structure that allows developers to create projects, but prevents them from modifying
production projects. Folders are containers for projects and other folders within Google Cloud organizations. Folders allow
resources to be structured hierarchically and inherit policies from their parent resources. By creating folders under the organization
resource named "Development" and "Production”, you can organize your projects by environment and apply different policies to
them By granting all developers the Project Creator IAM role on the "Development” folder, you can allow them to create projects



under that folder, but not under the "Production folder. By moving the developer projects into the "Development” folder, you can
ensure that they are subject to the policies set on that folder. By setting the policies for all projects on the organization, you can
manage policies centrally and efficiently. By additionally setting the production policies on the "Production” folder, you can enforce
more restrictive policies for production projects and prevent developers from modifying them. The other options are not optimal for
this scenario, because they either create a second Google Workspace account and organization, which increases complexity and
cost (A), or do not use folders to organize projects by environment, which makes it harder to manage policies and permissions (B,
D). Reference:

https/cloud.google.com/resource-manager/docs/creating-managing-folders
https/cloud.google.convarchitecture/framework/system-design

EE #336

For this question, refer to the Mountkirk Games case study.

Mountkirk Games' gaming servers are not automatically scaling properly. Last month, they rolled out a new feature, which suddenly
became very popular. A record number of users are trying to use the service, but many of them are getting 503 errors and very slow
response times. What should they investigate first?

A. Verify that the database is online.

B. Verify that the load-testing team is not running their tool against production.
C. Verify that the project quota hasn't been exceeded.

D. Verify that the new feature code did not introduce any performance bugs.
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Explanation

503 is service unavailable error. Ifthe database was online everyone would get the 503 error.
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