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¢ Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
=x 1 deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to

support containerized applications reliably and securely.

¢ Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how

=
F%2 to sustain business operations and data availability using Portworx features.

¢ Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
=3 Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problens effectively.

o Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
=X 4 security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

e Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage

FH 5 environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage

clusters in production environments.
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HEE #48
What command allows a Portworx admin to create a cloud credential for the Object Store?

e A pxctl credentials create
¢ B. pxctl service credentials create
e C. pxctl credentials generate

HE: A

MY

Comprehensive and Detailed Explanation From Exact Extract:

In Portworx, managing credentials for cloud object stores is vital to enable features like cloud snapshots and backups. The
command pxctl credentials create is used to create and register cloud credentials with the Portworx cluster. This command allows
administrators to specify provider details such as AWS, Google Cloud, or Azure, and input necessary access keys, secret keys,
regions, and endpoints. Proper credential configuration enables Portworx to authenticate with external object stores securely,
ensuring reliable data movement and disaster recovery operations. The CLI facilitates easy credential management, including listing,
updating, and deleting credentials as needed. Official Portworx documentation highlights pxctl credentials create as the authoritative
command for establishing cloud storage access, ensuring security best practices by managing credentials centrally within the
Portworx control plane [ Pure Storage Portworx CLI Guide source] .

EE2 #49
What is the primary command used to back up a volume in Portworx?

e A pxctl backup volume
e B. pxctl volume save
e (. pxctl volume snapshot create

He. C
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Comprehensive and Detailed Explanation From Exact Extract:

The primary command to back up a volume in Portworx is pxctl volume snapshot create. This command creates a point-in-time
snapshot of the specified volume, capturing its state for backup or recovery purposes. Snapshots can be local or uploaded to cloud
object stores as part of disaster recovery strategies. The snapshot operation is efficient and minimally intrusive, using -on-write
mechanisis to avoid full data duplication. Although other commands like pxctl volume save or pxctl backup volume might exist in
other storage systems, Portworx explicitly uses pxctl volume snapshot create as its core volume backup command. The Portworx
CLI documentation details this command as fimdamental for data protection and snapshot lifecycle management in the cluster [ Pure
Storage Portworx CLI Guide source] .

EE2 #50
What is the minimum number of cores needed to run Portworx?
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Comprehensive and Detailed Explanation From Exact Extract:

Portworx requires a minimum of 4 CPU cores per node to operate efficiently. This minimum ensures sufficient compute resources to
handle storage management operations, volume 1/O, replication, and metadata services without performance bottlenecks. While
more cores can improve throughput and scalability, 4 cores is the documented baseline for supporting production workloads and
maintaining cluster responsiveness. The Portworx system requirements specify this CPU baseline to guarantee stable operation
alongside other Kubernetes node workloads. Deployments with fewer CPU resources may face degraded performance or
nstability. Official Portworx hardware requirements recommend 4 cores or more per node to meet performance and reliability
objectives in typical enterprise environments [ Pure Storage Portworx System Requirements source] .

HEE #51
Portworx uses secrets to authenticate Kubernetes to the Portworx system.
‘When using the shared authentication method, where is that secret stored?

¢ A Inthe namespace that runs the application that needs to provision the storage resources
¢ B. In the same namespace as the Portworx installation
e C. Inthe 'default’ namespace

HE: A

MH.

Comprehensive and Detailed Explanation From Exact Extract:

When using shared authentication in Portworx, the Kubernetes secret that contains the authentication token or credentials is stored in
the same namespace where the application requesting storage resides. This placement ensures that the application pods have access
to the secret needed to authenticate to Portworx for volume provisioning and management. It enables a security boundary aligned
with Kubernetes namespaces, restricting credentials to the scope of the application. Storing the secret in the default namespace or
the Portworx installation namespace would be less secure or less flexible in multi-tenant clusters. Portworx authentication
documentation highlights this design for efficient, secure access management in Kubernetes environments [ Pure Storage Portworx
Security Guide source] .

A2 #52
What is the name of the Kubernetes secret containing external KVDB certificates?

e A px-kvdb-auth
¢ B. px-kvdb-cert

e C. px-kvdb
HE: A
.

Comprehensive and Detailed Explanation From Exact Extract:

The Kubernetes secret named px-kvdb-auth is used to store external KVDB certificates in a Portworx deployment. These
certificates enable mutual TLS authentication for the KVDB pods, ensuring secure and authenticated commumication between the
distributed KVDB instances running on different nodes. The px-kvdb-auth secret includes private keys and certificate chains that are
essential for encrypting KVDB traffic and verifying peer identities within the cluster. This security feature prevents unauthorized
access and protects sensitive KVDB data in transit. Portworx's official security and KVDB documentation detail the use of this
secret, highlighting its role in certificate management and enabling encryption for high-availability clusters running on Kubernetes
environments [ Pure Storage Portworx Security Guide source] .
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