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NEW QUESTION # 175
What is the best way to protect privacy on a geographic information system?

e A Using a wireless encryption protocol.
¢ B. Limiting the data provided to the system.


https://drive.google.com/open?id=1S9JFSu85MWSBMFuWbyDQdRMENt3XkuKx
https://www.prepawayexam.com/IAPP/braindumps.CIPT.ete.file.html
https://www.pass4test.com/CIPT-exam-questions.html
https://www.actual4dumps.com/CIPT-study-material.html
https://www.practicevce.com/IAPP/CIPT-practice-exam-dumps.html

e (. Using a firewall.
¢ D. Scrambling location information.

Answer: C

NEW QUESTION # 176
Not updating software for a system that processes human resources data with the latest security patches may create what?

A. Privacy vulnerabilities.

B. Reportable privacy violations.
C. Authentication issues.

D. Privacy threat vectors.

Answer: A

NEW QUESTION # 177

SCENARIO

Wesley Energy has finally made its move, acquiring the venerable oil and gas exploration firm Lancelot from its long-time owner
David Wilson. As a member of the transition team, you have come to realize that Wilson's quirky nature affected even Lancelot's
data practices, which are maddeningly inconsistent. "The old man hired and fired IT people like he was changing his necktie," one of
Wilson's seasoned lieutenants tells you, as you identify the traces of mitiatives left half complete.

For instance, while some proprietary data and personal information on clients and employees is encrypted, other sensitive
information, including health information from surveillance testing of employees for toxic exposures, remains unencrypted, particularly
when included within longer records with less-sensitive data. You also find that data is scattered across applications, servers and
facilities in a manner that at first glance seems almost random.

Among your preliminary findings of the condition of data at Lancelot are the following;:

* Cloud technology is supplied by vendors around the world, including firms that you have not heard of. You are told by a former
Lancelot employee that these vendors operate with divergent security requirements and protocols.

* The company's proprietary recovery process for shale oil is stored on servers among a variety of less- sensitive information that
can be accessed not only by scientists, but by personnel of all types at most company locations.

* DES is the strongest encryption algorithm currently used for any file.

* Several company facilities lack physical security controls, beyond visitor check-in, which familiar vendors often bypass.

* Fixing all of this will take work, but first you need to grasp the scope of the mess and formulate a plan of action to address tt.
Which is true regarding the type of encryption Lancelot uses?

A. Tt uses a single key for encryption and decryption.

B. Its decryption key is derived from its encryption key.

C. It is a data masking methodology.

D. It employs the data scrambling technique known as obfuscation.

Answer: D

Explanation:
Explanation/Reference: https://www.techopedia.convdefinition/25015/data-obfuscation-do

NEW QUESTION # 178
When releasing aggregates, what must be performed to magnitude data to ensure privacy?

A. Basic rounding.
B. Value swapping.
C. Top coding,

D. Noise addition.

Answer: D

Explanation:
To ensure privacy when releasing aggregated data, adding noise to the data is a common and effective technique. Noise addition
nvolves introducing random data to the dataset, which helps to obscure individual entries and prevent re-identification. This method



maintains the utility of the dataset while protecting the privacy of individuals whose data is included.

NEW QUESTION # 179

Between November 30th and December 2nd, 2013, cybercriminals successfully infected the credit card payment systems and
bypassed security controls of a United States-based retailer with malware that exfiltrated

40 million credit card numbers. Six months prior, the retailer had malware detection software installed to prevent against such an
attack.

Which of'the following would best explain why the retailer's consumer data was still exfiltrated?

e A The IT systems and security measures utilized by the retailer's third-party vendors were in compliance with industry
standards, but their credentials were stolen by black hat hackers who then entered the retailer's system.

¢ B. The U.S Departiment of Justice informed the retailer of the security breach on Dec. 12th, but the retailer took three days to
confirm the breach and eradicate the malware.

o (. The detection software alerted the retailer's security operations center per protocol, but the information security personnel
failed to act upon the alerts.

e D. The retailer's network that transferred personal data and customer payments was separate from the rest of the corporate
network, but the malware code was disguised with the name of software that is supposed to protect this information.

Answer: C

Explanation:

* Option A: This option explains that the detection software worked as intended and alerted the security team, but the failure
occurred due to human error - the security personnel did not act on the alerts. This is a common issue where the technology
functions correctly, but the human response is lacking.

* Option B: This explains a delay in action post-notification from the Department of Justice, but it doesn't fully account for how the
breach was successful initially despite having detection software.

* Option C: This option shifts the blame to third-party vendors, which may not directly explain the effectiveness of the malware
detection.

* Option D: This points to the malware disguising itself, which could bypass some detection, but the

* crucial factor was the human oversight in not responding to alerts.

References:

* IAPP CIPT Study Guide

* Case studies on data breaches and human error in cybersecurity responses

NEW QUESTION # 180
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