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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

Topic 1
WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.

Topic 2
WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.
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Topic 3
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 4
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
enterprise WLANs, and security options and tools used in wireless networks.

Topic 5
RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.
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prep. The page of our product provide the demo and the aim to provide the demo is to let the client understand part of our titles
before their purchase and see what form the software is after the client open it. The client can visit the page of our product on the
website. We guarantee to you our CWNA-109 Exam Materials can help you and you will have an extremely high possibility to pass
the exam.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q21-
Q26):
NEW QUESTION # 21 
What is required when operating 802.11ax APS in the 6 GHz band using passphrase-based authentication?
* VHT PHY

A. SAE
B. CCMP
C. HT PHY

Answer: B

Explanation:
SAE (Simultaneous Authentication of Equals) is required when operating 802.11ax APs in the 6 GHz band using passphrase-based
authentication. SAE is a secure and robust authentication method that is defined in the IEEE 802.11s amendment and is also known
as WPA3-Personal or WPA3-SAE. SAE is based on a cryptographic technique called Dragonfly Key Exchange, which allows two
parties to establish a shared secret key using a passphrase, without revealing the passphrase or the key to an eavesdropper or an
attacker. SAE also provides forward secrecy, which means that if the passphrase or the key is compromised in the future, it does
not affect the security of past communications.
SAE is required when operating 802.11ax APs in the 6 GHz band using passphrase-based authentication because of the new
regulations and standards that apply to this band. The 6 GHz band is a new frequency band that was opened for unlicensed use by
the FCC and other regulatory bodies in 2020. The 6 GHz band offers more spectrum and less interference than the existing 2.4 GHz
and 5 GHz bands, which can enable higher performance and efficiency for Wi-Fi devices. However, the 6 GHz band also has some
restrictions and requirements that are different from the other bands, such as:
* The 6 GHz band is divided into two sub-bands: U-NII-5 (5925-6425 MHz) and U-NII-7 (6525-6875 MHz). The U-NII-5 sub-
band is subject to DFS (Dynamic Frequency Selection) rules, which require Wi-Fi devices to monitor and avoid using channels that
are occupied by radar systems or other primary users. The U-NII-7 sub-band is not subject to DFS rules, but it has a lower
maximum transmit power limit than the U-NII-5 sub-band.
* The Wi-Fi devices that operate in the 6 GHz band are called 6E devices, which stands for Extended Spectrum. 6E devices must
support 802.11ax technology, which is also known as Wi-Fi 6 or High Efficiency (HE). 802.11ax is a new standard that improves
the performance and efficiency of Wi-Fi networks by using features such as OFDMA (Orthogonal Frequency Division Multiple
Access), MU-MIMO (Multi-User Multiple Input Multiple Output), BSS Coloring, TWT (Target Wake Time), and HE PHY and
MAC enhancements.
* The 6E devices that operate in the 6 GHz band must also support WPA3 security, which is a new security protocol that replaces
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WPA2 and provides stronger encryption and authentication for Wi-Fi networks. WPA3 has two modes: WPA3-Personal and
WPA3-Enterprise. WPA3-Personal uses SAE as its authentication method, which requires a passphrase to establish a secure
connection between two devices. WPA3-Enterprise uses EAP (Extensible Authentication Protocol) as its authentication method,
which requires a certificate or a credential to authenticate with a server.
Therefore, SAE is required when operating 802.11ax APs in the 6 GHz band using passphrase-based authentication because it is
part of WPA3-Personal security, which is mandatory for 6E devices in this band.
References: , Chapter 3, page 120; , Section 3.2
9of30

NEW QUESTION # 22 
A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters long. What is
this string called?

A. MSK
B. WEP key
C. PSK
D. Passphrase

Answer: D

Explanation:
The string of characters and digits that is entered into an AP and a client STA for WPA2 security and is 8 characters long is called a
passphrase. A passphrase is a human-readable text that is used to generate a Pre-Shared Key (PSK) for WPA2-Personal security.
A passphrase can be between 8 and 63 characters long and can include any ASCII character. The PSK is a 256-bit key that is
derived from the passphrase using a hashing algorithm called PBKDF2. The PSK is used to encrypt and decrypt the data frames
between the AP and the client STA. A MSK is a Master Session Key that is generated by an authentication server for WPA2-
Enterprise security. A WEP key is a 40-bit or 104-bit key that is used for Wired Equivalent Privacy (WEP) security, which is
deprecated and insecure. A PSK is not a string of characters and digits, but a binary key. References: [CWNP Certified Wireless
Network Administrator Official Study Guide: ExamCWNA-109], page 303; [CWNA: Certified Wireless Network Administrator
Official Study Guide: ExamCWNA-109], page
293.

NEW QUESTION # 23 
What feature of 802.1 lax (HE) may impact design decisions related to AP placement and the spacing between same-channel BSS
cells (3SAs) because it is designed to reduce overlapping BSS contention?

A. 6 GHz band support
B. uplink MU-MIMO
C. TWT
D. BSS Color

Answer: D

Explanation:
In the 802.11ax (High Efficiency, HE) amendment, one of the key features introduced is BSS (Basic Service Set) Coloring. This
feature is designed to mitigate issues arising from overlapping BSSs (OBSS), which can lead to contention and interference in dense
wireless environments. BSS Coloring works by:
* Assigning a "color" (a small number) to each BSS: This helps devices differentiate between frames from their own BSS and those
from neighboring BSSs.
* Reducing Inter-BSS Interference: Devices can ignore frames from different BSSs (with a different
"color") under certain conditions, reducing the impact of OBSS interference.
* Improving Spatial Reuse: By distinguishing between transmissions from different BSSs, devices can make more informed decisions
about when to transmit, improving the efficiency of spatial reuse and reducing unnecessary contention.
This feature directly impacts design decisions related to AP placement and the spacing between same-channel BSS cells, as it allows
for closer placement of APs on the same channel without significantly increasing interference, thus improving overall network
capacity and efficiency.
The other options, while features of 802.11ax, do not directly pertain to reducing overlapping BSS contention in the same manner:
* TWT (Target Wake Time) optimizes device sleep schedules to conserve power.
* Uplink MU-MIMO enhances uplink data transmission capabilities but doesn't specifically address OBSS contention.



* 6 GHz Band Support introduces new spectrum for Wi-Fi use but is not a feature aimed at reducing OBSS contention within the
802.11ax framework.
Therefore, the correct answer is B, BSS Color.
References:
IEEE 802.11ax-2021: Enhancements for High Efficiency WLAN.
CWNA Certified Wireless Network Administrator Official Study Guide: Exam CWNA-109, by David D.
Coleman and David A. Westcott.

NEW QUESTION # 24 
You are using a tool that allows you to see signal strength for all Aps in the area with a visual representation. It shows you SSIDs
available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4 GHz networks or only 5
GHz networks. No additional features are available.
What kind of application is described?

A. Site survey utility
B. Protocol analyzer
C. Spectrum analyzer
D. WLAN scanner tool

Answer: D

Explanation:
The tool described is a WLAN (Wireless Local Area Network) scanner tool. WLAN scanner tools are designed to provide
information about the wireless networks in a given area, including:
* Signal Strength: They show the signal strength of all access points (APs) in the vicinity, which is crucial for understanding the
coverage area and potential interference.
* SSID Visualization: These tools display the SSIDs (Service Set Identifiers) of available networks, allowing users to identify
different wireless networks easily.
* Security Settings Information: WLAN scanner tools often show the type of security implemented on each network, such as
WPA2, WEP, etc.
* Frequency Band Filtering: They allow users to filter and view networks based on the frequency band (2.4 GHz or 5 GHz), which
is useful for analyzing network distribution and planning.
While protocol analyzers, site survey utilities, and spectrum analyzers are also used in wireless networking, their functions are distinct
from what is described:
* Protocol Analyzersare more sophisticated and are used to capture and analyze network traffic.
* Site Survey Utilitiesare used to map signal coverage and plan network layouts, often with more advanced features for detailed site
surveys.
* Spectrum Analyzersprovide a detailed view of the frequency spectrum and non-Wi-Fi interference but don't typically focus on
SSIDs or security settings.
Thus, the correct answer is D, a WLAN scanner tool, based on the functionalities described.
References:
* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PW0-105, by David D.
Coleman and David A. Westcott.
* Tools and techniques for wireless network analysis and troubleshooting.

NEW QUESTION # 25 
You are reconfiguring an AP to use the short guard interval. How long will the new guard interval duration be after the change?

A. 104 ms
B. 800 ns
C. 400 ns
D. 10 ms

Answer: C

Explanation:
The short guard interval is an optional feature of 802.11n and 802.11ac that reduces the time between OFDM symbols from 800 ns
to 400 ns. This can increase the data rate by about 11%, but also requires more precise timing and synchronization between the
transmitter and the receiver. The short guard interval is only used when both the AP and the client support it and agree to use it .



References: [CWNA-109 Study Guide], Chapter 4: Radio Frequency Signal and Antenna Concepts, page 163; [CWNA-
109Study Guide], Chapter 4:
Radio Frequency Signal and Antenna Concepts, page 157.
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