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FS5 Security Solutions Sample Questions (Q46-Q51):

NEW QUESTION # 46

Which factors are essential in justifying a proposed security solution?
(Select TWO)

Response:

A. Alignment with business objectives

B. Expected impact on business continuity

C. Technical complexity of the implementation
D. Popularity of the solution in the market

Answer: A.B

NEW QUESTION # 47

Scenario: While performing a threat analysis, you identify that a particular server has multiple unpatched vulnerabilities. However, the
server is only used for internal testing and does not contain sensitive data.

‘What should your immediate course of action be?

Response:

A. Ignore the issue as the server is not critical

B. Patch the server immediately and review patch management policies.
C. Move the server to a secure network segment.

D. Document the vulnerabilities and defer patching until after testing,

Answer: B

NEW QUESTION # 48
What is the primary purpose of outbound SSL visibility in a network architecture?
Response:

A. To increase network latency

B. To decrypt and inspect encrypted outbound traffic
C. To block all outbound traffic

D. To enhance website user experience

Answer: B

NEW QUESTION # 49
How can you protect against known bad actors in a network?
Response:

A. Ignoring security policies

B. Providing free gym memberships to employees
C. Implementing strong access controls

D. Rebooting all servers

Answer: C

NEW QUESTION # 50

Which of the following are key elements of a threat analysis process?
(Select all that apply)

Response:

¢ A Developing security policies
e B. Testing security controls



e C. Assessing the impact of threats
¢ D. Identifying potential vulnerabilities

Answer: C,D

NEW QUESTION # 51
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