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Die Zertifizierungspriifung der ISC CISSP (Certified Information Systerms Security Professional) ist eine global anerkannte
Zertifizierung, die das Wissen und die Fachkenntnisse von Fachkriften flir Informationssicherheit bestitigt. Diese Zertifizierung soll
die Fahigkeiten testen, die z7um Entwerfen, Implementieren, Verwalten und Aufrechterhalten eines sicheren Geschéftsumfelds
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Zvusammenhang mit der Informationssicherheit abdeckt, einschlieBlich Sicherheits- und Risikomanagement, Sicherhett,
Sicherheitstechnik, Kommunikations- und Netzwerksicherheit, Identitit und Zugrifsmanagement, Sicherheitsbewertung und Tests,
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Nun ist eine Gesellschaft, die mit den fiihigen Leuten tberschwenmt. Aber viele Fachleute fehlen trotzdem doch. Beispielsweise
fehlen in der IT-Branche Techniker. Und die ISC CISSP Zertifizierungspriifing sit eine Priifung, die IT-Technik testet. EchteFrage
ist eine Website, die Thnen Kenntnise zur ISC CISSP Zertifizierungspriifung liefert.

Die CISSP-Priifung besteht aus 250 Multiple-Choice-Fragen und die Priifingsdauer betrigt sechs Stunden. Die Priifing testet das


https://drive.google.com/open?id=1QWkfj9KAZbJ7P764HYbKLjNUWmlVA17H
https://www.zertpruefung.ch/CISSP_exam.html
https://www.echtefrage.top/CISSP-deutsch-pruefungen.html
https://www.zertpruefung.ch/CISSP_exam.html

Wissen des Kandidaten in acht Bereichen der Informationssicherheit, zu denen Sicherheits- und Riskkomanagement,
Vermogenssicherheit, Sicherheitsarchitektur und -engneering, Kommunikations- und Netzwerksicherheit, Identitéts- und
Zugangsmanagement, Sicherheitsbewertung und -priifung, Sicherheitsoperationen und Softwareentwicklungssicherheit gehdren.

ISC Certified Information Systems Security Professional (CISSP) CISSP
Priifungsfragen mit Losungen (Q808-Q813):

808. Frage
A criminal organization is planning an attack on a government network. Which of the following is the MOST severe attack to the
network availability?

A. Sensitive information is gathered on the network topology by attacker
B. Network is flooded with communication traffic by attacker

C. Operator loses control of network devices to attacker

D. Network management communications is disrupted by attacker

Antwort: B

Begrindung;

A network availability attack is an attack that aims to disrupt or deny the normal functioning of a network or its resources. The most
severe attack to the network availability is when the network is flooded with commumication traffic by the attacker, which is also
known as a denial-of-service (DoS) attack. A DoS attack can overwhelm the network bandwidth, consume the processing power
of the network devices, or exhaust the memory or disk space of the servers, resulting in degraded performance, slow response, or
conmplete shutdown of the network services. References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 4:
Communication and Network Security, page 202; [Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 4:
Communication and Network Security, page 276]

809. Frage
What is called the verification that the user's claimed identity is valid and is usually implemented through a user password at log-on
time?

A. Confidentiality
B. Identification

C. Integrity
D. Authentication

Antwort: D

Begriindung;

Authentication is verification that the user's claimed identity is valid and is usually implemented through a user password at log-on
time.

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the

Ten Domains of Computer Security, 2001, John Wiley & Sons, Page 36

810. Frage
Which of the following should be used as a replacement for Telnet for secure remote login over an insecure network?

A. S-Telnet
B. Rlogin
C.SSL

D. SSH

Antwort: D

Begrindung;

SSH is a protocol for secure remote login and other secure network services over an insecure network. It consists of three major
components: a transport layer protocol (providing server authentication, confidentiality, and integrity), a user authentication protocol
(authenticating the client-side user to the server) and a connection protocol (multiplexing the encrypted tunnel into

several logical channels). It should be used instead of Telnet, FTP, rlogin, rexec and rsh.



Source: SHIREY, Robert W., RFC2828: Internet Security Glossary, may 2000.
And: WALLHOFF, John, CBK#5 Cryptography (CISSP Study Guide), April 2002 (page 8).

811. Frage
Which of'the following MUST the administrator of a security information and event management (SIEM) system ensure?

A. All sources are reporting in the exact same Extensible Markup Language (XML) format.
B. All sources are synchronized with a common time reference.

C. Data sources do not contain information infringing upon privacy regulations.

D. Each source uses the same Internet Protocol (IP) address for reporting.

Antwort: B

812. Frage
Which of the following does not address Database Management Systems (DBMS) Security?

A. Perturbation

B. Cell suppression
C. Padded cells

D. Partitioning

Antwort: C

Begrindung;

Padded cells complement Intrusion Detection Systerns (IDSs) and are not related to DBMS security. Padded cells are simulated
environments to which IDSs seamlessly transfer detected attackers and are designed to convince an attacker that the attack is going
according to the plan. Cell suppression is a technique used against inference attacks by not revealing information in the case where a
statistical query produces a very small result set. Perturbation also addresses inference attacks but involves making minor
modifications to the results to a query. Partitioning involves splitting a database into two or more physical or logical parts; especially
relevant for multilevel secure databases. Source: LaROSA, Jeanette (domain leader), Application and System Development Security
CISSP Open Study Guide, version 3.0, January 2002.
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