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Topic Details

Topic 1

Deploying an NC2 on Azure Environment: This section assesses the skills of Nautanix Cloud Operators
and focuses on deploying the cloud cluster within the Azure environment. Candidates will learn to configure
cloud provider networking effectively, ensuring that all necessary resources are correctly set up for
deployment.
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Topic 2

Configuring an NC2 on Azure Environment: This section evaluates the skills of IT Administrators and
emphasizes modifying cloud networking security to protect resources. Candidates will configure Nutanix
networking settings and troubleshoot connectivity issues to ensure seamless communication within the cloud
environment.

Topic 3

Managing an NC2 on Azure Environment: This section relates to skills in identifying management tasks for
nodes and clusters. Candidates will monitor cluster health and cloud resource performance, ensuring that all
components function efficiently. Understanding these management tasks is vital for maintaining operational
integrity in a hybrid cloud environment.

Topic 4

Planning an NC2 on Azure Deployment: This section of the exam measures the skills of IT Administrators
and covers the preparation of the Azure cloud environment, including determining the appropriate Azure
account and node types. It also involves subscribing to the NC2 service, which requires knowledge of
authentication methods and organization naming conventions. Additionally, candidates must determine
implementation requirements by evaluating deployment use cases and redundancy needs. Identifying
networking requirements is crucial, focusing on connectivity options like VPN and CIDR ranges.

Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q30-Q35):
NEW QUESTION # 30 
An administrator needs the permission to create and manage multipleorganizations and clusters in NC2, as well as manage user
access for the entire company.
What role should be assigned to meet the minimum requirements of this task?

A. Organization Administrator
B. Cluster Administrator
C. Customer Administrator
D. Customer Security Administrator

Answer: C

Explanation:
* Role Requirements: The task involves creating and managing multiple organizations and clusters, along with managing user access
across the company.
* Role Capabilities: The "Customer Administrator" role is designed to provide extensive administrative capabilities, including:
* Creating and managing organizations.
* Managing clusters.
* Handling user access and permissions.
* Comparison of Roles:
* Cluster Administrator: Primarily focuses on managing individual clusters but does not encompass organization-wide administrative
tasks.
* Customer Security Administrator: Focuses on security-related tasks and does not have broad administrative capabilities across
organizations and clusters.
* Organization Administrator: Manages organizational settings but might not cover all aspects needed for multiple clusters and user
access management.
* Conclusion: The "Customer Administrator" role meets all the requirements for managing organizations, clusters, and user access
comprehensively.
References:
* Nutanix Role-Based Access Control Documentation
* NC2 on Azure User Roles Guide

NEW QUESTION # 31 
Which statement best describes south bound traffic to a Nutanix User VPC originating outside the BC2 cluster when using a no-
NAT (routed path) having two or more Flow Gateways (FGW)?

A. A BGP gateway runs on the CVM of the bare-metal hosts. The BGP gateway advertises externally routable IP addresses



to the Azure Route Server, with each active FGW external IP address the next hop.
B. A BGP gateway is deployed as Azure native VMs in the Prism Central VNet. The BGP gateway advertises externally
routable IP addresses to the Azure Route Server, with each active FGW external IP address as the next hop.
C. A BGP gateway is deployed as Azure native VMs in the Prism Central VNet. The BGP gateway advertises externally
routable IP addresses to the Prism Central, with each active FGW external IP address as the next hop.
D. A BGP gateway runs inside of Prism Central. The BGP gateway advertises externally mutable IP addresses to the Azure
Route Server, with each active FGW external IP address as the next hop.

Answer: B

Explanation:
* BGP Gateway Deployment:The BGP gateway is deployed as Azure native VMs within the Prism Central VNet. This deployment
ensures seamless integration with Azure's networking infrastructure.
* Route Advertisement:The BGP gateway advertises the externally routable IP addresses to the Azure Route Server. This setup
allows for dynamic routing and efficient traffic management.
* Flow Gateways (FGW) as Next Hops:Each active Flow Gateway's external IP address is used as the next hop. This configuration
ensures that southbound traffic is correctly routed to the appropriate Flow
* Gateway, providing efficient and reliable connectivity.
References:
* Nutanix NC2 Networking Guide
* Azure Route Server and BGP Documentation

NEW QUESTION # 32 
An administrator needs to extend an on-premises subnet to an NC2 cluster on Azure.
Which set of options should the administrator configure to complete this task?

A. Subnet Type: On-premises VLAN subnets and VPC subnets Traffic Type: IPv4 unicast traffic IPv6 unicast traffic and
ARP On-premises Hypervisor: ESXi and AHV
B. Subnet Type: On-premises VLAN subnets and VPC subnets Traffic Type: IPv4 unicast traffic and ARP On-premises
Hypervisor: AHV
C. Subnet Type: On-premises VLAN subnets and VPC subnets Traffic Type: IPv6 umcasi traffic and ARP On-premises
Hypervisor: Hyper-V
D. Subnet Type: VPC subnets
Traffic Type: IPv4 unicast traffic and ARP
On-premises Hypervisor: ESXi, AHV, Hyper-V

Answer: A

Explanation:
To extend an on-premises subnet to an NC2 cluster on Azure, the administrator should configure:
* Subnet Type:Both on-premises VLAN subnets and VPC subnets. This ensures that the subnet can span both the on-premises
environment and the Azure environment.
* Traffic Type:Support for IPv4 unicast traffic, IPv6 unicast traffic, and ARP is necessary to ensure
* proper communication and address resolution across the extended subnet.
* On-premises Hypervisor:ESXi and AHV are supported hypervisors for this type of configuration, allowing for a seamless
extension of the subnet between these environments.
References
* Nutanix Hybrid Cloud Networking

NEW QUESTION # 33 
An administrator has been tasked with ensuring NC2 VMs are able to access Azure and on-premises resources.
The NC2 VM traffic must not traverse the internet.
How can the administrator achieve this?

A. By using an Interface Endpoint
B. By using ExpressRoute
C. By using an SSH connection
D. By using a Site-to-Site VPN



Answer: B

Explanation:
* Requirement Analysis: The NC2 VMs need to access Azure and on-premises resources without traversing the internet, ensuring
secure and direct connectivity.
* Solution Options:
* SSH Connection: Suitable for individual remote access, not for full VM connectivity to Azure and on-premises resources.
* Interface Endpoint: Facilitates private connectivity to specific Azure services, but not comprehensive for all resources.
* ExpressRoute: Provides private, dedicated connectivity between Azure and on-premises environments. This ensures that traffic
does not traverse the public internet, meeting the security and performance requirements.
* Site-to-Site VPN: Provides secure connectivity but can involve traversing the internet, which is against the requirements.
* Conclusion: ExpressRoute is the optimal solution as it offers a private connection that does not involve internet traversal, ensuring
secure and efficient access to both Azure and on-premises resources.
References:
* Azure ExpressRoute Documentation
* Nutanix Clusters on Azure Networking Guide

NEW QUESTION # 34 
Which interface must be used to deploy NC2?

A. Foundation running in a Cloud Virtual Machine
B. Cloud Provider portal
C. NC2 Tile within the my.nutanix.com portal
D. Prism Central Dashboard

Answer: C

Explanation:
* my.nutanix.com Portal:This portal provides access to various Nutanix services and features, including the NC2 deployment
interface.
* NC2 Tile:The NC2 tile within the portal is specifically designed for deploying and managing Nutanix Cloud Clusters. It provides
the necessary tools and settings to initiate and configure NC2 clusters on Azure or other cloud environments.
References:
* Nutanix NC2 Deployment Guide
* my.nutanix.com Portal Documentation
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