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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q111-Q116):

NEW QUESTION # 111
Which two statements about the Security Fabric rating are true? (Choose two.)

A. The root FortiGate provides executive summaries of all the FortiGate devices in the Security Fabric.
B. Security Rating Insights are available only in the Security Rating page.

C. The Security Posture category provides PCI compliance resuilts.

D. A license is required to obtain an executive summary in the Security Rating section.

Answer: A,D

Explanation:

A Tlicense is required to obtain an executive summary in the Security Rating section — Without the license, only limited Security
Fabric rating details are shown.

The root FortiGate aggregates and provides executive summaries for all FortiGate devices in the Security Fabric, giving a
consolidated security posture overview.

NEW QUESTION # 112
What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate directs the collector agent to use a remote LDAP server.

B. FortiGate uses the AD server as the collector agent.

C. FortiGate does not support workstation check.

D. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

Answer: C,D

NEW QUESTION # 113
Refer to the exhibit.

Exempt from SSL Inspection

Web categories Finance and BafRing

Health and Wellness

Addresses B adobe
B Adaobe Login
n android
B apple

X X X X X

appstore

= RETReT
The predefined deep-inspection and custom-deep-inspection profiles exclude some web categories from SSL inspection, as shown
in the exhibit.

For which two reasons are these web categories exempted? (Choose two.)

e A The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.
¢ B. The legal regulation ains to prioritize user privacy and protect sensitive information for these websites.
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¢ C. The FortiGate temporary certificate denies the browser's access to websites that use HTTP Strict Transport Security.
¢ D. These websites are in an allowlist of reputable domain names maintained by FortiGuard.

Answer: B,C

Explanation:

FortiGate's temporary SSL certificate may cause access denial to sites using HTTP Strict Transport Security (HSTS), so such sites
are exempted from deep SSL inspection.

Legal regulations require exemption of certain categories to protect user privacy and sensitive information, so these web categories
are excluded from SSL inspection.

NEW QUESTION # 114
Refer to the exhibit.

———— =t
Application and Filter Overrides

Priority Detalls Type Actlon

1 S ABC.Com Application & Allow
2 m Bxessive-Bandwidth  Filter © Block

2]

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Action is set to Allow.

B. The ABC.Com Type is set as Application instead of Filter.

C. The ABC.Comis hitting the category Excessive-Bandwidth.

D. The ABC.Com s configured under application profile, which must be configured as a web filter profile.

Answer: A

Explanation:
When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking.

NEW QUESTION # 115
Refer to the exhibit. Which two statements are true about the routing entries in this database table? (Choose two.)



FortiGate routing database

Local-FortiGate # get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
QO - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS devel-2, ia - IS-IS inter area
V - BGP VEPNV4

> - selected route, * - FIB route, p - stale info

F)ut inﬂtT Enm
0.0.0.070 via 10.200.2.254, port2, [1/0]

*> 0.0.0.0/0 [10/0] wvia 10.200.1.254, portl, [1/0]
*> 10.0.1.0/24 is directly connected, port3

*> 10.200.1.0/24 is directly connected, portl

*> 10.200.2.0/24 is directly connected, port2

O 0O 0 O W W

*> 172.16.100.0/24 is directly connected, ports

e A Allofthe entries in the routing database table are installed in the FortiGate routing table.
¢ B. The port2 interface is marked as iactive.

¢ C. Both default routes have different administrative distances.

e D. The default route on port2 is marked as the standby route.

Answer: C,D

Explanation:

The default route via port2 has the same prefix as the route via port1 but a higher administrative distance [20/0]vs[10/0] and is not
marked with ">" or "™*". This indicates it is kept as a standby/backup route, to be used only if the better route via portl fails.

The two static default routes clearly show different administrative distances in the brackets: [20/0] for port2 and [10/0] for portl,
confirming that their administrative distances are different.

NEW QUESTION # 116
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