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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

Topic 1
Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
security and management of device updates by using Intune.

Topic 2
Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
devices. It also covers methods to ensure that they meet organizational policies and security standards.

Topic 3
Manage applications: This section covers skills to manage application implementation, manage updates,
and manage performance to support the performance of users to meet the needs of business organizations.

Topic 4
Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
devices to Microsoft Intune.

Microsoft Endpoint Administrator Sample Questions (Q163-Q168):
NEW QUESTION # 163 
You have a Microsoft 365 subscription that uses Microsoft Intune.
You plan to use Windows Autopilot to provision 25 Windows 11 devices.
You need to meet the following requirements during device provisioning:
* Display the progress of app and profile deployments.
* Join the devices to Azure AD.
What should you configure to meet each requirement? To answer drag the appropriate settings to the correct requirements. Each
setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation

NEW QUESTION # 164 
You have a Microsoft 365 E5 subscription that contains a computer named Computer1 that runs Windows 11.
Computer1 is enrolled in Microsoft Intune.
You need to deploy an app named App1 to Computer1. The App1 installation will use multiple files.
What should you use to package App1, and which file format will be used? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
"The Microsoft Win32 Content Prep Tool zips all files and subfolders when it creates the .intunewin file. Be sure to keep the
Microsoft Win32 Content Prep Tool separate from the installer files and folders, so that you don't include the tool or other
unnecessary files and folders in your .intunewin file."

NEW QUESTION # 165 
You have a Microsoft Intune subscription that has the following device compliance policy settings:
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Mark devices with no compliance policy assigned as: Compliant
Compliance status validity period (days): 14
On January 1, you enroll Windows 10 devices in Intune as shown in the following table.
On January 4, you create the following two device compliance policies:
Name: Policy1
Platform: Windows 10 and later
Require BitLocker: Require
Mark device noncompliant: 5 days after noncompliance
Scope (Tags): Tag1
Name: Policy2
Platform: Windows 10 and later
Firewall: Require
Mark device noncompliant: Immediately
Scope (Tags): Tag2
On January 5, you assign Policy1 and Policy2 to Group1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
Box 1: No.
Policy1 and Policy2 apply to Group1 which Device1 is a member of. Device1 does not meet the firewall requirement in Policy2 so
the device will immediately be marked as non-compliant.
Box 2: No
For the same reason as Box1.
Box 3: Yes
Policy1 and Policy2 apply to Group1. Device2 is not a member of Group1 so the policies don't apply.
The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in RBAC.

NEW QUESTION # 166 
You have a Microsoft 365 E5 subscription.
You create a new update rings policy named Policy1 as shown in the following exhibit.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point,

Answer:

Explanation:
Explanation:
*Updates that contain fixes and improvements to existing Windows functionality can be deferred for 30 days.
This is because the update rings policy named Policy1 has the "Quality updates deferral period (days)" setting set to 30. This means
that quality updates, which include fixes and improvements to existing Windows functionality, can be deferred for up to 30 days from
the date they are released by Microsoft. After 30 days, the devices will automatically install the quality updates.
References:https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure
*Updates that contain new Windows functionality will be installed within 60 days of release.
This is because the update rings policy named Policy1 has the "Feature updates deferral period (days)" setting set to 60. This means
that feature updates, which include new Windows functionality, can be deferred for up to
60 days from the date they are released by Microsoft. After 60 days, the devices will automatically install the feature
updates.References:https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configur

NEW QUESTION # 167 
You have a Microsoft 365 subscription that contains two users named User1 and User2. You need to ensure that the users can
perform the following tasks:
* User1 must be able to create groups and manage users.



* User2 must be able to reset passwords for no administrative users.
The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to users in your organization using the
Microsoft 365 admin center. Each admin role maps to common business functions and gives people in your organization permissions
to do specific tasks in the admin centers1.
To ensure that User1 can create groups and manage users, you should assign the User Administrator role to User1. This role allows
User1 to create and manage all aspects of users and groups, including resetting passwords for non-administrative users1.
To ensure that User2 can reset passwords for non-administrative users, you should assign the Helpdesk Administrator role to User2.
This role allows User2 to reset passwords, manage service requests, and monitor service health for non-administrative users1.

NEW QUESTION # 168
......
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