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CompTIA Linux+ Certification Exam Sample Questions (Q61-Q66):

NEW QUESTION # 61
A Linux administrator is attempting to capture all network traffic coming to the server from the
10.0.6.5 IP address. Which of the following commands should the admmnistrator run on the server to achieve the goal?

A. tepdump ip 10.0.6.5
B. tepdump host 10.0.6.5
C. tcpdump addr 10.0.6.5
D. tepdump net 10.0.6.5

Answer: B

Explanation:

tepdump host 10.0.6.5applies a Berkeley Packet Filter that matches any packets to or fromthe IP 10.0.6.5, capturing all traffic
mvolving that host. The netqualifier is for entire subnets, ip isn't a valid filter keyword by itself, and addris not recognized in
tepdump's filter syntax.

NEW QUESTION # 62
A systerms administrator needs to enable routing of IP packets between network interfaces.
‘Which of the following kernel parameters should the administrator change?

A. net.ipv4.ip_forward

B. net.ipv4.ip_local port range
C. net.ipv4.ip_multicast

D. net.ipvd.ip_route

Answer: A

Explanation:
The net.ipv4.ip_forward kernel parameter controls whether the Linux kernel can forward IP packets between network interfaces,
enabling routing functionality when set to 1.

NEW QUESTION # 63
A systerms administrator wants to prevent the current contents of a file from being overwritten and wants to allow new additions at
the end of the file. Which of the following commands should the administrator use?

A. chmod +t file

B. setenforce file

C. setfacl -mmt file
D. chattr +a file

Answer: D

Explanation:
The chattr +a command sets the append-only attribute on a file. This prevents overwriting or deletion of existing contents, while still
allowing new data to be appended to the end of'the file.

NEW QUESTION # 64
A systens administrator receives reports about conmection issues to a secure web server. Given the following firewall and web
server outputs:

Which of the following commands best resolves this issue?

e A ufw delete deny https/tcp
¢ B. ufiv allow 80/tcp



e C. ufw allow 4096/tcp
e D. ufiv disable

Answer: A

Explanation:
The firewall output shows that port 443/tcp (HTTPS) is explicitly denied, even though the web server is correctly listening on it.
Removing the deny rule for HTTPS (ufw delete deny https/tcp) resolves the issue while still keeping the firewall active and secure.

NEW QUESTION # 65
A Linux administrator needs to securely erase the contents of a hard disk. Which of the following commands is the best for this task?

A. sudo dd i=/dev/null of=/dev/sdal
B. sudo shred /dev/sdal

C. sudo rm -rf/dev/sdal

D. sudo parted rm/dev/sdal

Answer: B

Explanation:
The shred command securely erases data by overwriting the specified device or file multiple times, making recovery nearly
impossible. This is the best option for securely erasing a hard disk.

NEW QUESTION # 66
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