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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q62-
Q67):

NEW QUESTION # 62
Which statement correctly describes RAID 10 (1+0) on FortiAnalyzer?

A. 11 combines mirroring striping and distributed parity to provide performance and fault tolerance
B. It uses striping to provide performance and fault tolerance.

C. A configuration with four disks, each with 2 TB of capacity, provides a total space of4 TB.

D. A configuration with four disks, each with 2 TB of capacity, provides a total space of 2 TB.

Answer: C

Explanation:

RAID 10 combines mirroring (RAID 1) and striping (RAID 0). In a RAID 10 setup with four disks, data is mirrored across two
pairs of disks, and those pairs are striped for performance. This results in improved performance and fault tolerance, but the total
usable storage is 50% of the total raw storage, meaning four 2 TB disks provide 4 TB of usable space.

NEW QUESTION # 63
Why must you wait for several minutes before you run a playbook that you just created?

A. FortiAnalyzer needs that time to parse the new playbook.

B. FortiAnalyzer needs that time to back up the current playbooks.

C. FortiAnalyzer needs that time to debug the new playbook.

D. FortiAnalyzer needs that time to ensure there are no other playbooks running,

Answer: B

NEW QUESTION # 64
The admmn administrator is failing to register a FortiClient EMS on the FortiAnalyzer device.
‘What can be the reason for this failure?

A. FortiAnalyzer is in an HA cluster.

B. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.
C. ADOMs are not enabled on FortiAnalyzer.

D. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

Answer: C

Explanation:
Reference: httpsv/help. fortinet.con/fa/faz50hlp/56/5-6-2/FMG-FAZ/0800_ ADOMs/0015_FortiClient%
20and%20ADOMs.htm

NEW QUESTION # 65
Which two methods can you use to restrict administrative access on FortiAnalyzer? (Choose two.)

A. Fabric connectors to external LDAP servers.
B. Configure trusted hosts.

C. Use administrator profiles.

D. Limit access to specific virtual domains.

Answer: B,C

Explanation:

To restrict administrative access on FortiAnalyzer, two effective methods are using administrator profiles and configuring trusted
hosts. Administrator profiles allow for defining the level of access and permissions for different admmistrators, controlling what each
administrator can see and do within the FortiAnalyzer unit. Configuring trusted hosts enhances security by limiting administrative



access to specified [P addresses, ensuring that administrators can only connect from approved locations or networks, thus
preventing unauthorized access from outside specified subnets or [P addresses.
Reference: FortiAnalyzer 7.4.1 Administration Guide, "Administrators" and "Trusted hosts" sections.

NEW QUESTION # 66
For which two SAML roles can the FortiAnalyzer be configured? (Choose two.)

A. Service provider
B. Identity collector
C. Identity provider
D. Principal

Answer: A,C

Explanation:

Reference: https:/docs.fortinet.com/document/fortianalyzer/6.2.0/new- features/95781 1/saml-
admmauthentication#~text=for%20the%s20admmistrator.-,FortiAnalyzer%s20can%s2 Oplay%620the%620role%

2001%

20the%20identity%s20provider%s20(IdP,external®%s20identity%620provider%s20is%o20available.
https:/docs.fortinet.com/document/fortianalyzer/6.2.0/administration- guide/98 1 386/saml-admin- authentication In FortiAnalyzer,
SAML can be enabled across all Security Fabric devices, enabling smooth movement between devices for the admmnistrator by
means of single sign-on (SSO).

FortiAnalyzer can play the role of the identity provider (IdP), the service provider (SP), or Fabric SP, when an external identity
provider is available.
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