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Therefore, you have the option to use CWNP CWSP-208 PDF questions anywhere and anytime. Pass4sures Certified Wireless
Security Professional (CWSP) (CWSP-208) dumps are designed according to the Certified Wireless Security Professional
(CWSP) (CWSP-208) certification exam standard and have hundreds of questions similar to the actual CWSP-208 Exam.
Pass4sures CWNP web-based practice exam software also works without installation.

CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q50-Q55):

NEW QUESTION # 50
You are implementing a wireless LAN that will be used by point-of-sale (PoS) systems in a retail environment. Thirteen PoS
computers will be installed. To what industry requirement should you ensure you adhere?

A. HIPAA

B. PCI-DSS

C. Directive 8500.01
D. ISA99

Answer: B

Explanation:

PCI-DSS (Payment Card Industry Data Security Standard) applies to all entities that process, store, or transmit credit card data.
Since Point-of-Sale (PoS) systens handle such transactions in retail environments, the wireless network supporting them must
comply with PCI-DSS. This includes encrypting wireless transmissions, segmenting network traffic, and implementing WIPS for
rogue detection and logging.

References:

CWSP-208 Study Guide, Chapter 3 - WLAN Policy & Regulatory Conpliance

CWNP CWSP-208 Objectives: "Industry Standards & Compliance (e.g., PCI-DSS, HIPAA)"

NEW QUESTION # 51
In the basic 4-way handshake used in secure 802.11 networks, what is the purpose of the ANonce and SNonce? (Choose 2)

¢ A They are input values used in the derivation of the Pairwise Transient Key.

¢ B. They are used to pad Message 1 and Message 2 so each frame contains the same number of bytes.

e C. The IEEE 802.11 standard requires that all encrypted frames contain a nonce to serve as a Message Integrity Check
MIC).

¢ D. They are added together and used as the GMK, from which the GTK is derived.

¢ E. They allow the participating STAs to create dynamic keys while avoiding sending unicast encryption keys across the
wireless medium

Answer: AJE

Explanation:

In the 802.11 4-Way Handshake:

D: The ANonce (fromthe AP) and SNonce (fromthe STA) are critical entropy values used along with the PMK, MAC addresses,
etc., to derive the PTK securely.

E: This process ensures both parties derive the same PTK without ever transmitting the key over the air, mitigating interception risk.
Incorrect:

A). Nonces are not padding bytes.

B). Nonces are not the MIC; MIC is a separate integrity mechanism

C). GMK and GTK are for group keys, not derived from nonces.

References:

CWSP-208 Study Guide, Chapter 3 (4- Way Handshake Mechanics)

IEEE 802.11i Specification
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NEW QUESTION # 52

Given: ABC Company has recently installed a WLAN controller and configured it to support WPA2- Enterprise security. The
administrator has configured a security profile on the WLAN controller for each group within the company (Marketing, Sales, and
Engineering).

How are authenticated users assigned to groups so that they receive the correct security profile within the WLAN controller?

¢ A. The WLAN controller polls the RADIUS server for a complete list of authenticated users and groups after each user
authentication.

¢ B. The RADIUS server sends a group name return list attribute to the WLAN controller during every successful user
authentication.

¢ C. The RADIUS server forwards the request for a group attribute to an LDAP database service, and LDAP sends the group
attribute to the WLAN controller.

¢ D. The RADIUS server sends the list of authenticated users and groups to the WLAN controller as part of a 4-Way
Handshake prior to user authentication.

Answer: B

Explanation:

RADIUS supports dynamic policy assignment via return list attributes (e.g., Tunnel-Private-Group-1ID, Class).

The WLAN controller reads this group attribute and applies the corresponding security profile (e.g., VLAN, QoS).
Incorrect:

A). The controller does not poll the RADIUS server.

C). LDAP may support group info, but RADIUS mediates it for WLAN usage.

D). Group attributes are not sent during the 4-Way Handshake-it occurs afer EAP success.

References:

CWSP-208 Study Guide, Chapter 6 (Role-Based Access Control and RADIUS Policy Assignment)

NEW QUESTION # 53

Given: You are installing 6 APs on the outside of your facility. They will be mounted at a height of 6 feet.

What must you do to implement these APs in a secure manner beyond the normal indoor AP implementations? (Choose the single
best answer.)

A. Ensure proper physical and environmental security using outdoor ruggedized APs or enclosures.
B. User external antennas.

C. Power the APs using PoE.

D. Use internal antennas.

Answer: A

Explanation:

Outdoor APs nmust be:

Protected from theft or tampering (physical security).

Shielded from weather/environmental conditions (IP-rated enclosures).

Mounted and secured to prevent unauthorized physical access or damage.

Incorrect:

A & B. Antenna type is relevant to RF coverage but does not address outdoor-specific security needs.

C). PoE is useful for power delivery but not a security solution.

References:

CWSP-208 Study Guide, Chapter 7 (Physical Security for Wireless Devices) CWNP Outdoor WLAN Deployment Guidelines

NEW QUESTION # 54

ABC Company uses the wireless network for highly sensitive network traffic. For that reason, they intend to protect their network in
all possible ways. They are continually researching new network threats and new preventative measures. They are interested in the
security benefits of 802.1 1w, but would like to know its limitations.

What types of wireless attacks are protected by 802.11w? (Choose 2)

¢ A Social engineering attacks
e B. Robust management frame replay attacks
e (. Layer 2 Disassociation attacks



e D. RF DoS attacks
Answer: B,C

Explanation:

802.11w, also known as Protected Management Frames (PMF), is designed to protect specific types of 802.11 management
frames such as disassociation and deauthentication frames. These frames were previously sent unencrypted and could be spoofed by
attackers to disconnect clients (DoS attacks). With 802.11w, these frames are cryptographically protected, mitigating such attacks.
PMF also includes replay protection for these management frames, preventing attackers from capturing and replaying them to disrupt
network connectivity.

References:

CWSP-208 Study Guide, Chapter 6 (Wireless LAN Security Solutions)

IEEE 802.11w-2009 amendment

CWNP Whitepapers on PMF and Management Frame Protection

NEW QUESTION # 55
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You can visit Pass4sures.comto download our free demo. There are two versions of Pass4sures dumps. The one is PDF version
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