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168. Frage

You need to design an architecture to capture the creation of users and the assignment of roles. The captured data must be stored in
Azure Cosmos DB.

Which Azure services should you include in the design? To answer, drag the appropriate services to the correct targets. Each service
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Antwort:

Begrindung;

169. Frage

Hotspot Question

You have an Azure subscription. The subscription contains virtual machines that run Windows Server.

You are designing a disaster recovery solution that will immediately deploy a new virtual machine when an existing virtual machine
fails. The solution must meet the following requirements:

- New virtual machines must be deployed with all the required

configurations in place.

- Virtual machine deployments must use an infrastructure as code (IaC)

methodology.

- New virtual machines must be created by using standard Microsoft disk images.

- New virtual machines must be authorized by virtual machine

administrators.

- Virtual machine deployments must be managed by using CI/CD pipelines.

Youneed to recommend which service to use to manage the virtual machine deployment process and which artifact to use to create
each virtual machine.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Antwort:

Begrindung;

Explanation:

Box 1: Azure VM Image Builder

Azure VM Image Builder can be used to create custom VM images from standard Microsoft disk images.
This allows you to customize the image with specific software, configurations, and scripts.

The built images can then be used to deploy VMs with your desired configuration.

Box 2: Azure Resource Manager (ARM) template

Azure Resource Manager (ARM) Templates/Bicep

ARM templates are JSON-based templates that define the infrastructure required for deployment.

Bicep is a domain-specific language that simplifies the creation and management of ARM templates.
These templates allow you to define the VM configuration, including the disk image, size, and other settings.
They can be integrated into CI/CD pipelines for automated deployment.

Reference:

https/learn.microsoft.comven-us/devops/deliver/what-is-infrastructure-as-code

https://luke. geek.nz/azure/ Azure-Image- Builder- Build- Pipeline-with- Azure- DevOps/

170. Frage

Hotspot Question

Youare designing a software as a service (SaaS) application that will enable Azure Active Directory (Azure AD) users to create and
publish online surveys. The SaaS application will have a front-end web app and a back-end web API. The web app will rely on the
web API to handle updates to customer surveys.

You need to design an authorization flow for the SaaS application. The solution must meet the following requirements:

- To access the back-end web API, the web app must authenticate by

using OAuth 2 bearer tokens.

- The web app must authenticate by using the identities of individual

users.

‘What should you include in the solution? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.
Antwort:

Begrindung;

Explanation:

Box 1: Azare AD

The Azure AD server issues tokens (access & refresh token). See step 5 below in graphic.

OAuth 2.0 authentication with Azure Active Directory.

The OAuth 2.0 is the industry protocol for authorization. It allows a user to grant limited access to its protected resources. Designed
to work specifically with Hypertext Transfer Protocol (HTTP), OAuth separates the role of the client from the resource owner. The
client requests access to the resources controlled by the resource owner and hosted by the resource server (here the Azure AD
server). The resource server issues access tokens with the approval of the resource owner. The client uses the access tokens to
access the protected resources hosted by the resource server.

Box 2: A web API

Delegated access is used.

The bearer token sent to the web API contains the user identity.

The web API makes authorization decisions based on the user identity.
Reference:
https://docs.microsoft.comven-us/azure/active-directory/fundamentals/auth- oauth2
https://docs.microsoft.convlb- lw/azure/architecture/multitenant- identity/web-api

171. Frage

You plan to create an Azure Storage account that will host file shares. The shares will be accessed fiom on-premises applications
that are transaction-intensive.

You need to recommend a solution to mnimize latency when accessing the file shares. The solution must provide the highest-level of
resiliency for the selected storage tier.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Antwort:

Begriindung;
Reference:
httpsz//docs.microsoft.com/en-us/azure/storage/files/storage- files-planning

172. Frage

Case Study 2 - Fabrikam, Inc

Overview

Fabrikam, Inc. is an engineering company that has offices throughout Europe. The company has a main office in London and three
branch offices in Aimsterdam, Berlin, and Rome.

Existing Environment: Active Directory Environment

The network contains two Active Directory forests named corp.fabrikam.com and rd.fabrikam.com. There are no trust relationships
between the forests.

Corp.fabrikam.comis a production forest that contains identities used for internal user and computer authentication.
Rd.fabrikam.com is used by the research and development (R&D) department only. The R&D department is restricted to using on-
premises resources only.

Existing Environment: Network Infrastructure

Each office contains at least one domain controller from the corp.fabrikam.com domain. The main office contains all the domain
controllers for the rd.fabrikam com forest.

All the offices have a high-speed connection to the internet.

An existing application named WebAppl1 is hosted in the data center of the London office.

WebAppl is used by customers to place and track orders. WebApp1 has a web tier that uses Microsoft Internet information
Services (IIS) and a database tier that runs Microsoft SQL Server

2016. The web tier and the database tier are deployed to virtual machines that run on Hyper-V.

The IT department currently uses a separate Hyper-V environment to test updates to WebAppl.

Fabrikam purchases all Microsoft licenses through a Microsoft Enterprise Agreement that includes Software Assurance.



Existing Environment: Problem Statements

The use of WebApp1 is unpredictable. At peak times, users often report delays. At other times, many resources for WebAppl are
underutilized.

Requirements: Planned Changes

Fabrikam plans to move most of its production workloads to Azure during the next few years, including virtual machines that rely on
Active Directory for authentication.

As one of its first projects, the company plans to establish a hybrid identity model, facilitating an upcoming Microsoft 365
deployment.

Al R&D operations will remain on-premises.

Fabrikam plans to migrate the production and test instances of WebApp1 to Azure.

Requirements: Technical Requirements

Fabrikam identifies the following technical requirements:

* Website content must be easily updated from a single point.

* User input must be minimized when provisioning new web app instances.

* Whenever possible, existing on-premises licenses must be used to reduce cost.

* Users must always authenticate by using their corp.fabrikam com UPN identity.

* Any new deployments to Azure must be redundant in case an Azure region fails.

* Whenever possible, solutions must be deployed to Azure by using the Standard pricing tier of Azure App Service.

* An email distribution group named IT Support must be notified of any issues relating to the directory synchronization services.
* In the event that a link fails between Azure and the on-premises network, ensure that the virtual machines hosted in Azure can
authenticate to Active Directory.

* Directory synchronization between Azure Active Directory (Azure AD) and corp.fabrikam.com must not be affected by a link
failure between Azure and the on-premises network.

Requirements: Database Requirements

Fabrikam identifies the following database requirements:

* Database metrics for the production instance of WebApp1 must be available for analysis so that database administrators can
optimize the performance settings.

* To avoid disrupting customer access, database downtime must be minimized when databases are migrated.

* Database backups must be retained for a minimum of seven years to meet compliance requirements.

Requirements: Security Requirements

Fabrikam identifies the following security requirements:

* Company information including policies, templates, and data must be inaccessible to anyone outside the company.

* Users on the on-premises network must be able to authenticate to corp.fabrikam.com if an internet link fails.

* Administrators must be able authenticate to the Azure portal by using their corp.fabrikam.com credentials.

* All administrative access to the Azure portal must be secured by using muilti-factor authentication (MFA).

* The testing of WebApp1 updates must not be visible to anyone outside the company.

You need to recommend a notification solution for the IT Support distribution group.

‘What should you include in the recommendation?

A. an action group

B. Azure AD Connect Health

C. Azure Network Watcher

D. a SendGrid account with advanced reporting

Antwort: B

Begriindung;

An email distribution group named IT Support must be notified of any issues relating to the directory synchronization services.
Note: You can configure the Azuire AD Connect Health service to send email notifications when alerts indicate that your identity
ifrastructure is not healthy.

his occurs when an alert is generated, and when it is resolved.

https://docs.microsoft.comven-us/azure/active-directory/hybrid/how-to-connect-health-operations
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