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CyberArk CPC-CDE-RECERT Exam Syllabus Topics:

Section Weight ‘ Objectives

- Performance tuning and best practices
Troubleshooting & Optimization 20% |- Common issues and resolution

- Security incident handling

- Deployment models and requirements

Privilege Cloud Connectors Architecture & Components 25% |- Service communication and ports
- Core architecture and service components

- Monitoring, logging and health checks
Management & Operations 25% |- Updates, upgrades and maintenance

- Backup and disaster recovery

- Security hardening and compliance settings
Configuration & Deployment 30% |- Installation and setup procedures

- Integration with identity providers and directories
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CyberArk CDE-CPC Recertification 38 X CPC-CDE-RECERT A B [ /8
(Q80-Q85):

I #80
In addition to CyberArk, which additional licensing implication does the PSM have?

o A Microsoft Office
e B. AWS
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e C.GCP
e D.RDS CALs

IEf#: D

R -

PSM relies on Microsoft Remote Desktop Services capabilities on Windows, and CyberArk documentation

/knowledge articles call out RDS CAL considerations for PSM deployments (including guidance on CAL type implications,
especially with Windows Server 2019 licensing enforcement behavior).

HM #81
You are creating a PSM Load Balanced Virtual Server Configuration.
What are the default service ports / protocols used for RDS and the PSM Health Check service?

e A RDP/636 HITPS/443
e B. RDP/3389 HTTPS/443
C UDP/53 HTTPS/389

e C. RDP/389 HITP/443

Ef#: B

A -

Ina PSM Load Balanced Virtual Server Configuration, the default service ports/protocols used are RDP/3389 and HTTPS/443.
RDP (Remote Desktop Protocol) typically uses port 3389 for remote desktop services, which is essential for PSM functionalities
mnvolving remote sessions. HTTPS, which utilizes port 443, is used for the PSM Health Check service to ensure secure and
encrypted commumication during the monitoring and health verification processes of the PSM services.

P #82
What is a requirement for increasing the redundancy of PSMs?

A. Use a load balancer.

B. Install the Vault in an HA cluster.

C. CPM nuwst be in all data centers.

D. Set it by adding parameters to the basic PSM.ini configuration file.

EfE: A

fiR .-
CyberArk's Privilege Cloud guidance for PSM high availability explicitly ties multiple PSM instances to high availability and load
balancing implementations, i.e., redundancy is achieved by deploying multiple PSMs and placing them behind a load balancer.

ER#83
Which Safe(s) does the AllowedSafes=Win platform parameter configuration match? (Choose two.)

A. CXD-WIN-ADMINS
B. win-ssh-keys

C. WindowsPasswords
D. SQL-Win-SA

E. WINdOWS_ Accts

Ef@E: C. D

H #84
What is the purpose of the PSM Health Check hardening?

e A Validate that the PSM is ready to be placed behind a load balancer.
¢ B. Confirm that the Windows Services for PSM are running on the server.



¢ C. Ensure that the AppLocker script does not have any syntax errors.
¢ D. Remove IIS settings which can be considered security vulnerabilities.

Ef#: D

fi .-

In CyberArk Privilege Cloud / PSM deployments, PSM Health Check is implemented as a dedicated PSM Web Service on each
PSM node (typically used by a load balancer to query application-level health). (docs.

cyberark.com)

Because the Health Check relies on IIS, CyberArk includes PSM Health Check hardening activities as part of the setup. These
hardening activities specifically focus on reducing IIS exposure by removing default

/unused TIS components (for example, CyberArk documents that the setup deletes IIS application pools such as "Classic .NET
AppPool", "NET v2.0", "NET v4.5", etc.). This is a hardening action aimed at minimizing IIS attack surface / insecure defaults-i.e.,
removing IIS settings/configurations that could be considered security vulnerabilities. (docs.cyberark.com) Why the other options are
not the "purpose™

* B: While Health Check is used for load balancer health probing, "hardening" is not about validating readiness for a load balancer;
it's about tightening IIS-related configuration. (docs.cyberark.com)

* C: Service-rumning checks are part of health determmnation, but the hardening step is described in docs in terms of 1IS hardening
activities (like deleting app pools), not just confirming services. (docs.

cyberark.com)

* D: AppLocker is part of PSM hardening overall, but it's not the purpose of PSM Health Check hardening (which is IIS-focused).
(docs.cyberark.com)
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