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PR #132

A company is running an application on Amazon EC2 instances in an Auto Scaling group. The application stores logs locally. A
security engineer noticed that logs were lost after a scale-in event. The security engineer needs to recommend a solution to ensure
the durability and availability of log data. All logs must be kept for a minimum of 1 year for auditing purposes.

What should the security engineer recommend?

e A. Within the Auto Scaling lifecycle, add a hook to create and attach an Amazon Elastic Block Store (Amazon EBS) log
volume each time an EC2 instance is created. When the instance is terminated, the EBS volume can be reattached to another
instance for log review.

e B. Add an Amazon CloudWatch agent into the AMI used in the Auto Scaling group. Configure the CloudWatch agent to
send the logs to Amazon CloudWatch Logs for review.

e (. Create an Amazon Elastic File System (Amazon EFS) file system and add a command in the user data section of the Auto
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Scaling launch template to mount the EFS file system during EC2 instance creation.
Configure a process on the instance to copy the logs once a day from an instance Amazon Elastic Block Store (Amazon
EBS) volunre to a directory in the EFS file system.

¢ D. Within the Auto Scaling lifecycle, add a lifecycle hook at the terminating state transition and alert the engineering team by
using a lifecycle notification to Amazon Simple Notification Service (Amazon SNS). Configure the hook to remain in the
Terminating;Watit state for 1 hour to allow manual review of the security logs prior to instance termination.
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In an Auto Scaling group, instances are ephemeral-local disks and instance-level log files can disappear during scale-in or
replacement. The most durable, operationally simple pattern is tostream logs off-host continuouslyto a managed log service. Installing
and configuring theCloud Watch agent(or unified agent) to ship application logs toAmazon CloudWatch Logsensures logs are
centralized and remain available regardless of instance lifecycle events. This directly solves the "logs lost after scale-in" problem and
provides high availability for audit and investigation.

CloudWatch Logs also supports retention controls. The security engineer can set the log group retention toat least 1 year(or longer),
meeting the audit requirement without building custom storage workflows. Access can be controlled with IAM to restrict who can
view or export logs, and CloudWatch logs can be further integrated with Athena/OpenSearcl/SIEM tools if needed.

Option A adds complexity and still ties durability to managing volumes across instance churn, with operational risk and scaling
challenges. Option B requires daily copy jobs and can still lose logs between copy intervals; it also adds shared filesystem
management overhead. Option D is manual and does not ensure durability, and it mtroduces operational fiction during scale-mn.
Therefore, centralized log shipping to CloudWatch Logs is the best recommendation.
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A company runs an application on an Amazon EC2 instance. The application generates invoices and stores them in an Amazon S3
bucket. The instance profile that is attached to the instance has appropriate access to the S3 bucket. The company needs to share
each mvoice with mutltiple clients that do not have AWS credentials. Each client must be able to download only the client's own
mnvoices. Clients must download their invoices within 1 hour of invoice creation. Clients must use only temporary credentials to
access the company's AWS resources. Which additional step will meet these requirements?

e A. Update the S3 bucket policy to ensure that clients that use pre-signed URLs have the S3:Get* permission and the S3:List*
permission to access S3 objects in the bucket.

¢ B. Update the script to use AWS Security Token Service (AWS STS) to obtain new credentials each time the script runs by
assuming a new role that has S3:GetObject permissions. Use the credentials to generate the pre-signed URLs.

e C. Generate an access key and a secret key for an IAM user that has S3:GetObject permissions on the S3 bucket. Embed
the keys into the script. Use the keys to generate the pre-signed URLs.

e D. Add a StringEquals condition to the IAM role policy for the EC2 instance profile. Configure the policy condition to restrict
access based on the s3:ResourceTag/Clientld tag of each nvoice. Tag each generated mvoice with the ID of its
corresponding client.
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Amazon S3 pre-signed URLs grant temporary access based on the permissions of the principal that generates them. AWS Certified
Security - Specialty documentation explains that fine-grained authorization can be enforced by combining pre-signed URLs with
IAM policy conditions.

By tagging each invoice object with a client identifier and adding a condition to the EC2 instance role policy using
s3:ResourceTag/Clientld, the role can generate pre-signed URLs only for objects associated with a specific client. This ensures that
each client can access only their own invoices, even though the URLs are temporary and unauthenticated.

Option A over-permissions clients. Option C is unnecessary because instance profiles already use temporary credentials. Option D
violates AWS best practices by using long-term credentials.

AWS recommends resource tagging with JAM policy conditions for scalable, secure access control.
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A company's security engineer is designing an isolation procedure for Amazon EC2 instances as part of an incident response plan.
The security engineer needs to isolate a target instance to block any traffic to and from the target instance, except for traffic fromthe
company's forensics team. Each of the company's EC2 instances has its own dedicated security group. The EC2 instances are
deployed in subnets of a VPC. A subnet can contain multiple instances.

The security engineer is testing the procedure for EC2 isolation and opens an SSH session to the target instance. The procedure



starts to simulate access to the target instance by an attacker. The security engineer removes the existing security group rules and
adds security group rules to give the forensics team access to the target instance on port 22.

After these changes, the security engineer notices that the SSH connection is still active and usable. When the security engineer runs
a ping command to the public IP address of the target instance, the ping command is blocked.

‘What should the security engineer do to isolate the target instance?

e A Create an AWS Systems Manager document that adds a host-level firewall rule to block all nbound traffic and outbound
traffic. Run the document on the target instance.

¢ B. Create a network ACL that is associated with the target instance's subnet. Add a rule at the top of the inbound rule set to
deny all traffic from 0.0.0.0/0. Add a rule at the top of the outbound rule set to deny all traffic to 0.0.0.0/0.

¢ C. Remove the port 22 security group rule. Attach an instance role policy that allows AWS Systems Manager Session
Manager connections so that the forensics team can access the target instance.

¢ D. Add an nbound rule to the security group to allow traffic from 0.0.0.0/0 for all ports. Add an outbound rule to the security
group to allow traffic to 0.0.0.0/0 for all ports. Then immediately delete these rules.
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Amazon EC2 security groups arestateful, meaning that once a connection is established, return traffic is automatically allowed, even if
the inbound rule that originally permitted the connection is later removed.

According to the AWS Certified Security - Specialty Official Study Guide and Amazon EC2 security documentation, existing
connections are not terminated when security group rules change. This explains why the SSH session remains active even after the
security group rules were modified, while new traffic such as ICMP ping is blocked.

To immediately and fully isolate an EC2 instance during an incident response scenario, AWS recommends usingstateless network
controls. Amazon VPC network ACLs (NACLs) arestateless, which means that every packet is evaluated against the ACL rules
regardless of whether the traffic is part of an existing connection. When a deny rule is added,all traffic is immediately blocked,
including active sessions.

By creating a network ACL and associating it with the subnet that contains the target instance, and by adding explicit deny rules with
the lowest rule numbers for both inbound and outbound traffic, the security engineer ensures thatall network communication to and
from the instance is immediately interrupted. This approach satisfies the requirement to isolate the instance while preserving its
runtime state and memory for forensic analysis.

Other options fail to meet the requirement because security group modifications do not terminate existing sessions, Systers Manager
does not enforce network isolation, and host-level firewall changes require instance-level access and do not provide immediate,
network-enforced isolation.

* AWS Certified Security - Specialty Official Study Guide

* Amazon EC2 Security Groups Documentation

* Amazon VPC Network ACL Documentation

* AWS Incident Response Best Practices
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A company needs to detect unauthenticated access to its Amazon Elastic Kubernetes Service (Amazon EKS) clusters. The solution
nust require no additional configuration of the existing EKS deployment.

‘Which solution will meet these requirements with the LEAST operational effort?

A. Monitor CloudWatch Container Insights metrics for EKS.

B. Install a third-party security add-on.

C. Enable AWS Security Hub and monitor Kubernetes findings.

D. Enable Amazon GuardDuty and use EKS Audit Log Monitoring,
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Amazon GuardDuty provides managed threat detection and supports EKS protection features that analyze Kubernetes audit logs to
detect suspicious activity, including unauthorized or unauthenticated access attempts.

AWS Certified Security - Specialty documentation recommends GuardDuty for low-overhead detection because 1t is fully managed
and does not require deploying agents or modifying application code. EKS Audit Log Monitoring is designed to consume and
analyze relevant control plane audit events to identify anomalous or unauthorized actions against the cluster. Compared to third-party
add-ons, GuardDuty reduces operational burden and remains fully within AWS managed services. Security Hub aggregates findings
from services like GuardDuty but does not itself perform the detection. CloudWatch Container Insights focuses on performance and
operational metrics, not authentication security detections. Therefore, enabling GuardDuty with EKS Audit Log Monitoring provides



the required detection with the least operational effort and without requiring additional configuration to the existing EKS workload
beyond enabling the feature.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon GuardDuty EKS Protection and Audit Log Monitoring

AWS Threat Detection Best Practices for Kubernetes on AWS
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A company uses an organization in AWS Organizations to manage its 250 member accounts.

The company also uses AWS 1AM Identity Center with a SAML external identity provider (IdP).

IAM Identity Center has been delegated to a member account. The company's security team has access to the delegated account.
The security team has been investigating a malicious internal user who might be accessing sensitive accounts. The security team needs
to know when the user logged into the organization during the last 7 days.

‘Which solution will quickly identify the access attempts?

¢ A Inthe delegated account, use Amazon CloudWatch Logs to search for events that match the user details for all successful
attempts.

¢ B. In each member account, use the IAM Identity Center console to search for events that match the user details for all
attempts.

¢ C. Inthe external IdP, use Ammazon EventBridge to search for events that match the user details for all attempts.

¢ D. In the organization's management account, use AWS CloudTrail to search for events that match the user details for all
successful attempts.
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AWS CloudTrail is the authoritative source for identity-related activity across an AWS Organization. According to the AWS
Certified Security - Specialty Official Study Guide, CloudTrail records all AWS API calls and authentication events, including
federated sign-ins that occur through AWS 1AM Identity Center with an external SAML identity provider.

When IAM Identity Center is used, successful federated login events are logged in CloudTrail as ConsoleLogin and
AssumeRoleWithSAML events. These events are recorded in the organization's management account when CloudTrail is configured
as an organization trail. This allows security teams to centrally search and correlate authentication activity across all member
accounts.
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