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R #180
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

©

Software tokens are an example of p ciess authentication

Windows Hello is an exa w;mwlﬂs authentication
FIDO2 sxurlty&n example of passwordless authentication.

Statements

Software tokens are an example of passwerdles§augheftication.
Windows Hello i5 aft egarigl&BhgaSSiiordiess authentication.

FIC@S sBautitikeys afe an example of passwordless authentication,

Answer Area
Statements Yes No
Software tokens are an example of pass#ardless authentication. )
Windows Hello is an example ofpasswordless authentication. ®
FIDO2 secunity keys\are an example of passwordless authentication, L
BR #181

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Microsoft Entra Access Review evaluates user and group pespissidns [oRAFure resources

A user can be removed from a groydaflomalic llMater a3 Microsoft Entra Access Review
evaluation

-
The Microsoft Entra Acdgss Wﬁm -mahie n all Microsoft :F'Ft: service plans

Microsoft

Microsoft Entra Access Review evaluates user and group pegmissigfis Tl ABLfe résources

Statements

A user can be removed from a grougiaulomaticali after a Microsoft Entra Access Review
evaluation,

The Microsoft Entra AccBs® Review feature is available in all Microsoft Entra 1D service plans.

Explanation:
Answer Anu:l
L
saedVliCrosoft S . s
Microsoft Entra Access Review evaluates user and group pEamissions for Azure resources L
A user can be removed from a group automatigally“sfter a Microsoft Entra Access Review L]
evaluation.

The Microsoft Entra Access Reviewnfeature i available in all Microsoft Entra ID service plans. L

Microsoft Entra Access Reviews are designed to help organizations regularly validate and right-size access.

Microsoft's documentation explains that access reviews can target group memberships, enterprise app assignments, Azure AD roles,
and Azure resource roles (via Privileged Identity Management), allowing reviewers to assess whether users, service principals, or
groups should retain access to Azure resources- confirming the first statement. Access Reviews support automation: you can
configure a review to "Auto- apply results", so when the review ends, users who were denied or not reviewed are automatically
removed from the group, application assignment, or role-validating the second statement. Finally, Access Reviews are a Premium P2
capability (now Microsoft Entra ID P2) alongside PIM and advanced identity governance.

They are not included in all service plans; tenants require the appropriate P2 licenses for reviewers and users in scope-therefore the
third statement is No.

B #182
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Conditional access policies can be applied to global administrators, (0] O
Conditional access policies are evaluated before a’user is authenticated. O O

Conditional HC,I;—J_S polM ¢dn s€ mac ;tatlurm‘ such as Android or O O

i0s, as a signal.



Statements Yes No

Conditional access policies can be applied to globaj_a&ﬁi#]istrators. @ Q
=%ﬁ‘é |Mimﬁt evaluated befgre & user is authenticated. O @
Conditional access policies can use aaﬁ:évt& platform, such as Android or O @)
iOS, as a signal. g
Reference:

httpsz/docs.microsoft.conven-us/azure/active-directory/conditional-access/overview

HR #183
Select the answer that correctly completes the sentence.

e K =Microsoft

Microsoft Entra Permissions Management is a cloud infrastructure entitlement management (CIEM) solution.
a cloud infrastructure entitlemment management (CIEM) solution.

a cloydisBcunty posture management (CSPM) solution.
dsecunity information and event management (SIEM) solution.
an extended detection and response (XDR) solution.

IEf#:
e

et (0 BB Microsoft

Microsoft Entra Permissions Management is

Answer Area

Microsoft Entra Pemmissi

HR #184
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area 0“ -

Statements Yes No.
All Azure Active Directory (Azure AD) Iicenseé@ include the same features. O Q
You can manage an Azure Mti\@* {Azure AD) tenant by Lﬂ | the Azure portal, o o
You must deploy Muwﬁﬁmchines to host an Azure Active .:tory (Azur!zg)ruga%.O fE Q




Answer Area

Statements Yes Nt
All Azure Active Directory (Azure AD) license editions include the same features. C O
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. i_j @]
. Youi must denlov Azure virtiial machinec tn hnst an Aziire Artive Directorv (A7zure ADY tenant O L“O
Explanation
Graphical user interface, text, application Description automatically generated
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. Q O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. 0 @)
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