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HA #22
Which Falcon LogScale Collector output format would you use if your downstream SIEM requires raw nested event data?

e A. Syslog
e B.LEEF
e C.CEF

e D.JSON
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CrowdStrike STEM Connector and LogScale guidance states that JSON output preserves the raw nested JSON structure of
incoming event data. This is the correct choice when a downstream system expects full nested event content instead of flattened key-
value pairs. Syslog, CEF, and LEEF are transformation formats intended for compatibility with other log analysis tools and
normalized ingestion workflows.

HF#23

You need to provide a colleague the appropriate role to allow for configuration of connectors and creation of SOAR automations in
Next-Gen SIEM.

‘Which role will provide these permissions while also maintaining least privilege?

A. NG SIEM Security Lead
B. Falcon Security Lead

C. NG SIEM Analyst

D. Customrole

EM: D
R

The best answer is D. Customrole .

CrowdStrike documentation for Store app integrations states that the Falcon Admmistrator role is required to enable apps and
plugins in the CrowdStrike Store, which is the admmistrative side of connector configuration. That shows connector configuration is
a privileged task.

At the same time, Falcon Fusion SOAR is the workflow automation capability used to create SOAR automations in the Falcon
platform CrowdStrike describes Fusion SOAR as the workflow engine used to build and run workflows and autormate actions
across security processes.

Because the question specifically asks for the role that allows both actions while maintaining least privilege

, the most appropriate choice is a customrole that grants only the required permissions instead of assigning a broader built-in
administrative role. This is an inference from the documented permission model: connector

/plugin setup requires elevated permissions, and SOAR workflow creation is a separate capability, so a narrowly scoped custom
role is the least-privilege answer among the options.

Why the other options are not the best answer:

NG SIEM Analyst is intended for analyst activity, not configuration and automation admistration. Falcon Security Lead is broader
and not the most precise least-privilege answer. NG SIEM Security [.ead may have wide SIEM access, but the question asks for
the option that best maintains least privilege across both connector configuration and SOAR autoration creation; that is better
satisfied by a customrole . This conclusion is based on the documented need for elevated permissions for plugin configuration and
the separate SOAR workflow capability.

H #24
You want a Next-Gen SIEM dashboard to update automatically when new data is available.
Which action would you take?

A. Change the "Relative Time Range" interval to 1 millisecond ago
B. Change the "Fixed Time Range" to the current date

C. Change the "Start Time" mterval to 1 hour

D. Toggle the "Live" button to on

IEf@E: D
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The correct answer is A . CrowdStrike LogScale documentation says the Live checkbox controls whether dashboard widget
queries run as live or static queries. When enabled, the dashboard continuously updates with real-time data , which is exactly what
the question asks for.

B #25
An internal security team identified a small number of high-risk users. They ask you to create an app that will monitor these users and
trigger an alert when specific suspicious behavior is detected.



‘Which Falcon feature should you use to develop this app?

e A Charlotte Al

¢ B. Falcon Foundry

¢ C. Falcon Spotlight

¢ D. Falcon QueryBuilder

Ef#: B
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The correct answer is C. Falcon Foundry .

CrowdStrike describes Falcon Foundry as its application development platform for building custom apps on the Falcon platform.
CrowdStrike's materials state that Falcon Foundry allows customers to quickly create their own apps, and the Foundry
documentation/blog content shows it supports application logic and storage needed for custom workflows and monitoring use cases.
That is exactly what fits a requirement to build an app that monitors a defined set of high-risk users and triggers alerts on suspicious
activity.

Why the other options are incorrect:

Falcon QueryBuilder is for constructing queries, not building an application. Falcon Spotlight is CrowdStrike's vulnerability
management capability, not an app-development framework. Charlotte Al is an Al assistant capability, not the platform feature used
to develop custom monitoring apps. The only option that matches "develop this app" is Falcon Foundry .

HM #26
Which field is compliant with CrowdStrike Parsing Standard (CPS)?

e A #event.dataset
¢ B. #event.trigger
e C. Parser.name
e D. Parser.type

EfE: A
fEEL:

The correct answer is B. #event.dataset .

CrowdStrike's CPS documentation explicitly lists #event.dataset as one of the CPS-compliant parser tags.
The CPS migration documentation also repeats that CPS-compliant parsers use tags for fields including #ecs.
version , #event.dataset , and #event.kind .

Why the other options are incorrect:

Parser.type and Parser.name are not listed as CPS-compliant tags in the CPS standard.

#event.trigger is also not listed among the CPS-compliant fields/tags.

Therefore, the only CPS-compliant option given is #event.dataset .
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