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Amazon AWS Certified Security - Specialty Sample Questions (Q221-Q226):
NEW QUESTION # 221 
A company uses AWS Organizations to manage a small number of AWS accounts. However, the company plans to add 1 000
more accounts soon. The company allows only a centralized security team to create IAM roles for all AWS accounts and teams.
Application teams submit requests for IAM roles to the security team.
The security team has a backlog of IAM role requests and cannot review and provision the IAM roles quickly.
The security team must create a process that will allow application teams to provision their own IAM roles.
The process must also limit the scope of IAM roles and prevent privilege escalation.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create an SCP and a permissions boundary for IAM roles. Add the SCP to the root OU so that only roles that have the
permissions boundary attached can create any new IAM roles.
B. Put each AWS account in its own OU. Add an SCP to each OU to grant access to only the AWS services that the teams
plan to use. Include conditions tn the AWS account of each team.
C. Create an IAM group for each application team. Associate policies with each IAM group. Provision IAM users for each
application team member. Add the new IAM users to the appropriate IAM group by using role-based access control
(RBAC).
D. Delegate application team leads to provision IAM rotes for each team. Conduct a quarterly review of the IAM rotes the
team leads have provisioned. Ensure that the application team leads have the appropriate training to review IAM roles.

Answer: A

Explanation:
Explanation
To create a process that will allow application teams to provision their own IAM roles, while limiting the scope of IAM roles and
preventing privilege escalation, the following steps are required:
Create a service control policy (SCP) that defines the maximum permissions that can be granted to any IAM role in the organization.
An SCP is a type of policy that you can use with AWS Organizations to manage permissions for all accounts in your organization.
SCPs restrict permissions for entities in member accounts, including each AWS account root user, IAM users, and roles. For more
information, see Service control policies overview.
Create a permissions boundary for IAM roles that matches the SCP. A permissions boundary is an advanced feature for using a
managed policy to set the maximum permissions that an identity-based policy can grant to an IAM entity. A permissions boundary
allows an entity to perform only the actions that are allowed by both its identity-based policies and its permissions boundaries. For
more information, see Permissions boundaries for IAM entities.
Add the SCP to the root organizational unit (OU) so that it applies to all accounts in the organization.
This will ensure that no IAM role can exceed the permissions defined by the SCP, regardless of how it is created or modified.
Instruct the application teams to attach the permissions boundary to any IAM role they create. This will prevent them from creating
IAM roles that can escalate their own privileges or access resources they are not authorized to access.
This solution will meet the requirements with the least operational overhead, as it leverages AWS Organizations and IAM features to
delegate and limit IAM role creation without requiring manual reviews or approvals.
The other options are incorrect because they either do not allow application teams to provision their own IAM roles (A), do not limit
the scope of IAM roles or prevent privilege escalation (B), or do not take advantage of managed services whenever possible .
Verified References:
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

NEW QUESTION # 222 
A company's Security Engineer is copying all application logs to centralized Amazon S3 buckets. Currently, each of the company's
applications is in its own IAM account, and logs are pushed into S3 buckets associated with each account. The Engineer will deploy
an IAM Lambda function into each account that copies the relevant log files to the centralized S3 bucket.
The Security Engineer is unable to access the log files in the centralized S3 bucket. The Engineer's IAM user policy from the
centralized account looks like this:



The centralized S3 bucket policy looks like this:

Why is the Security Engineer unable to access the log files?

A. The s3:PutObject and s3:PutObjectAcl permissions should be applied at the S3 bucket level
B. The object ACLs are not being updated to allow the users within the centralized account to access the objects
C. The S3 bucket policy does not explicitly allow the Security Engineer access to the objects in the bucket.
D. The Security Engineers IAM policy does not grant permissions to read objects in the S3 bucket

Answer: D

NEW QUESTION # 223 
A company has two VPCs in the same AWS Region and in the same AWS account Each VPC uses a CIDR block that does not
overlap with the CIDR block of the other VPC One VPC contains AWS Lambda functions that run inside a subnet that accesses
the internet through a NAT gateway. The Lambda functions require access to a publicly accessible Amazon Aurora MySQL
database that is running in the other VPC A security engineer determines that the Aurora database uses a security group rule that
allows connections from the NAT gateway IP address that the Lambda functions use. The company's security policy states that no
database should be publicly accessible.
What is the MOST secure way that the security engineer can provide the Lambda functions with access to the Aurora database?

A. Move the Lambda functions into a public subnet in their VPC Move the Aurora database into a private subnet in its VPC
Configure the Lambda functions to use the Aurora database's new private IP address to access the database Configure the
Aurora database to allow access from the public IP addresses of the Lambda functions
B. Establish an AWS Direct Connect interface between the VPCs Configure the Lambda functions to use a new route table
that accesses the Aurora database through the Direct Connect interface Configure the Aurora database's security group to
allow access from the Direct Connect interface IP address
C. Establish a VPC endpoint between the two VPCs in the Aurora database's VPC configure a service VPC endpoint for
Amazon RDS In the Lambda functions' VPC.
configure an interface VPC endpoint that uses the service endpoint in the Aurora database's VPC Configure the service
endpoint to allow connections from the Lambda functions.
D. Move the Aurora database into a private subnet that has no internet access routes in the database's current VPC
Configure the Lambda functions to use the Aurora database's new private IP address to access the database Configure the
Aurora databases security group to allow access from the private IP addresses of the Lambda functions



Answer: C

Explanation:
This option involves creating a VPC Endpoint between the two VPCs that allows private communication between them without
going through the internet or exposing any public IP addresses. In this option, a VPC endpoint for Amazon RDS will be established,
and an interface VPC endpoint will be created that points to the service endpoint in the Aurora database's VPC. This way, the
Lambda functions can use the private IP address of the Aurora database to access it through the VPC endpoint without exposing
any public IP addresses or allowing public internet access to the database.

NEW QUESTION # 224 
A company deploys a set of standard IAM roles in AWS accounts. The IAM roles are based on job functions within the company.
To balance operational efficiency and security, a security engineer implemented AWS Organizations SCPs to restrict access to
critical security services in all company accounts.
All of the company's accounts and OUs within AWS Organizations have a default FullAWSAccess SCP that is attached. The
security engineer needs to ensure that no one can disable Amazon GuardDuty and AWS Security Hub. The security engineer also
must not override other permissions that are granted by IAM policies that are defined in the accounts.
Which SCP should the security engineer attach to the root of the organization to meet these requirements?

A. 

B. 



C. 

D. 

Answer: A

NEW QUESTION # 225 
A company has an encrypted Amazon Aurora DB cluster in the us-east-1 Region. The DB cluster is encrypted with an AWS Key
Management Service (AWS KMS) customer managed key. To meet compliance requirements, the company needs to copy a DB
snapshot to the us-west-1 Region. However, when the company tries to copy the snapshot to us-west-1 the company cannot access
the key that was used to encrypt the original database.
What should the company do to set up the snapshot in us-west-1 with proper encryption?

A. Create an IAM policy that allows access to the customer managed key in us-east-1. Specify am aws kms us-west-1 " as
the principal.
B. Use AWS Secrets Manager to store the customer managed key in us-west-1 as a secret Use this secret to encrypt the
snapshot in us-west-1.
C. Create an IAM policy that allows access to the customer managed key in us-east-1. Specify arn aws rds us-west-1. * as
the principal.
D. Create a new customer managed key in us-west-1. Use this new key to encrypt the snapshot in us-west-1.

Answer: D

Explanation:
"If you copy an encrypted snapshot across Regions, you must specify a KMS key valid in the destination AWS Region. It can be a
Region-specific KMS key, or a multi-Region key." https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-
copy-snapshot.html#aurora-copy-snapshot.Encryption



NEW QUESTION # 226
......
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