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CompTIA Linux+ Certification Exam Sample Questions (Q56-Q61):
NEW QUESTION # 56 
Which of the following utilities supports the automation of security compliance and vulnerability management?

A. SELinux
B. Nmap
C. OpenSCAP
D. AIDE

Answer: C

Explanation:
OpenSCAP is a framework that automates security compliance checking and vulnerability management by using standardized
security content (SCAP). It helps administrators enforce policies and detect vulnerabilities.
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A Linux server is not starting up because files in the /boot/partition are corrupt. After the initial GRUB screen, the following message
is displayed:
Probing EDD (edd=off to disable)... ok
uncompression error
--system halted
Which of the following steps should the Linux administrator take to recover the system without destroying the existing installation?
(Choose two.)

A. Replace the hard drive.
B. Start up in single-user mode.
C. Increase the amount of swap memory.
D. Start up the system using rescue boot media.
E. Reinstall the kernel packages.
F. Reinstall the OS.

Answer: D,E

Explanation:
Using rescue boot media lets you boot the machine, mount the existing partitions, and access the corrupted /boot files without
reinstalling the OS.
Reinstalling the kernel packages restores the missing or corrupt files in /boot (e.g., vmlinuz and initramfs), allowing GRUB to load
and uncompress the kernel properly.

NEW QUESTION # 58 
Which of the following best describes the role of initrd?

A. It contains basic kernel modules and drivers required to start the system.
B. It is required to connect to the system via SSH.
C. It is required to initialize a random device within a Linux system.
D. It contains trusted certificates and secret keys of the system.

Answer: A

Explanation:
initrd (initial ramdisk) provides essential kernel modules and drivers (e.g., for storage and filesystems) needed during the early boot
process before the root filesystem is mounted.

NEW QUESTION # 59 
Which of the following commands should a Linux administrator use to determine the version of a kernel module?

A. depmod bluetooth
B. lsmod bluetooth
C. modprobe bluetooth
D. modinfo bluetooth

Answer: D

Explanation:
The modinfo command displays detailed information about a kernel module, including its version, author, description, and
parameters.

NEW QUESTION # 60 
A Linux administrator receives reports about MySQL service availability issues. The administrator observes the following
information:
Which of the following explains why the server was offline?

A. The process was intentionally terminated by a privileged user.
B. The process exhausted server memory.



C. A network outage caused a service availability issue.
D. The process crashed because of a filesystem error.

Answer: B

Explanation:
The logs show mysqld invoked oom-killer, which is the Linux Out-Of-Memory (OOM) killer. This indicates MySQL consumed too
much memory, forcing the kernel to terminate it to protect the system, which caused the service outage.

NEW QUESTION # 61
......
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