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Class selector values (3)

. ; Typical
DSCP Binary | Hex | Decimal application Examples
CcS0
(Default) o000 Ox00 |0
cs1 001 |ox08 |8 Scavenger | fouTube. Gaming
cs2 010 Ox10 |16 OAM SNMP, S5H, Syslog
Ccs3 011 0x18 | 24 Signaling SCCP, SIP, H.323
CS4 100 0x20 |32 Realtime TelePresence
css 101 |0x28 |40 Broadcas! Cisco IPVS
video
MNetwork EIGRP, OSPF,
e He  |[eiAe control HSRP, IKE
C57 111 0x38 | 56
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R RE #522

Executives at an organization email sensitive financial information to external business partners when negotiating valuable contracts.
To ensure the legal validity of these messages, the cybersecurity team recommends a digital signature be added to emmils sent by the
executives. Which of the following are the primary goals of this recommendation? (Select two).

¢ A. Non-repudiation
¢ B. Confidentiality
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C. Anonymity
D. Integrity

E. Authorization
F. Privacy

E&: AD

i RE R -

Digital signatures ensure the integrity and non-repudiation of emails. Integrity ensures that the message has not been altered in transit,
as the digital signature would be invalidated if the content were tampered with.

Non-repudiation ensures that the sender cannot deny having sent the email, as the digital signature is unique to their identity. These
principles are crucial for legal validity, as recommended by CompTIA Security+ standards. Confidentiality (A) and privacy (C)
relate to encryption, while authorization (F) and anonymity (D) are unrelated to the primary purpose of digital signatures in this
context.

i RE #523
Numerous emails were sent to a company's customer distribution list. The custormers reported that the emails contained a suspicious
link. The company's SOC determined the links were malicious. Which of the following is the best way to decrease these emails?

A. SMTP
B. DMARC
C. DKIM
D. SPF

ZX: B

fR AR A«

DMARC (Domain-based Message Authentication, Reporting, and Conformance) helps organizations prevent email spoofing and
phishing by enforcing policies based on SPF and DKIM.

Option B (DKIM - DomamnKeys Identified Mail) verifies message integrity but does not enforce policies.

Option C (SPF - Sender Policy Framework) prevents spoofing but is not as comprehensive as DMARC.

Option D (SMTP - Simple Mail Transfer Protocol) is just an email delivery protocol, not a security control.

Thus, A (DMARC) is the correct answer, as it combines SPF and DKIM to prevent spoofing and phishing attacks.

P RE #524
The analyst reviews the following endpoint log entry:

Which of'the following has occurred?

A. New account introduced
B. Privilege escalation

C. Registry change

D. Rename computer

BEER: A

fE R A«

The endpoint log entry shows that a new account named "admin' has been created on a Windows system with a local group
membership of "Administrators". This indicates that a new account has been introduced on the system with administrative privileges.
This could be a sign of malicious activity, such as privilege escalation or backdoor creation, by an attacker who has compromised
the system

F 8 #525

A security analyst has prepared a vulnerability scan that contains all of the company's functional subnets.

During the initial scan, users reported that network printers began to print pages that contained unreadable text and icons.
‘Which of the following should the analyst do to ensure this behavior does not oocur during subsequent vulnerability scans?

e A Increase the threshold length of the scan timeout.
e B. Ignore embedded web server ports.



e C. Performnon-credentialed scans.
e D. Create a tailored scan for the printer subnet.

ZX: D

fE AR A«

The best way to prevent network printers from printing pages during a vulnerability scan is to create a tailored scan for the printer
subnet that excludes the ports and services that trigger the printing behavior. The other options are not effective for this purpose:
performing non-credentialed scans may not reduce the impact on the printers; ignoring embedded web server ports may not cover
all the possible ports that cause printing; increasing the threshold length of the scan timeout may not prevent the printing from
occurring,

References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Editionl, one of the objectives for the examiis
to "use appropriate tools and methods to manage, prioritize and respond to attacks and vulnerabilities". The book also covers the
usage and syntax of vulnerability scanning tools, such as Nessus, Nmap, and Qualys, in chapter 4. Specifically, it explains the
meaning and finction of each component in vulnerability scanning, such as credentialed vs. non-credentialed scans, port scanning,
and scan schedulingl, pages 149-160. It also discusses the common issues and challenges of vulnerability scanning, such as network
disruptions, false positives, and scan scopel, pages 161-162. Therefore, this is a reliable source to verify the answer to the question.

R #526

A security analyst observed the following activity from a privileged account:
. Accessing emails and sensitive information

. Audit logs being modified

. Abnormal log-in times

Which of the following best describes the observed activity?

e A. Unauthorized privileges

e B. Irregular peer-to-peer communication
e (. Insider attack

¢ D. Rogue devices on the network

ER: C

fE B«

The observed activity froma privileged account indicates an insider attack, which is when a trusted user or employee misuses their
access rights to compromise the security of the organization. Accessing emails and sensitive information, modifying audit logs, and
logging in at abnormal times are all signs of malicious behavior by a privileged user who may be trying to steal, tamper, or destroy
data, or cover their tracks. An insider attack can cause significant damage to the organization's reputation, operations, and
compliance12.

References: The Privileged Identity Playbook Guides Management of Privileged User Accounts, How to Track Privileged Users'
Activities in Active Directory
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