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wide range of topics, including risk management, access control, cryptography, and network security.
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participation in the ISSA-certified training course, obtaining CEUs from any other Information Systems Security Association (ISSA)
member, obtaining certification credits for passing the exam, or through participating in many other online sites.
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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q494-Q499):
NEW QUESTION # 494 
The best technique to authenticate to a system is to:

A. Ensure the person is authenticated by something he knows and something he has.
B. Establish biometric access through a secured server or Web site.
C. Allow access only through user ID and password.
D. Maintain correct and accurate ACLs (access control lists) to allow access to applications.

Answer: A

Explanation:
Something you know and something you have is two authentication factors and is
better than a single authentication factor. Strong Authentication or Two Factor Authentication is
widely accepted as the best practice for authentication.
There are three type of authentication factors:
Type 1 - Something you know (password, pin)
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Type 2 - Something you have (token, smart card, magnetic card)
Type 3 - Something you are (biometics)
Whenever two of the three types of factors are used together, this is called strong authentication
or two factors authentication
The following answers are incorrect:
Establish biometric access through a secured server or Web site:
This is a single factor authentication and it could be weaker than two factors, in most cases it is .
Biometric devices can be tricked or circumvented in some cases, this is why they MUST be
supplemented with a second factor of authentication. Multiple attacks have been done on different
types of biometric devices. Two factors is always the best to authenticate a user.
Maintain correct and accurate ACLs (access control lists) to allow access to applications:
ACL are attached to objects. They are used within the access control matrix to define what level of
access each of the subjects have on the object. It is a column within the Access Control matrix.
This is related to authorization and not authentication.
Allow access only through user ID and password:
This is once again a single factor of authentication because both are something the person knows.

NEW QUESTION # 495 
What is the primary reason why some sites choose not to implement Trivial File Transfer
Protocol (TFTP)?

A. It is too complex to manage user access restrictions under TFTP
B. Due to the inherent security risks
C. It cannot support the Lightwight Directory Access Protocol (LDAP)
D. It does not offer high level encryption like FTP

Answer: B

Explanation:
Some sites choose not to implement Trivial File Transfer Protocol (TFTP) due to the inherent security risks. TFTP is a UDP-based
file transfer program that provides no security. There is no user authentication.
Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the
Ten Domains of Computer Security, 2001, John Wiley & Sons, Page 88.

NEW QUESTION # 496 
Which of the following is the BEST reason to review audit logs periodically?

A. Meet compliance regulations
B. Verify they are operating properly
C. Identify anomalies in use patterns
D. Monitor employee productivity

Answer: C

Explanation:
The best reason to review audit logs periodically is to identify anomalies in use patterns that may indicate unauthorized or malicious
activities, such as intrusion attempts, data breaches, policy violations, or system errors. Audit logs record the events and actions that
occur on a system or network, and can provide valuable information for security analysis, investigation, and response.

NEW QUESTION # 497 
Which of the following is NOT a proper media control?

A. All data storage media should be accurately marked.
B. A proper storage environment should be provided for the media.
C. The data media should be logged to provide a physical inventory control.
D. The media that is reused in a sensitive environment does not need sanitization.

Answer: D



Explanation:
The correct answer is "The media that is reused in a sensitive environment does not need sanitization". Sanitization is the process of
removing information from used data media to prevent data remanence. Different media require different types of sanitation. All the
others are examples of proper media controls.

NEW QUESTION # 498 
Which Orange Book security rating requires that formal techniques are used to prove the equivalence between the TCB
specifications and the security policy model?

A. A2
B. A1
C. B3
D. B2

Answer: B

Explanation:
Reference: Pg 226 Shon Harris: All-in-One CISSP Certification

NEW QUESTION # 499
......
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