Actual CISA Tests - CISA Reliable Exam Simulator

packt

CISA - Certified
Information Systems

Auditor Sfudy GUIde

D EDITION

Achieve CISA certification with practical examples and
over 850 exam-oriented practice questions

HEMANG DOSHI

FREE ONLINE CONTENT
FLASHCARDS PRACTICE QUESTIONS EXAM TIPS

2026 Latest PDF4Test CISA PDF Dumps and CISA Exam Engine Free Share: https:/drive.google.com/open?
id=1VOK7URCcJOfgRZIUSKkZY 6xEb7s5TtvH1C

ISACA CISA study guide offer you free demo to have a try before buying, so that you can have a better understanding of what you
are going to buy. Free update for one year is also available, and in this way, you can get the latest information for the exam during
your preparation. The update version for Certified Information Systens Auditor CISA Exam Dumps will be sent to your email
address automatically.

With the development of economic globalization, your competitors have expanded to a global scale. Obtaining an international CISA
certification should be your basic configuration. What I want to tell you is that for CISA Preparation materials, this is a very simple
matter. And as we can claim that as long as you study with our CISA leaming guide for 20 to 30 hours, then you will pass the exam
as easy as pie.

>> Actual CISA Tests <<

CISA Reliable Exam Simulator & CISA Latest Braindumps Pdf

A calmjudgment is worth more than a thousand hasty discussions. I know that when you choose which ourCISA exam materials to
buy, it will be very tangled up. This is a responsible performance for you. But you can't casually make a choice because of tangle.
And our CISA Study Materials won't let you regret. You can just free download the demos of the CISA practice guide to have a
check our quality.

ISACA Certified Information Systems Auditor Sample Questions (Q1102-
Q1107):


https://drive.google.com/open?id=1VOK7URcJOfgRZIU5kZY6xEb7s5TtvH1C
https://www.torrentvce.com/CISA-valid-vce-collection.html
https://www.prepawayexam.com/ISACA/braindumps.CISA.ete.file.html
https://www.pdf4test.com/CISA-dump-torrent.html
https://www.examdiscuss.com/ISACA/exam/CISA/questions/

NEW QUESTION # 1102
A company requires that all program change requests (PCRs) be approved and all modifications be automatically logged. Which of
the following IS audit procedures will BEST determine whether unauthorized changes have been made to production progranms?

¢ A. Use source code comparison software to determine whether any changes have been made to a sample of programs since
the last audit date

¢ B. Review a sample of PCRs for proper approval throughout the program change process

e C. Trace a sample of program change from the log to completed PCR forms

e D. Trace a sample of complete PCR forms to the log of all program changes

Answer: A

Explanation:

The best way to determine whether unauthorized changes have been made to production prograns is to use source code
comparison software to compare the current version of the programs with the previous version or the approved version. This will
identify any changes that have been made without proper authorization or documentation. Tracing PCRs to logs or vice versa will
only verify that the authorized changes have been recorded, but not detect any unauthorized changes. References: Standards,
Guidelines, Tools and Techniques

- ISACA, section "IS Audit and Assurance Tools and Techniques"

NEW QUESTION # 1103
MOST critical security weakness of a packet level firewall is that it can be circumvented by:

A. mtercepting packets and viewing passwords sent in clear text
B. using a dictionary attack of encrypted passwords.

C. deciphering the signature information of the packets

D. changing the source address on incoming packets

Answer: C

NEW QUESTION # 1104
‘When planning an end-user computing (EUC) audit, it is MOST important for the IS auditor to:

A. evaluate the organization's EUC policy.

B. obtain an inventory of EUC applications.

C. determine EUC materiality and complexity thresholds.
D. evaluate EUC threats and vulnerabilities.

Answer: A

NEW QUESTION # 1105
Which of the following layer of an OSI model encapsulates packets into frames?

e A Transport Layer
e B. Network Layer
e C. Physical Layer

e D. Data Link Layer
Answer: D

Explanation:

Section: Information System Operations, Maintenance and Support

Explanation/Reference:

The data link layer provides error-free transfer of data frames from one node to another over the physical
layer, allowing layers above it to assume virtually error-free transmission over the link.

For your exam you should know below information about OSI model:

The Open Systems Interconnection model (OSI) is a conceptual model that characterizes and standardizes



the internal functions of a communication system by partitioning it into abstraction layers. The model is a
product of the Open Systers Interconnection project at the International Organization for Standardization
(ISO), maintained by the identification ISO/IEC 7498-1.

The model groups communication functions into seven logical layers. A layer serves the layer above it and
is served by the layer below it. For example, a layer that provides error-fiee communications across a
network provides the path needed by applications above it, while it calls the next lower layer to send and
receive packets that make up the contents of that path. Two instances at one layer are connected by a
horizontal.

OSI Model

PHYSICAL LAYER

The physical layer, the lowest layer of the OSI model, is concerned with the transmission and reception of
the unstructured raw bit stream over a physical medium. It describes the electrical/optical, mechanical, and
functional interfaces to the physical medium, and carries the signals for all of the higher layers. It provides:
Data encoding: modifies the simple digital signal pattern (1s and 0Os) used by the PC to better
accommodate the characteristics of the physical medium, and to aid in bit and frame synchronization. It
determines:

What signal state represents a binary 1

How the receiving station knows when a 'bit-time" starts

How the receiving station delimits a frame

DATA LINK LAYER

The data link layer provides error-free transfer of data frames from one node to another over the physical
layer, allowing layers above it to assume virtually error-free transmission over the link. To do this, the data
link layer provides:

Link establishment and termination: establishes and terminates the logical link between two nodes.

Frame traffic control: tells the transmitting node to "back-off" when no frame buffers are available.

Frame sequencing; transmits/receives frames sequentially.

Frame acknowledgment: provides/expects frame acknowledgments. Detects and recovers from errors that
occur in the physical layer by retransmitting non-acknowledged frames and handling duplicate frame
receipt.

Frame delimiting; creates and recognizes frame boundaries.

Frame error checking; checks received frames for integrity.

Media access management: determines when the node "has the right" to use the physical medium
NETWORK LAYER

The network layer controls the operation of the subnet, deciding which physical path the data should take
based on network conditions, priority of service, and other factors. It provides:

Routing: routes frames among networks.

Subnet traffic control: routers (network layer intermediate systems) can instruct a sending station to
"throttle back" its frame transmission when the router's buffer fills up.

Frame fragmentation: if it determines that a downstream router's maximum transmission unit (MTU) size is
less than the frame size, a router can fragment a frame for transmission and re-assembly at the destination
station.

Logical-physical address mapping; translates logical addresses, or names, into physical addresses.

Subnet usage accounting; has accounting functions to keep track of frames forwarded by subnet
ntermediate systens, to produce billing information.

Comnumications Subnet

The network layer software must build headers so that the network layer software residing in the subnet
termediate systenms can recognize them and use themto route data to the destination address.

This layer relieves the upper layers of the need to know anything about the data transmission and
mtermediate switching technologies used to connect systens. It establishes, maintains and terminates
connections across the intervening communications facility (one or several intermediate systems in the
communication subnet).

In the network layer and the layers below, peer protocols exist between a node and its immediate neighbor,
but the neighbor may be a node through which data is routed, not the destination station. The source and
destination stations may be separated by many intermediate systemnns.

TRANSPORT LAYER

The transport layer ensures that messages are delivered error-free, in sequence, and with no losses or
duplications. It relieves the higher layer protocols from any concern with the transfer of data between them
and their peers.

The size and complexity of a transport protocol depends on the type of service it can get from the network
layer. For a reliable network layer with virtual circuit capability, a minimal transport layer is required. If the
network layer is unreliable and/or only supports datagranis, the transport protocol should include extensive



error detection and recovery.

The transport layer provides:

Message segmentation: accepts a message from the (session) layer above tt, splits the message into
smaller units (if not already small enough), and passes the smaller units down to the network layer. The
transport layer at the destination station reassembles the message.

Message acknowledgment: provides reliable end-to-end message delivery with acknowledgments.
Message traffic control: tells the transmitting station to "back-off" when no message buffers are available.
Session multiplexing: multiplexes several message streans, or sessions onto one logical link and keeps
track of which messages belong to which sessions (see session layer).

Typically, the transport layer can accept relatively large messages, but there are strict message size limits
imposed by the network (or lower) layer. Consequently, the transport layer must break up the messages
into smaller units, or frames, pretending a header to each frame.

The transport layer header information must then include control information, such as message start and
message end flags, to enable the transport layer on the other end to recognize message boundaries. In
addition, if the lower layers do not maintain sequence, the transport header must contain sequence
mformation to enable the transport layer on the receiving end to get the pieces back together in the right
order before handing the received message up to the layer above.

End-to-end layers

Unlike the lower "subnet" layers whose protocol is between immediately adjacent nodes, the transport layer
and the layers above are true "source to destination" or end-to-end layers, and are not concerned with the
details of the underlying communications facility. Transport layer software (and software above it) on the
source station carries on a conversation with similar software on the destination station by using message
headers and control messages.

SESSION LAYER

The session layer allows session establishment between processes running on different stations. It
provides:

Session establishment, maintenance and termination: allows two application processes on different
machines to establish, use and terminate a connection, called a session.

Session support: perfornms the functions that allow these processes to communicate over the network,
performing security, name recognition, logging, and so on.

PRESENTATION LAYER

The presentation layer formats the data to be presented to the application layer. It can be viewed as the
translator for the network. This layer may translate data from a format used by the application layer into a
common format at the sending station, then translate the common format to a format known to the
application layer at the receiving station.

The presentation layer provides:

Character code translation: for example, ASCII to EBCDIC.

Data conversion: bit order, CR-CR/LF, integer-floating point, and so on.

Data compression: reduces the number of bits that need to be transmitted on the network.

Data encryption: encrypt data for security purposes. For example, password encryption.
APPLICATION LAYER

The application layer serves as the window for users and application processes to access network
services. This layer contains a variety of commonly needed functions:

Resource sharing and device redirection

Renote file access

Remote printer access

Inter-process communication

Network management

Directory services

Electronic messaging (such as mail)

Network virtual terminals

The following were incorrect answers:

Transport layer - The transport layer ensures that messages are delivered error-free, in sequence, and with
no losses or duplications. It relieves the higher layer protocols from any concern with the transfer of data
between them and their peers.

Network layer - The network layer controls the operation of the subnet, deciding which physical path the
data should take based on network conditions, priority of service, and other factors.

Physical Layer - The physical layer, the lowest layer of the OSI model, is concerned with the transmission
and reception of the unstructured raw bit stream over a physical medium It describes the electrical/optical,
mechanical, and functional interfaces to the physical medium, and carries the signals for all of the higher
layers.



The following reference(s) were/was used to create this question:
CISA review manual 2014 Page number 260

NEW QUESTION # 1106
The BEST way to evaluate the effectiveness of a newly developed application is to:

A. review acceptance testing results.

B. performa secure code review.

C. analyze load testing results.

D. performa post-implementation review-

Answer: A

Explanation:

Explanation

The best way to evaluate the effectiveness of a newly developed application is to review acceptance testing results. Acceptance
testing is a process of verifying that the application meets the specified requirements and expectations of the users and stakeholders.
Acceptance testing results can provide evidence of the functionality, usability, reliability, performance, security and quality of the
application. Performing a post-implementation review, analyzing load testing results, and performing a secure code review are also
important activities for evaluating an application, but they are not as comprehensive or conclusive as acceptance testing results.
References: Info Technology & Systems Resources | COBIT, Risk, Governance ... - ISACA, IT Governance and Process Maturity
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