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o User Admmistration: This section of the exam measures the skills of SAP Administrators and covers user
=x 1 admunistration tasks within SAP systens. It includes managing user accounts, roles, and profiles efficiently.
A critical skill evaluated is maintaining accurate user records to support security and compliance efforts.

¢ Governance, Compliance, and Cybersecurity: This section of the exam measures the skills of compliance

officers and covers the principles of governance, compliance, and cybersecurity of SAP systers. It
FH 2 includes understanding regulatory requirements and best practices for maintaining security. A critical skill
evaluated is ensuring organizational compliance with relevant laws and policies.

¢ Infrastructure Security and Authentication: This section of the exam measures the skills of SAP IT

Professionals and covers infrastructure security measures and authentication methods used in SAP
M3 environments. It emphasizes protecting systems from unauthorized access and ensuring secure user
authentication.

e SAP Fiori Authorizations and SAP S

¢ 4HANA: This section of the exam measures the skills of SAP Developers and covers authorization

=X 4 management specific to SAP Fiori applications within SAP S

e 4HANA. It enphasizes configuring authorizations for Fiori apps to ensure appropriate access levels. A key
skill assessed is understanding Fiori authorization concepts to enhance user experience.

%| Al SAP Certified Associate C_SEC_2405 F 2 M EZE Al (Q58-Q63):

EHE #58
Which of the following user types are excluded from some general password-related rules, such as password validity or initial
password? Note: There are 2 correct answers to this question.

A. System
B. Service
C. Communication
D. Dialog

: AB

od
m

HE#59
Which cryptographic libraries are provided by SAP? Note: There are 2correct answers to this question.

A. SAPCRYPTOLIB
B. CommonCryptoLib
C. SecLib
D. Cryptlib

Y. AC

HE.

SAP provides cryptographic libraries to ensure secure communication and data protection in its systemms:

* SecLib (B):This library is part of SAP's security infrastructure and is used for various cryptographic operations.

* SAPCRYPTOLIB (C):SAPCRYPTOLIB is a critical component for enabling Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) encryption in SAP systers.

SAP Security References:

* SAP Note on Cryptographic Libraries (SAPCRYPTOLIB)

* SAP Help Portal: Cryptographic Infrastructure

EE #60
Which levels of security protection are provided by Secure Network Communication (SNC)? Note: There are
3 correct answers to this question.



A. Integrity
B. Privacy

C. Authentication
D. Authorization
E. Availability

®g. ABC

Y.

Secure Network Communication (SNC) in SAP systems provides three key levels of security protection:

Authentication, Privacy, and Integrity. Authentication ensures that the communicating parties, such as users or systens, are verified
as legitimate, preventing unauthorized access. Privacy protects data during transmission by encrypting it, safeguarding sensitive
information from interception or eavesdropping,

Integrity ensures that data is not altered or tampered with during transmission, guaranteeing that the received data matches the sent
data. These protections are critical for secure communication in SAP environments, particularly for external interfaces or remote
connections. Availability, while important, is not a direct finction of SNC, as it relates to system uptime rather than communication
security. Authorization, which controls access rights, is managed by SAP's authorization framework, not SNC. By implementing
SNC, SAP systens achieve a robust security posture for network communications, ensuring trust and data protection across
distributed landscapes.

EE #61
If you want to evaluate catalog menu entries and authorization default values of IWSG and IWSV applications, which SUIM reports
would you use? Note: There are 2 correct answers to this question.

A. By Authorization Object

B. By Transaction Assignment in Menu
C. Search Startable Applications in Roles
D. Search Applications in Roles

: AC

MH.

To evaluate catalog menu entries and authorization default values for IWSG (SAP Gateway Service Groups Metadata) and IWSV
(SAP Gateway Business Suite Enablement-Service) applications, the SUIM (System User Information System) reports "Search
Startable Applications in Roles" and "By Authorization Object" are used. The "Search Startable Applications in Roles" report
identifies roles that include startable applications, such as IWSG and IWSV, by analyzing menu entries in PFCG roles, providing
insight into which applications users can access. The "By Authorization Object" report allows administrators to review authorization
objects, including those associated with IWSG and IWSV, and their default values, ensuring that the correct permissions are
assigned. These reports are critical for auditing and maintaining secure access to SAP Fiori and Gateway applications. The "Search
Applications in Roles" report is less specific, and "By Transaction Assignment in Menu'" focuses on transaction codes, not
IWSG/IWSYV applications, making them unsuitable for this purpose. These tools enhance transparency and control over application
access in SAP systens.
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EZ #62
In S/AHANA on-premise, which of the following combinations is required to grant a business user access to data froma Core Data
Services (CDS) view using the standard ABAP authorization concept and authorization object S RS AUTH?
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