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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

C . Correct Answer: ISO/IEC 27001 Clause 6.2 (Information Security Objectives and Planning A . Incorrect: While objectives can
be revised, they must be initially established based on risk assessment findings.

B.. Incorrect: Objectives should be set after risk assessment, but security objectives are not dependent on full implementation.
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Answer: A,CEG

Explanation:

According to ISO 27001:2022 clause 4.1, the organisation shall determine external and internal issues that are relevant to its
purpose and that affect its ability to achieve the intended outcome(s) of its information security management system (ISMS)12
External issues are factors outside the organisation that it cannot control, but can influence or adapt to. They include political,
economic, social, technological, legal, and environmental factors that may affect the organisation's information security objectives,
risks, and opportunities12 Internal issues are factors within the organisation that it can control or change. They include the
organisation' s structure, culture, values, policies, objectives, strategies, capabilities, resources, processes, activities, relationships,
and performance that may affect the organisation's information security management systeml2 Therefore, the following issues are
considered "mternal' in the context of a management systemto ISO 27001:

2022:

* Poor levels of staff competence as a result of cuts in training expenditure: This is an internal issue because it relates to the
organisation's capability, resource, and process of developing and mantaining the competence of'its personnel involved in the ISMS.
The organisation can control or change its training expenditure and its impact on staff competence12

* Poor morale as a result of staff holidays being reduced: This is an internal issue because it relates to the organisation's culture,
value, and relationship with its employees. The organisation can control or change its staff holiday policy and its impact on staff



morale12

* Increased absenteeism as a result of poor management: This is an internal issue because it relates to the organisation's
performance, structure, and accountability of its management. The organisation can control or change its management practices and
its impact on staff absenteeisml2

* A fall in productivity linked to outdated production equipment: This is an internal issue because it relates to the organisation's
capability, resource, and process of ensuring the availability and suitability of its production equipment. The organisation can control
or change its equipment maintenance and upgrade and its impact on productivityl2 The following issues are considered 'external' in
the context of a management system to ISO 27001:22022:

* Higher labour costs as a result of an aging population: This is an external issue because it relates to the social and demographic
factor that affects the availability and cost of labour in the market. The organisation cannot control or change the aging population,
but can influence or adapt to its impact on labour costs12

* Arise in interest rates in response to high inflation: This is an external issue because it relates to the economic and monetary factor
that affects the cost and availability of capital in the market. The organisation cannot control or change the interest rates or inflation,
but can influence or adapt to its impact on capital costs12

* A reduction in grants as a result of a change in government policy: This is an external issue because it relates to the political and
legal factor that affects the availability and conditions of public funding for the organisation. The organisation cannot control or
change the government policy, but can influence or adapt to its impact on grants12

* Inability to source raw materials due to government sanctions: This is an external issue because it relates to the political and legal
factor that affects the availability and cost of raw materials in the market. The organisation cannot control or change the government
sanctions, but can influence or adapt to its impact on raw materials12 References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Tramning 1
2:ISO/IEC 27001 Lead Auditor Traming Course by PECB 2
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Answer: B

Explanation:

By using illegal versions of software, NightCore ignored the control about intellectual property rights under Annex A.8.1.1 of
ISO/IEC 27001, which requires the protection of organizational records to include intellectual property and personal information
held in the form of data or software.
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Answer: A

Explanation:

The mail sent by the CEO giving his views on the status of the company and the company's future strategy and the CEO's vision and
the employee's part in it should be classified as internal mail. Internal mail is a type of classification that indicates that the information
is intended for internal use only, and should not be disclosed to external parties without authorization. The mail sent by the CEO
contains information that is relevant and important for the employees of the company, but may not be suitable for public disclosure,
as it may contain sensitive or confidential information about the company's performance, goals, or plans. Reference: : CQI & IRCA
ISO 27001:2022 Lead Auditor Course Handbook, page 34. : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook,
page 37. : [ISO/IEC 27001 LEAD AUDITOR - PECB], page 14.
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Answer: C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

* A. Correct Answer:

* ISO/IEC 27001:2022 Clause 10.1 (Improvement) requires organizations to submit action plans to address audit findings.
* Clastus must document an action plan before corrective actions can be evaluated or followed up.
* B. Incorrect:

* Corrective actions can only be evaluated after action plans are submitted and implemented.

* C. Incorrect:

* Follow-up occurs after corrective actions have been executed and verified.

Relevant Standard Reference:

* ISO/IEC 27001:2022 Clause 10.1 (Corrective Action Planning and Implementation)
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