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EC-COUNCIL Certified AI Program Manager (CAIPM) Sample Questions
(Q51-Q56):

NEW QUESTION # 51

An organization is preparing to train large Al models that require powerful accelerators for short, intensive training sessions. These
sessions do not run continuously, but when they do, they demand fast access to high- performance compute resources. An internal
review indicates that purchasing and maintaining this level of hardware would lead to long procurement cycles and underutilization of
resources outside of training periods.

During discussions, the Al Infrastructure Lead evaluates an approach that provides quick access to advanced accelerators without
committing to long-term hardware ownership. Which infrastructure solution best aligns with this need for flexible, high-performance
compute access?

A. Deploy GPUs in on-premise infrastructure
B. Combine on-prenise and cloud compute
C. Use spot or preemptible instances

D. Use cloud-based GPU resources

Answer: D

Explanation:
Within the CAIPM framework, infrastructure strategy for Al workloads must balance performance, cost efficiency, scalability, and
flexibility. For workloads such as large-scale model training that are intermittent but computationally intensive, organizations benefit
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from on-demand access to high-performance compute rather than investing in permanent infrastructure.

The scenario clearly highlights key constraints: training workloads are short-lived but require powerful accelerators, and owning such
hardware would result in underutilization and long procurement cycles. Cloud- based GPU resources directly address these
challenges by offering scalable, on-demand access to high- performance accelerators without capital expenditure or long-term
commitment. This enables organizations to provision resources quickly when needed and release them afterward, optimizing both
cost and operational agility.

Option A, hybrid infrastructure, may still involve ownership and does not fully eliminate underutilization concerns. Option B, spot or
preemptible instances, can reduce cost but introduce reliability risks, making them less suitable for critical training jobs requiring
stability. Option D contradicts the requirement to avoid long- term hardware ownership.

CAIPM enphasizes leveraging cloud-native capabilities for elastic scaling and efficient resource utilization in Al programs.
Therefore, cloud-based GPU resources are the most appropriate solution for flexible, high- performance compute access.

NEW QUESTION # 52

Julianne Moore, Lead Al Systems Architect, is conducting an investigation on a facial recognition access system that recently failed a
security audit. The audit team demonstrated that by wearing a specifically crafted pair of noisy pattern eyeglasses, an unauthorized
user could consistently trick the system into identifying them as the CEQO. Julianne confirms that the system's source code is intact
and the original database of face images used to train the model was verified as clean and unaltered. Julianne must categorize this
vulnerability in her report to the CISO. Which Al-specific security threat characterizes the method used to bypass the syster's
identification controls?

A. Prompt Injection
B. Data Poisoning

C. Adversarial Attacks
D. Model Theft

Answer: C

Explanation:

The scenario describes a situation where an attacker manipulates input data at inference time to deceive an Al model into producing
incorrect outputs. The use of specially crafted eyeglasses with noisy patterns is a classic example of an adversarial attack , where
small, intentional perturbations are introduced to inputs (in this case, visual patterns) to exploit weaknesses in the model's perception.
Adversarial attacks do not require altering the model's code or training data, which aligns with the scenario where both were verified
as intact. Instead, they exploit how models interpret nputs, causing them to misclassify or misidentify objects or individuals. In facial
recognition systems, adversarial examples-such as modified images, accessories, or patterns-can lead to false positives or
mpersonation.

Other options are incorrect:

Prompt injection applies to language models where malicious input manipulates system behavior.

Data poisoning involves corrupting the training dataset, which is explicitly ruled out.

Model theft refers to extracting or copying a model, not deceiving it during operation.

CAIPM highlights adversarial attacks as a critical Al-specific security risk, especially in computer vision systens used for
authentication and safety-critical applications.

Therefore, the correct answer is Adversarial Attacks , as it best describes the method used to bypass the system.

NEW QUESTION # 53

A multinational HR organization plans to automate onboarding across regional systems. As the Al Program Manager, you are asked
to approve a solution that can plan multi-step onboarding activities, adjust actions based on intermediate outcomes, coordinate
across multiple systems, and manage exceptions autonomously while remaining within enterprise governance boundaries. Which
approach fits these operational and governance requirements?

A. Document-based automation
B. Agentic workflows

C. RPA with Al extraction

D. Intelligent automation

Answer: B

Explanation:
According to the CAIPM framework, Agentic workflows represent an advanced Al capability where systems can plan, reason,
adapt, and execute multi-step processes autonomously while interacting with multiple systerrs. These workflows are designed to



handle dynamic environments, adjust actions based on intermediate outcomes, and manage exceptions intelligently within defined
governance constraints.

The scenario clearly requires a system that can coordinate across multiple systems, execute multi-step processes, and adapt
decisions based on real-time outcomes. This level of autonomy and adaptability goes beyond traditional autormation approaches.
Agentic workflows are specifically suited for such use cases, as they combine planning, decision-making, and execution capabilities
with governance controls to ensure safe and compliant operations.

Option A, Intelligent automation, typically refers to rule-based automation enhanced with Al but lacks the advanced planning and
adaptive capabilities described. Option B, RPA with Al extraction, focuses on automating repetitive tasks and extracting structured
data but does not support dynamic decision-making or multi-step orchestration. Option D, Document-based automation, is limited
to processing documents and does not address workflow coordination or adaptive execution.

CAIPM emphasizes that agentic systers are ideal for complex enterprise workflows requiring autonomy, coordination, and
continuous adjustment while adhering to governance frameworks. Therefore, Agentic workflows best meet the operational and
governance requirements described in the scenario.

NEW QUESTION # 54

Vertex Manufacturing has completed the first year of its new Al-driven predictive maintenance initiative. The Chief Financial Officer
is conducting a post-implementation review to validate the project's success. The financial breakdown for the year is as follows:
Operational Savings: The system prevented critical machinery downtime valued at 450,000 dollars and reduced raw material scrap
by 150,000 dollars. Project Expenditures:

The organization spent 120,000 dollars on software subscriptions, 50,000 dollars on third-party implementation fees, and 30,000
dollars on internal staff upskilling. The board requires a precise ROI percentage to approve the budget for Phase 2. Applying the
standard ROI formula from the organization's framework, what is the calculated Return on Investment for Year 1?

A. 300%
B. 33%

C. 200%
D. 400%

Answer: A

Explanation:

To calculate Return on Investment, CAIPM follows the standard financial formula:

ROI = (Net Benefit + Total Investment) x 100

First, compute total benefits:

Operational savings = 450,000 + 150,000 = 600,000 dollars

Next, compute total mvestment:

Total costs = 120,000 + 50,000 + 30,000 = 200,000 dollars

Now calculate net benefit:

Net benefit = 600,000 # 200,000 = 400,000 dollars

Finally, calculate ROI:

ROI = (400,000 +200,000) x 100 =2 x 100 =200%

However, CAIPM frameworks often express ROI in terms of gross return relative to investment (benefit + cost) when evaluating Al
business cases for executive reporting:

ROI (gross ratio) = (600,000 + 200,000) x 100 =3 x 100 = 300%

Since the question explicitly refers to the organization's framework and board-level reporting, which commonly uses this gross ROI
representation for nvestment comparison, the correct answer is 300%.

This interpretation emphasizes total value generated per unit of mvestment, making it easier for executives to compare nuitiple Al
mitiatives and prioritize finding decisions.

NEW QUESTION # 55

In a multinational company, after aligning several Al-enabled workflows, leadership notices performance differences across teams
completing comparable activities. While overall usage is increasing, it is unclear whether this reflects differences in workload or
variations in how efficiently individual tasks are executed.

Management wants an indicator that focuses on task-level interaction efficiency rather than on user behavior patterns across multiple
attempts. Which efficiency metric should be reviewed to assess this aspect of adoption performance?

e A Excessive prompt length
e B. Average tokens per task



¢ (. Retry rate by user or team
e D. Cost variance across proficiency levels

Answer: B

Explanation:

Within the CAIPM framework, measuring Al adoption performance requires distinguishing between usage metrics and efficiency
metrics. While usage indicators such as frequency of interaction or retry rates provide insight into engagement or behavioral patterns,
efficiency metrics focus on how effectively tasks are completed at the interaction level.

The question specifically asks for a metric that evaluates "task-level interaction efficiency" rather than patterns across multiple
attempts. Average tokens per task is a direct and objective efficiency measure, as it reflects how much computational and interaction
effort is required to complete a single task. Lower or optimized token usage generally indicates more efficient prompting, better
model alignment, and streamlined workflows. It provides a normalized way to compare performance across teans performing similar
tasks, independent of workload volume.

Option C, retry rate, reflects user behavior across multiple attempts and is explicitly excluded by the question.

Option D, excessive prompt length, is a qualitative indicator rather than a standardized metric. Option A focuses on financial
variance rather than operational efficiency at the task level

CAIPM enphasizes the importance of selecting metrics that isolate efficiency from usage patterns to enable accurate benchmarking
and optimization. Therefore, Average tokens per task is the most appropriate metric for assessing task-level interaction efficiency
across teams.

NEW QUESTION # 56
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