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Google Professional Chrome Enterprise Administrator Certification Exam
Sample Questions (Q16-Q21):

NEW QUESTION # 16

The security team has a request to approve two extensions with similar functionality. They only want to approve one extension for
use in the environment to avoid redundancy What is an objective measurement that the security team can use to help determine
which extension may be safer to use?

A. Chrome Manifest Version
B. Permission Count

C. 3rd Party Risk Score

D. Chrome Web Store Ratings

Answer: C
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Explanation:

A "3rd Party Risk Score" provides an objective assessment of the extension's security and privacy risks, often based on automated
analysis of its code, requested permissions, developer reputation, and other factors. This is a more data-driven approach to
evaluating safety compared to simply counting permissions (which doesn't account for the sensitivity of each permission), the
Manifest version (which indicates features but not necessarily safety), or Chrome Web Store ratings (whichare subjective and can be
manipulated).

NEW QUESTION # 17

A company is managing browsers in the Google Admin console Security has scanned extensions in the organization and has
determined that there are several extensions installed with ability to set proxy This violates company policy How would an
admmistrator block these extensions'?

A. Set policy in the Google Admin console to block all extensions from being installed on the browser
B. Set permission policy in the Google Admin console to block such extensions

C. Remotely connect to each device and delete the extension from the browser

D. Send an email to the users notifying them that they must uninstall the detected extensions

Answer: B

Explanation:

The Google Admin console allows administrators to control extension permissions. By configuring the

"Permissions and URL access" policy, the administrator can block extensions that request specific permissions, such as the ability to
set a proxy. This is a centralized and effective way toenforce the security policy. Remotely connecting to each device (option B) is
not scalable. Blocking all extensions (option C) might be too restrictive. Relying on users to uninstall (option D) is not enforceable.

NEW QUESTION # 18

An admmnistrator decides to shorten the default time that a browser may be inactive before automatic deletion from the Google
Admin console What policy must be selected for the Device Token Management policy to allow devices to re-enroll in the Google
Admin console?

A. Invalidate Token
B. Delete Token

C. Renew Token
D. Revoke Token

Answer: C

Explanation:

‘When managing inactive device tokens, the "Renew Token" option is crucial for allowing devices to re-enroll after a period of
mactivity. Ifthe token is revoked, invalidated, or deleted, the device will likely require a manual re-enroliment process. Renewing the
token provides a mechanism for the device to check back in and remain managed.

NEW QUESTION # 19
A company has Chrome browser settings applied via a ChromeOS user policy. The Chrome administrator needs to deploy a new
setting that will override the existing ChromeOS user setting if there is a conflict What should the administrator use?

A. Chrome component updates
B. Machine Cloud level policy
C. Enterprise Default policy

D. Chrome Flags

Answer: B

Explanation:

To override a ChromeOS user policy, the administrator should deploy a policy at the **Machine Cloud level**. Machine-level
policies have a higher precedence than user-level policies on ChromeOS devices.

"Enterprise Default" is a general policy level and might not override user settings. Chrome Flags are experimental features and not
intended for policy management. Chrome component updates manage specific browser components, not policy settings.



NEW QUESTION # 20

To reduce risk, an organization is required to maintain a minimum Chrome browser version. The organization allows updates but
finds that not all browsers are within one major version of the stable release.

‘Which policy option would help an admin enforce Chrome browser updates to the latest major stable version via autormatic
updates'?

A. Auto-update check period
B. Component updates

C. Relaunch notification

D. Rollback to target version

Answer: A

Explanation:

While not directly stating "enforce to the latest major stable version," the "Auto-update check period" policy, when configured
appropriately (shorter intervals), ensures that devices check for andapply updates more frequently. This increases the likelihood of
browsers reaching and staying closer to the latest stable version over time. "Rollback to target version" is for reverting updates,
"Component updates" manages specific browser components, and "Relaunch notification" prompts users to restart after an update.

NEW QUESTION # 21
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