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rEY 7 HE#E
o Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how,

WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
FEY 2 1 regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and mamntained throughout their
lifecycle, including training initiatives to ensure ongoing stakeholder awareness and compliance.
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¢ Vulnerabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
n identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as

bEY 72 eavesdropping and phishing. It includes penetration testing, log analysis, and using monitoring tools like
SIEM systens or WIPS

o WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.

¢ Security Lifecycle Management: This section of the exam assesses the performance of a Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing, It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like SIEM.
hEY 73 Candidates must also demonstrate effective change management, maintenance strategies, and the use of
audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks
such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.

¢ WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisis like WPA2, WPA3, 802.1X
e EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNSs. The section firther assesses knowledge of wireless monitoring systerns, understanding of AKM
hEv 74 processes, and the ability to set up wired security systens like VLANS, firewalls, and ACLs to support
wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,
configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating
practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to
weak security protocols.
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i #78
‘When monitoring APs within a LAN using a Wireless Network Management System (WNMS), what secure protocol may be used
by the WNMS to issue configuration changes to APs?

A. SNMPv3

B. IPSec/ESP
C. TFTP

D. 802.1X/EAP
E. PPTP

EfE: A
A -

A Wireless Network Management System (WNMS) often uses SNMP to manage APs. SNMPv3 is the secure version of SNMP
because it supports authentication, encryption, and message integrity. Unlike SNMPv1 and SNMPv2c, which transmit data
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(including community strings) in plaintext, SNMPV3 provides secure management communications.
References:

CWSP-208 Study Guide, Chapter 8 - Secure WLAN Management

CWNP CWSP-208 Objectives: "WLAN Management Security Protocols”

HE#79
What is the purpose of the Pairwise Transient Key (PTK) in I[EEE 802.11 Authentication and Key Management?

e A The PTK is used to encrypt the Pairwise Master Key (PMK) for distribution to the 802.1X Authenticator prior to the 4-
Way Handshake.

¢ B. The PTK is XOR'd with the PSK on the Authentication Server to create the AAA key.

e (. The PTK contains keys that are used to encrypt unicast data frames that traverse the wireless medium

¢ D. The PTK is a type of master key used as an input to the GMK, which is used for encrypting multicast data frames.

Ef#: C

R -

The Pairwise Transient Key (PTK) is derived during the 4-Way Handshake and is used to generate:
The EAPOL-Key Confirmation Key (KCK)

The EAPOL-Key Encryption Key (KEK)

The Temporal Key (TK), which encrypts unicast traffic

Incorrect:

A). The Group Master Key (GMK) is used to derive the GTK, not the PTK.

C). PTK is not XOR'd with the PSK-PTK is derived from PMK + other session parameters.
D). PMK is never encrypted or transmitted; it is pre-shared or derived and remains local.
References:

CWSP-208 Study Guide, Chapter 3 (PTK and 4- Way Handshake)

IEEE 802.11i-2004 Specification

B #80
Which one of the following is a valid reason to avoid the use of EAP-MDS in production WLANSs?

e A ltis not a valid EAP type.

e B. It does not support the outer identity.

e C. It does not support a RADIUS server.

¢ D. It does not support mutual authentication.

EfE: D

R :

EAP-MDS5:

Only authenticates the client.

Does not provide mutual authentication, making it vulnerable to man-in-the-middle attacks.
It also does not protect the user's identity or credentials in a secure tunnel.

Incorrect:

A). The outer identity concept is not relevant to EAP-MDS5 since it doesn't support tunneling,
B). EAP-MD)? is a valid EAP type, just insecure.

D). It can be used with a RADIUS server, but security is insufficient.

References:

CWSP-208 Study Guide, Chapter 4 (EAP Method Comparison)

CWNP EAP Implementation Considerations

HR #8l1

Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have recently
installed. These features are not built into the management system provided by the WLAN vendor. The existing WLAN is managed
through a centralized management console provided by the AP vendor with distributed APs and multiple WLAN controllers
configured through this console.



What kind of system should be installed to provide the required compliance reporting and forensics features?

e A. WIPS integrated

¢ B. WIPS overlay

e C. WNMS

¢ D. Cloud management platform

IEf#: B

fR e«

‘When compliance reporting and forensic analysis are required and the WLAN vendor's centralized management system does not
provide it, deploying a dedicated overlay WIPS is the most effective solution.

Overlay WIPS uses dedicated sensors independent of the WLAN's operational radios, offering detailed threat detection,
compliance logging, and reporting capabilities that often surpass native WLAN features.

References:

CWSP-208 Study Guide, Chapter 7 - Overlay vs Integrated WIPS

CWNP CWSP-208 Objectives: "Compliance Monitoring and Forensics"

H #82
You work as the security administrator for your organization. In relation to the WLAN, you are viewing a dashboard that shows
security threat, policy compliance and rogue threat charts. What type of system is in view?

A. Wireshark Protocol Analyzer

B. Wireless Intrusion Prevention System
C. Wireless VPN Management Systems
D. Distributed RF Spectrum Analyzer

E. WLAN Emulation System

Ef#: B

L2

A WIPS (Wireless Intrusion Prevention System) is designed to monitor WLAN activity and provide visualization and reporting
related to:

Security threats (e.g., DoS attacks, rogue devices)

Policy compliance (e.g,, allowed SSIDs, encryption types)

Rogue threat classification (e.g,, rogue, neighbor, ad hoc)

The dashboard displaying this type of security-centric overview is characteristic of a WIPS platform.

References:

CWSP-208 Study Guide, Chapter 7 - WIPS Visualization and Monitoring

CWNP CWSP-208 Objectives: "Threat Visualization and Reporting

HRF#83
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