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What is happening in this scenario?

e A The user is authenticating against a FortiGate Captive Portal
C The user is authenticating against an IdP.

¢ B. The user has not authenticated on their external browser.

o (. The user status changed at FortiClient EMS to off-net.

HE: B

HE#77
You want to use the MTA adapter feature on FortiSandbox in an HA-Cluster. Which statement about this solution is true?

A. The configuration of the MTA Adapter Local Interface is different than on portl.
B. The MTA adapter mode is only detection mode.

C. The configuration is different than on a standalone device.

D. The MTA adapter is only available in the primary node.

HE: D

dE:

The MTA adapter feature on FortiSandbox is a feature that allows FortiSandbox to act as a mail transfer agent (MTA) that can
receive, inspect, and forward email messages from external sources. The MTA adapter feature can be used to integrate
FortiSandbox with third-party email security solutions that do not support direct integration with FortiSandbox, such as Microsoft
Exchange Server or Cisco Email Security Appliance (ESA). The MTA adapter feature can also be used to enhance email security
by adding an additional layer of inspection and filtering before delivering email messages to the final destination. The MTA adapter
feature can be enabled on FortiSandbox in an HA-Cluster, which is a configuration that allows two FortiSandbox units to
synchronize their settings and data and provide high availability and load balancing for sandboxing services. However, one statement
about this solution that is true is that the MTA adapter is only available in the primary node. This means that only one FortiSandbox
unit in the HA-Cluster can act as an MTA and receive email messages from external sources, while the other unit acts as a backup
node that can take over the MTA role if the primary node fails or loses connectivity. This also means that only one IP address or
FQDN can be used to configure the external sources to send email messages to the FortiSandbox MTA, which is the IP address or
FQDN of'the primary node. References: hitps:/docs. fortinet.com/document/fortisandbox/3.2.0/administration-guide/1 9662/mail-
transfer-agent-mta https://docs. fortinet.com/document/fortisandbox/3.2.0/administration-guide/1 9662 /high-availability- ha

HE#78
You are running a diagnose command continuously as traffic flows through a platform with NP6 and you obtain the following output:
Given the information shown in the output, which two statements are true? (Choose two.)

A. Enable HPE shaper for the NP6 will change the output

B. There are packet drops at the XAUI.

C. Host-shortcut mode is enabled.

D. Enabling bandwidth control between the ISF and the NP will change the output
E. The output is showing a packet descriptor queue accumulated counter

Y. BE

dY:

The diagnose command shown in the output is used to display information about NP6 packet descriptor queues. The output shows
that there are 16 NP6 units in total, and each unit has four XAUI ports (XA0-XA3).

The output also shows that there are some non-zero values in the columns PDQ ACCU (packet descriptor queue accumulated
counter) and PDQ DROP (packet descriptor queue drop counter). These values indicate that there are some packet descriptor
queues that have reached their maximum capacity and have dropped some packets at the XAUI ports. This could be caused by
congestion or misconfiguration of the XAUI ports or the ISF (Internal Switch Fabric).

References:https://docs. fortinet.convdocument/fortigate/7.0.0/cli-reference

/19662/diagnose-np6-pdq

The output is showing a packet descriptor queue accumulated counter, which is a measure of the number of packets that have been
dropped by the NP6 due to congestion. The counter will increase if there are more packets than the NP6 can handle, which can
happen if the bandwidth between the ISF and the NP is not sufficient or if the HPE shaper is enabled.

The output also shows that there are packet drops at the XAUI, which is the interface between the NP6 and the FortiGate's



backplane. This means that the NP6 is not able to keep up with the traffic and is dropping packets.

The other statements are not true. Host-shortcut mode is not enabled, and enabling bandwidth control between the ISF and the NP
will not change the output. HPE shaper is a feature that can be enabled to improve performance, but it will not change the output of
the diagnose command.

EE#79

You must analyze an event that happened at 20:37 UTC. One log relevant to the event is extracted from FortiGate logs:
The devices and the administrator are all located in different time zones Daylight savings time (DST) is disabled

* The FortiGate is at GMT-1000.

* The FortiAnalyzer is at GMT-0800

* Your browser local time zone is at GMT-03.00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

A. 10:37:08
B. 12.37:08
C. 173708
D. 20:37:08

2
il

: C

o
3.

To review this log on FortiAnalyzer GUI, the admmistrator should use the time filter that matches the local time zone of
FortiAnalyzer, which is GMT-0800. Since the log was generated at 20:37 UTC (GMT+0000), the corresponding time in GMT-
0800 is 20:37 - 8 hours = 12:37. However, since DST is disabled on FortiAnalyzer, the administrator should add one hour to

account for daylight saving time difference, resulting in 12:37 + 1 hour = 13:37. Therefore, the time filter to use is 13:37:08.
Reference: https:/docs. fortinet.com/document/fortianalyzer/6.4.0/administration- guide/ 1 03664/time- zone-and-daylight-saving-time

EE #80
Which two statements are correct on a FortiGate using the FortiGuard Outbreak Protection Service (VOS)? (Choose two.)

A. Ifthird-party AV database returns a match the scanned file is deemed to be malicious.

B. The FortiGuard VOS can be used only with proxy-base policy inspections.

C. The AV engine scan must be enabled to use the FortiGuard VOS feature

D. The antivirus database queries FortiGuard with the hash of a scanned file

E. The hash signatures are obtained from the FortiGuard Global Threat Intelligence database.

HE:. DE

yw,

The FortiGuard Outbreak Prevention Service (VOS) is a feature that enhances the antivirus scanning capabilities of FortiGate by
querying FortiGuard with the hash of'a scanned file that is not found in the local antivirus database. Ifthe hash matches a signature in
the FortiGuard Global Threat Intelligence database, which contains information about known malware and zero-day threats, the file
is deemed to be malicious and blocked by FortiGate. The VOS feature can be used with both proxy-based and flow-based policy

mnspections, and does not require the AV engine scan to be enabled. Reference:
https/docs. fortinet.convdocument/fortigate/6.2.14/cookbook/968606/outbreak-prevention-service
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