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FIRE #49
An enterprise custormer that has more than 10 Million customers has the following systens and conditions in their landscape:

e A, Enterprise Document Management System (DMS) Bills mailed to customers are maintained in the Document Management
system.

e B. Salesforce CRM (CRM)- Customer information, Sales and Support information is maintained in CRM.

e C. Enterprise Billing System (EBS) - All customer's monthly billing is generated by this system.
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PR #50
A new Salesforce program requires data updates between internal systems and Salesforce. Which relevant details should a
Salesforce integration architect seek to solve for the integration architecture needs of the program?

¢ A. Core finctional and non-functional requirements for User Experience design, Encryption needs, Community, and license
choices

e B. Source and Target system, Directionality, and data volume & transformation complexity, along with any middleware that
can be leveraged

e C. Integration skills, SME availability, and Program Governance details
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To design a robust and scalable integration architecture, a Salesforce architect must first define the technical scope and "plumbing of
the data flow.

The most critical details for solving integration architecture needs include:

* Source and Target Systens: Identifying which systems are involved determines the available APIs (REST, SOAP, etc.) and the
necessary security protocols.

* Directionality: Knowing whether the integration is unidirectional (Salesforce to System X) or bidirectional is vital for managing
record mastering and avoiding "infinite loops" in data synchronization.

* Data Volume & Transformation Complexity: High volumes may require asynchronous batch processing via the Bulk API, while
complex transformations (e.g., mapping custom external IDs to Salesforce Account Numbers) may necessitate a middleware layer
like MuleSoft to act as the "central nervous system'".

Option A focuses on UI/UX and licensing, which are general program concerns rather than architectural integration requirements.
Option C deals with project management and governance, which are important for execution but do not inform the choice between a
Request-Reply or Fire-and-Forget pattern. By focusing on systers, data direction, and transformation complexity, the architect can
select the correct pattern and tools that satisfy business requirements while staying within platform limits.

PR #51

Northern Trail Outfitters (NTO) uses different shipping services for each of the 34 countries it serves.

Services are added and removed frequently. Sales representatives globally need to select between valid service (s) for the
customer's country and request shipping estimates. Which solution should an architect propose?

¢ A Use Platform Events to construct and publish shipper-specific events.
¢ B. Store shipping services in a picklist that is dependent on a country picklist.
¢ (. Invoke middleware service to retrieve valid shipping methods.
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‘When external services are highly volatile (added/removed frequently), the goal is to decouple the Salesforce UI from the underlying
service logic. An Integration Architect should propose invoking a middleware service to retrieve the valid shipping methods.

By using middleware (such as an ESB or MuleSoft) as an abstraction layer, Salesforce doesn't need to "know" the details of the 34
different shipping providers. When a sales rep selects a country, Salesforce makes a single callout to the middleware. The
middleware then perforns the routing logic to identify which shippers are active for that region and returns a standardized list to
Salesforce.

Option A is a "maintenance nightmare"; every time a shipping service changes in any of the 34 countries, an admin would need to
manually update picklist values and dependencies in Salesforce, which is not scalable.

Option C (Platfor3 1m Events) is an asynchronous pattern unsuitable for a real-time "request-reply" scenario where a rep is waiting
for an estimate during a live custormer interaction. Utilizing middleware centralizes the logic, sinplifies Salesforce configuration, and
allows NTO to change shipping providers without any code deployments or metadata updates in the Salesforce org.
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What is the first thing an Integration Architect should validate if a callout from a LightningWeb Component to an external endpoint is



failing?

A. The endpoint URL has been added to Content Security Policies.

B. The endpoint domain has been added to Cross-Origin Resource Sharing.
C. The endpoint URL has added been to an outbound firewall rule.

D. The endpoint URL has been added to Remote Site Settings.
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Explanation

The first thing an integration architect should validate if a callout froma Lightning Web Component to an external endpoint is failing is
the endpoint domain has been added to Cross-Origin Resource Sharing (CORS).

CORS is a mechanism that allows web browsers to make requests to servers on different origins, such as different domains,
protocols, or ports. CORS requires the server to send back a special header that indicates whether the browser is allowed to access
the resource or not. Ifthe endpoint domain is not added to the CORS whitelist in Salesforce, the browser will block the callout and
throw an error. Option B is not correct because Content Security Policies (CSP) are used to control what resources can be loaded
on a Visualforce or Lightning page, such as scripts, stylesheets, images, etc. CSP does not affect the callout froma Lightning Web
Component to an external endpoint. Option C is not correct because outbound firewall rules are used to restrict the network traffic
from Salesforce to external systems. Firewall rules are configured at the network level, not at the Salesforce level. Option D is not
correct because Remote Site Settings are used to specify the domains that are allowed for callouts from Apex code, not from
Lightning Web Components. References:

Working with CORS and CSP to Call APIs from LWC

[Cross-Origin Resource Sharing (CORS)]

8 #53
What is the first thing an integration architect should validate if a callout from a Lightning web component to an external endpoint is

failing?

¢ A. The endpoint URL has been added to Content Security Policies.
¢ B. The endpoint URL has been added to Remote Site Settings.
¢ C. The endpoint domain has been added to Cross-Origin Resource Sharing,
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When an integration callout mitiated from a Lightning Web Component (LWC) fails, the architect must distinguish between client-
side and server-side security layers. Unlike Apex callouts, which are governed by Remote Site Settings at the server level, LWC
requests originate directly from the user's browser.

Consequently, they are subject to the browser's Content Security Policy (CSP).

CSP is a security layer that helps detect and mitigate certain types of attacks, including Cross-Site Scripting (XSS) and data
ijection attacks. It prevents a website from loading content from a third party unless that domain is explicitly safe-listed. If an LWC
attempts to connect to an external API endpoint that is not listed in the CSP Trusted Sites in Salesforce Setup, the browser will
block the request before it is even sent, often returning a "Refused to connect because it violates the document's Content Security
Policy" error. While Cross-Origin Resource Sharing (CORS) is also a browser-level security mechanism, it must be configured on
the external server to allow the browser to access its resources; however, the first validation step within the Salesforce environment
for a failing LWC callout is ensuring the domain is allowed by the org's CSP.
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