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Refer to the exhibit, which shows the output of diagnose sys session list.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per_ip_shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=/ vlan cgg=Wf285

state=may dirty synced none app ntf

statistic(bytes/packets/allow _err)d Brg=822¢1%/I"Teply=9037/15/1 tuples=2
orgin->sink: org pre->post, geply Bre&=spoSt dev=4->2/2->4
gwy=100.64.1.254/1000#1 L0

hook=post dir=org adtSsnaf*10.0.1.10:65464->54.192.15.182:80(100.64.1.1:65
hook=pre dir=reply aCt=dnat 54.192.15.162:80->100.64.1.1:65464(10.0.1.10:6
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 vd=0

serial=00000098 tos=ff/ff ips_view=0 app_list=0 app=0

dd type=0 dd mode=0

Ifthe HA ID for the primary device is 0, what will happen if the primary fails and the secondary becomes the primary?

A. The secondary device has this session synchronized; however, because application control is applied, the session will be
marked dirty and have to be re-evaluated after failover.

B. The session will be removed from the session table of the secondary device due to the presence of allowed error packets,
which will force the client to restart the session with the server.

C. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

e D. The session state will be preserved but the kernel will need to re-evaluate the session due to NAT being applied.

ZER: C

i B -
https7//community. fortinet. com/tS/FortiGate/ Technical- Note- How-to-see-if-a-session-is-synced-in- HA/ta-p/194185

il RE #57
Which statement about network processor (NP) offloading is true?

¢ A For TCP traffic FortiGate CPU offloads the first packets of SYN/ACK and ACK of the three-way handshake to NP
¢ B. The NP checks the session key or [PSec SA

e (. The NP provides IPS signature matching

¢ D. Youcandisable the NP for each firewall policy using the command np-acceleration st to loose.

BR: C

it B B -

Network processors (NPs) are specialized hardware within FortiGate devices that accelerate certain security functions. One of the
primary functions of NPs is to provide IPS signature matching (B), allowing for high-speed inspection of traffic against a database of
known threat signatures.

I RE #58
Refer to the exhibit, which shows an ADVPN network.



Spoke-1 L& & Spoke-2

Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to finction? (Choose two.)

A. set auto-discovery-sender enable

B. set auto-discovery-receiver enable
C. set add-route enable

D. set auto-discovery-forwarder enable

EH: BD

fE R A -

For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:

A: set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for
them to establish direct tunnels.

C: set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.

This nformation is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to
both forward and receive shortcut information for dynamic tunnel creation between spokes.
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Refer to the exhibit, which contains a partial policy configuration.
Which setting must you configure to allow SSH?

A. Include SSH in the Application field

B. Select an application control profile corresponding to SSH in the Security Profiles section
C. Configure pot 22 in the Protocol Options field.

D. Specify SSH in the Service field



ZE: D

f R A -

* Option A is correct because to allow SSH, you need to specify SSH in the Service field of the policy configuration. This is
because the Service field determines which types of traffic are allowed by the policyl. By default, the Service field is set to App
Default, which means that the policy will use the default ports defined by the applications. However, SSH is not one of the default
applications, so you need to specify it manually or create a custom service for it2.

* Option B is incorrect because configuring port 22 in the Protocol Options field is not enough to allow SSH. The Protocol Options
field allows you to customize the protocol inspection and anomaly protection settings for the policy3. However, this field does not
override the Service field, which still needs to match the traffic type.

* Option C is incorrect because including SSH in the Application field is not enough to allow SSH. The Application field allows you
to filter the traffic based on the application signatures and categories4.

However, this field does not override the Service field, which still needs to match the traffic type.

* Option D is incorrect because selecting an application control profile corresponding to SSH in the Security Profiles section is not
enough to allow SSH. The Security Profiles section allows you to apply various security features to the traffic, such as antivirus, web
filtering, IPS, etc. However, this section does not override the Service field, which still needs to match the traffic type. References: =
* 1: Firewall policies

* 2: Services

* 3: Protocol options profiles

* 4: Application control

R #60
Which two statements about metadata variables are true? (Choose two.)

A. The metadata format is $<metadata_variable name>.
B. They can be used as variables in scripts.

C. They apply only to non-firewall objects.

D. You create them on FortiGate.

EX: AB

fR AR A -
https/docs. fortinet.conYdocument/fortimanager/7.2.0/new- features/2 18 740/metadata-variables- are-supported-in-firewall-objects-
configuration
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