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FS BIG-IP Administration Data Plane Configuration FSCAB3
Priifungsfragen mit Losungen (Q51-Q56):

51. Frage

A BIG-1P Administrator creates a new Virtual Server. The end user is unable to access the page. During troubleshooting, the
administrator learns that the connection between the BIG-IP system and server is NOT set up correctly. What should the
administrator do to solve this issue? (Choose one answer)

A. Set Address Translation to SNAT and configure a specific translation address

B. Disable Address Translation

C. Set Address Translation to Auto Map, configure a SNAT pool, and have pool members in the same subnet as the servers
D. Set Address Translation to SNAT and have a self-IP configured in the same subnet as the servers

Antwort: D

Begrindung;

The issue described is a classic symptom of asymmetric routing, which frequently occurs when the BIG-IP system and the back-end
servers reside on the same subnet (often referred to as a "one-arm' deployment).

* The Routing Problem: By default, the BIG-IP system preserves the original client source IP address when forwarding traffic to a
pool member. Ifthe server is in the same subnet as the client or if the server's default gateway is not the BIG-1P, the server will
attempt to send its response directly back to the client's IP address, bypassing the BIG-IP.

* Stateful Failure: Since the BIG-IP is a Full Proxy, it maintains a state table. Because the response packet never returns through the
BIG-IP, the system cannot complete the three-way handshake or manage the application session, resulting in a connection failure for
the user.

* The Solution (SNAT): Enabling Source Network Address Translation (SNAT) solves this by changing the source IP address of
the request to an [P address owned by the BIG-IP (typically a self-IP).

* Requirement for Subnet Alignment: To ensure the server sends the response back to the BIG-IP, the translation address must be
reachable. By using a self-IP configured in the same subnet as the servers, the BIG-IP ensures that the server sees the request
coming froma local "neighbor." The server will then naturally send the response back to that selfIP, allowing the BIG-IP to translate
the packet back and forward it to the client.

Why other options are incorrect:

* A: Disabling address translation would ensure the server-side traffic uses the client IP, making asymmetric routing inevitable in this
scenario.

* B: This is technically contradictory; "Auto Map" specifically uses existing self-IPs and does not require or use a "SNAT pool”
configuration.

* C: While using a specific translation address can work, it does not inherently guarantee the Layer 2

/Layer 3 reachability mentioned in the scenario as effectively as ensuring the self£IP is correctly placed in the server's subnet.

52. Frage

Some users who connect to a busy Virtual Server have connections reset by the BIG-1P system. Pool member resources are NOT
a factor.

What is a possible cause?

¢ A. Connection Rate Limit is set too high
¢ B. Server SSL profile not reconfigured
¢ C. Rewrite profile not configured
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e D. Connection Limit is set too low
Antwort: D

Begrindung;
‘When the connection limit is reached, BIG-IP resets new connections, even if pool members are healthy.

53. Frage

The BIG-IP Administrator needs to load balance a pool of web servers. Load balancing should consider the number of connections
that are active on that pool member.

‘Which load balancing method meets this requirement? (Choose one answer)

A. Ratio (member)

B. Round Robin

C. Least Connections (member)
D. Ratio (node)

Antwort: C

Begrindung;

The requirement states that load balancing decisions must be based on the number of active connections on each pool member. This
directly maps to the Least Connections (member) load balancing method.

According to the BIG-IP Admmistration: Data Plane Configuration documentation:

Least Connections (member) selects the pool member with the fewest active connections at the time of the request.

This method dynamically adapts to real-time traffic patterns and ensures that more heavily loaded pool members receive fewer new
comnections.

It is especially effective for web servers where connection duration may vary and equal distribution of active sessions is desired.
Why the other options are incorrect:

B . Round Robin

Distributes connections sequentially without considering current load or active connections.

C . Ratio (member)

Distributes traffic based on static ratios, not real-time connection counts.

D . Ratio (node)

Uses predefined ratios at the node level and does not account for active connection counts.

Correct Resolution:

Using Least Connections (member) ensures that new connections are directed to the pool member currently handling the fewest
active connections, meeting the stated requirement.

54. Frage

The BIG-IP Administrator has to provide encrypted communication between users and the virtual server they access. Multiple
hostnames are configured in DNS with the same TP address.

Which profile type and setting in the profile should be used? (Choose one answer)

A. Server SSL, Client Name
B. Server SSL, Server Name
C. Client SSL, Server Name
D. Client SSL, Client Name

Antwort: C

Begriindung;

‘When multiple hostnames resolve to the same IP address and encrypted communication is required, the BIG- TP must be able to
present the correct SSL certificate based on the hostname requested by the client. This is accomplished using Server Name
Indication (SNI).

According to BIG-IP Admumistration: Data Plane Configuration documentation:

* SNI is a client-side TLS extension, where the client includes the requested hostname during the SSL handshake.

* BIG-IP evaluates this hostname using the Client SSL profile, not the Server SSL profile.

* The "Server Name" setting in the Client SSL profile enables BIG-IP to select the appropriate SSL certificate for the requested
hostname.



Why option C is correct:

* Client SSL profile handles inbound (client-side) encryption.

* Server Name enables SNI-based certificate selection when multiple DNS names share the same virtual server IP.

Why the other options are incorrect:

* A. Client SSL, Client NameThere is no Client SSL setting called Client Name for SNI certificate selection.

* B. Server SSL, Server NameServer SSL is used for encryption between BIG-IP and backend servers, not for client-side
hostname identification.

* D. Server SSL, Client NameServer SSL does not process client-requested hostnames during TLS negotiation.

Correct Resolution:

Configure a Client SSL profile and enable the Server Name (SNI) setting to support mutltiple encrypted hostnames on the same
virtual server IP.

55. Frage
Refer to the exhibit.

A BIG-IP Admnistrator creates a new Virtual Server to load balance SSH traffic. Users are unable to log on to the servers.
‘What should the BIG-IP Administrator do to resolve the issue? (Choose one answer)

A. Set Destination Address/Mask to 0.0.0.0/0
B. Set Protocol to UDP

C. Set HTTP Profile to None

D. Set Source Address to 10.1.1.2

Antwort: C

Begrindung;

SSH is a Layer 4 TCP-based protocol that operates on TCP port 22 and does not use HTTP in any capacity. In the exhibit, the
Virtual Server is configured with an HTTP Profile applied, which is inappropriate for SSH traffic and causes connection failures.
According to the BIG-IP Admmistration: Data Plane Configuration documentation:

An HTTP profile must only be applied to Virtual Servers handling HTTP or HTTPS traffic.

When an HTTP profile is attached, BIG-IP expects HTTP headers and attempts to parse application-layer data.

Non-HTTP protocols such as SSH, FTP (control), SMTP, and other raw TCP services will fail if an HTTP profile is enabled.
Why the other options are incorrect:

A). Set Protocol to UDPSSH uses TCP, not UDP. Changing the protocol would break SSH entirely.

B). Set Source Address to 10.1.1.2The source address setting controls client access restrictions and is unrelated to protocol parsing
issues.

O). Set Destination Address/Mask to 0.0.0.0/0The destination address is already valid for a specific SSH service and does not
impact protocol handling,

Correct Resolution:

The BIG-IP Administrator should remove the HTTP Profile (set it to None) so the Virtual Server functions as a pure Layer 4 TCP
service, allowing SSH connections to pass through successflly.
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